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(U)   ABSTRACT 

Initial results of tne basic WARS phase I contract are reported in the WARS 
Interim Technical Report (RADC-TR-69-328,  February 1970).   An expansion of this 
program Is embodied in changes "A" and "B" to the contract, the results of which 
are reported herein.   WARS system requirements in terms of the problem it will in 
pert solve have been defined.   Unique characteristics exhibited by the enemy during 
preparation for standoff attacks on Air Force installations have been identified.   WARS 
systems analysis and systems design, including surveillance and intra-wide area 
communications, have been specified.   A modular design approach that will be taken 
in designing the WARS hardware has been developed.   Added features that are felt 
necessary in making the WARS system adaptable to world-wide use and to the wide 
variety of possible Air Force applications have been identified.   These features 
notably include local alarm data processing units that will reduce the data load on the 
RSDCS and the complexity of the CSC PI).   The applicability of WARS to the Korean 
situation and how WARS could best be utilized in that situation has been outlined. 
Overall conclusions and recommendations are put forth.   In general, it is concluded 
that the WARS concept is feasible, practical, and cost effective.   In brief appended 
Information, the organization and duties of the WARS team are tentatively stipulated, 
the susceptibilities/vulnerabilities of the WARS system are discussed, a scenario of 
the build-up or development of an air base and the parallel development of BESS is 
described, and a brief outline of how certain DCPG hardware could be integrated into 
the WARS system is given. 
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Section 1 

INTRODUCTION 

I. I   (U)   SCOPF 

This report contains the analysis and design results of changes "A" and "H" to the 
basic Wide Area Remote Surveillance (WARS) system, Contract F30602-69-C-0268. 
The results of this report, when combined with those presented In the "WARS Interim 
Technical Report, "^ represents the completion of phase 1 of the contract, which 
Includes: 

a. Kstabllshing the feasibility of the WARS concept 

b. Design of the WARS baseline system, and recommendations for a more 
adaptable system 

c. The design approach for the WARS baseline system hardware design. 

1.2   (C)   BACKGROUND 

The WARS Interim  Technical Report presented the following aspects of the WARS 
stud', 

a. A threat analysis to determine if th.' threat exhibits distinguishing features 
during his preparations for a standoff attack that can be sensed with an 
unattended surveillance system, 

b. An analysis of his approach routes leading to launch sites to determine where 
surveillance hardware can best be deployed to detect the threat. These loca- 
tions are called "wide areas. " 

c. An analysis of the SFA environment as it would affect the threat's movement 
and the deployment and operation of a surveillance system. 

d. The analysis and preliminary design of a surveillance system to take advantage 
of the distinguishing threat features, including the deployment configuration 
of sensors and recommended sensor types. 

e. The analysis and preliminary design of a intra-wide area communications 
system necessary to relay alarm data to the remote sensor data communica- 
tions system (RSDCS) for final relay of the alarm data to the air base. 

f. A preliminary design approach for the surveillance system and communica- 
tions system hardware. 

Stanford. A, G. , Friedman, H.  D. , and Rothschild. D,   R. , Wide Area Remote 
Surveillance, Sylvanla Electronic Systems-Western Division; February 1970. RADC- 
TR-69-328. 
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1.3 (C)   CHANGES A AND B TASKS 

Changes A and B to the basic contract include the following additional tasks for 
phase I: 

a. An analysis of the Intra-wide area communications system to assure that alarm 
data loss due to message Interference (both from intra- and inter-wide area 
sources) would be tolerable with respect to the type of threat information to 
be extracted from the data. 

b. A detailed analysis of Korea to determine the applicability of WARS to Korean 
installations. 

c. An Initial analysis of the adaptability of the WARS system to world-wide use 
and Its adaptability to the variety of Air Force installations to which it may 
be applied. 

d. A study of the use of in-field or local data processing units to reduce the 
RSDCS data load and to simplify the base central processor. 

In addition, all aspects of the VVAHS system design were re-examined and refined. 
In total, this has resulted In a system design consisting of the baseline system plus 
certain features which are felt to completely satisfy the WARS requirements in terms 
of flexibility, adaptability, and cost effectiveness. 

1.4 (U)   REPORT CONTENTS 

The report is organized Into eight (8) major sections and three (3) appendices. 
Section 2 outlines the WARS system requirements in terms of the problem it will in 
part solve:   prevent stand-off attacks on U.S. air bases. 

Section 3 outlines how WARS fits into the base exterior security subsystem (BESS), 
of which it is a subsystem. 

Section 4 contains a detailed presentation of the WARS systems analysis and sys- 
tems design, including surveillance and intra-wide area communications. 

Section 5 contains a detailed presentation of the design approach that will be taken 
in designing the WARS hardware. 

Section 6 covers the added features to the baseline system that are felt necessary 
in making the WARS system adaptable to world-wide use and to the wide variety of 
possible Air Force applications. 

Section 7 covers the applicability of WARS to Korea.   It outlines the Korean situ- 
ation and demonstrates how WARS could best be utilized in that situation. 

Finally, Section 8 presents the conclusions drawn from phase I of the study and 
recommendations for future work on WARS. 

• 
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The first of the three appendices (Appendix A) coven certain operational oharao- 

teristice of WARS, including: 

a. The organization   and duties of the WARS team needed to deploy and maintain 
the WARS system for a large installation. 

b. The susceptibilities/vulnerabilities of WARS such as Jamming, spoofing and 
direction finding, and measures to counter these. 

Appendix B briefly outlines how certain OCPG hardware could be Integrated into 
the WARS system; notably, air-dropped sensors and special-purpose hand-emplaced 
sensors. 

Appendix C presents a sc-eaario of the build-up or development of a hypothetical 
air base and the parallel development of its BESS.   The scenario is used to demon- 
strate the flexibility and adaptability of WARS to such a situation. 

In summary, the WARS concept was found to '>e feasible and practical to implement, 
deploy, and operate.   The system as presented in this report is an effective means 
of detecting activities associated with stand-off attacks before they occur, and can, in 
addition, provide personnel detection and tracking for nearly any tactical application 
where this is desirable.    The system is flexible and can be used to complement any 
other area surveillance systems that may be deployed. 

Finally, Appendix D is the Bibliography. 
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Section 2 

REQUIREMENTS OF THE WIDE AREA 
REMOTE SURVEILLANCE (WARS) SYSTEM 

2.1 (U)   BACKGROUND 

In support of national objectives, the United States Air Force must maintain air 
buses in different parts of the world.   Some of these air bases are subject to commando- 
type raids and standoff weapons attacks.    Enemy attempts to penetrate the air base 
perimeter can usually be repelled by a sufficiently strong base security force.  However, 
the air base is particularly vulnerable to surprise mortar, rocket, or artillery attacks 
launched from outside the base perimeter.   The degree of vulnerability is dependent on 
the ease with which enemy personnel can move through the area, on the closeness of the 
area to arms supplies, on the political stance of the natives, and on the degree of 
control exercised by friendly ground forces, police, and native leaders. 

If an air base is vulnerable to standoff weapons attacks,then some supplementary 
protection must be provided.   One solution is to augment the bjise security force with 
an electronic system which can provide surveillance of enemy activities in the area. 
This system will permit the use of a relatively small response force operating from 
the intelligent use of surveillance data.   The essential requirements of such a system 
are outlined below. 

2.2 (U)   COVERAGK 

The system shall provide surveillance over the land surrounding Hie base out to 
the maximum effective range of weapons known to be in the enemy's posfiession. 

2.3 (U)   DETECTION 

The objective of the system is to detect any activity which is associated with the 
enemy moving along most likely avenues-of-approach toward most likely launch sites. 
Examples of such activities are as follows: 

a. Movement to and from launch sites by either the site selection survey 
team or weapon crews 

b. Movement of munitions to cache sites 

d. Establishment of caches 

e. Positioning of weapons. 

Although the movement of munitions will typically take place over trails by handcarry 
or backpack, the enemy might also move munitions by means of vehicles and small 
boats.   Hence, detection of vehicles and boats is also essential. 
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2.4   (U)   DISCRIMINATION 

The system must have a low false alarm rate.   To accomplish this, maximum use 
shall be made of any unique characteristics possessed by the threat in order to discrim- 
inate the enemy from Indigeneous people or friendly forces.   Examples of the 
characteristics w ilch might be used are: 

a. Time of activity 

b. Size und tormation of the group 

c. Load transported 

d. Distance traveled 

e. Rate of travel 

f. Direction of movement 

2.5  (U)   DESIRED INTELLIGENCE 

The format of the intelligence supplied by the remote surveillance system must 
permit rapid interpretation and timely application to counter an impending attack. 
As a minimum, the system shall supply information on the size, speed, location and 
direction of travel of the detected threat. 

2.ß   (U)   ADA IT A RI LIT Y 

The design of the system shall offer maximum flexibility for widely varying modes 
of operation.    Examples of features which should be considered are:   (1)   utilization of 
modularized equipment designs,   (2)   flexible interface requirements and   (3)   adapt- 
ability for different levels of alarm discrimination and processing. 

2.7 (U)   SERVTCE CONDITIONS 

The system shall be designed and constructed to withstand the various temperature, 
humidity and other service conditions which will be encountered in n world-wide 
•deployment.   The system shall also be designed to experience no degradation due to 
illumination by high power radars commonly located near air bases. 

2.8 (U)   OPERATING LIFE 

(The overall system shall have an operating life of at least six (fi) months using 
standard batteries and minimum power. 

2.9 (U)   CONCEALMENT 

The system components shall be easily concealed via direct burial or appropriate 
camouflage, and shall be hand deployed. 

2.10 (U)   SELF DESTRUCTION 
 1  

Once the components are installed and armed, any attempt to tamper with these, or 
failure of the battery, shall cause the encoder (and possible other components) to 
self-destruct. ' 
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Section 3 

THE BESS CONCEPT 

• 

3. 1   (U)  GENERAL 

This section will briefly describe the concept, known as the Base Exterior Security 
Subsystem, which is intended to fulfill the requirements stated in Section 2.   Under 
this concept the surveillance of the area surrounding an air base will be accomplished 
by means of a three component system.   The three components, or subsystems, are: 
(1)  Wide Area Remote Surveillance (WARS),   (2)   Remote Sensor Data Communications 
(RSDC), and  (3)   Central Security Control Processor and Display (CSCPD).   The 
function of each of these subsystems is described below. 

3.2 (C)   WARS 

The Wide Area Remote Surveillance (WARS) Subsystem will consist of a multitude 
of detection devices emplaced in groups, or arrays, along likely a venues-of-approach 
and in the vicinity of likely launch sites.   The WARS subsystem is to provide surveil- 
lance over an annulus-shaped area extending from about 8 km to about 24 km from the 
center of the base. 

The function of the detection devices, called Sensor/Transmitter (S/T) units, is to 
emit alarms when an intruder enters the covered area.    The alarms emitted by the 
S/T units are picked up by relays, called Receiver/Relay (R/R) units, and retransmitted 
to an alarm collection station, called a Receiver/Interface (R T) unit.   The region 
covered by all S/T units reporting (by relay) to a single R/I unit is called a Wide Area. 
Hence, the concept Wide Area Surveillance. 

3.3 (C)   RSDC 

The purpose of the RSDC subsystem is to relay the alarm information from the 
Wide Areas to the air base.   The maximum transmission range will be 24 km.   The 
RSDC will be composed of three major components: these are: (1) Long Range 
Transmitter (LRT), (2) Repeater, and (3) Base Station.   Each LRT will be connected to 
one R/I unit: therefore, there will be as many LRT's as there are Wide Areas. Repeaters 
M ill be used only as required: each repeater will be capable of handling more than one 
LRT.   The function of the Base Station is to receive all alarm transmissions and 
prepare them for input to the CSCPD subsystem.   If the LRT's are to be controlled by 
a command link from the base, the necessan- command and control r^uipment will 
also be made a part of the Base Station. 

3.4 (C)   CSCPD 

This CSCPD subsystem will be located on the air base and will serve as the alarm 
processing and display facility.   Its function will be to process the individual alarms 
through space-time correlations, to report intrusions and to derive confidence levels 
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3.4 (C)  (Continued) 

1 

on their validity; and to estimate the number, speed, direction and possible mission of 
the intruding force.   In addition to processing and displaying the alarms which originate 
in the Wide Areas, the CSCPD will also accept and process reports from sensors 
emplaced along the base perimeter, from human observers (both ground and air) and 
from Airborne sensing devices. 

X 

3-2 

CONFIDENTIAL 

■MrtÜhluniiiniM!      '     ' ' 
iin nnlrtiurr ——-■-"--- .E.^.-J.^.. . .... ..     ,..^■■,11       -   —- 

I 



""■" ■  " 
■■ 

'Wf 

CONFIDENTIAL 

Section IV 

WARS SYSTKM DESIGN 

4.1 (U)   GENERAL 

This chapter contains the results of a study which was performed to define the 
system design of the Wide Area Remote Surveillance system.   The material is organized 
into two major discussions: one dealing with the detection aspects, the other devoted to 
the alarm transmission aspects. 

4.2 (C)   DETECTION ANALYSIS 

4.2.1 (C)   Dual Detector Arrangement 

In order to make the S/T unit easily adaptable to operation under widely varying 
applications, the unit will be designed to accommodate two separate detector assemblies. 
One of these will be called the primary detector and the other will be called the auxiliary 
detector.   The S/T unit will be capable of operation with the primary detector alone, or 
with both detectors.   A provision will be incorporated to permit either of the two 
detectors to control the S/T transmitter.   The primary detector will also be able to 
function as a turn-on device for the auxiliary detector.   This type of arrangement will 
reduce the "on-air" time of such active sensors as IH,  radar, or EMID.   Another 
application of the auxiliary detector will be to provide special information about the 
threat; for example, if ferrous metal is part of the load.   11 this mode of operation, 
the primary detector will control the S/T transmitter but the output from the auxiliary 
detector will be used to change the code structure of the transmitted alarm message. 

A description of sensors which might serve as the auxiliary detector is provided in 
Section 6.2 while the proposed primary detector is described below. 

4.2.2 (C)   The Primary Detector 

4.2.2.1   (U)  The Sensor 

Before a decision was reached on what sensor to use in the primary detector, all 
the advantages and disadvantages of a number of different types of sensors were care- 
fully evaluated.   In the end, it was decided that the seismic sensor is the best candidate. 
The reasons for arriving at this decision are listed below: 

a. Detection Performance 

Extensive data base exists for most environments, except arctic.   The 
detection range is judged to be adequate for the WARS application. 

b. False Alarm Rejection 

Extensive work has been done in the processing of seismic signals.  Low false 
alarm rates are achievable with currently existing discrimination techniques. 
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4.2.2,1  (C)  (Continued) 

Cost 

Seismic sensors are one of the least expensive sensors. 

d.    Deployment 

Seismic sensors fit into compact packages which can easily be carried and 
deployed.   No critical field alignment procedures are required since the 
detection pattern is circular. 

e. Life 

No difficulty is anticipated to operate the sensor for 6 months to 1 year. 
Power requirements are small and the sensor is relatively insensitive to 
changes in its environs, such as normal growth of plants, etc. 

f. Concealment 

Since a seismic sensor requires burial,its concealment is easily 
accomplished. 

The theory of operation of a seismic sensor is well known.   Therefore, it will 
suffice to state that a geophone detects intruders by detecting the vibrations set-up in 
the earth by their footsteps.   Walking men and moving vehicles, along with a number 
of other sources such as aircraft, munitions, and rain, impart energy to the earth and 
this energy sets up seismic waves.   The geophone transduces the vibrations caused by 
the seismic waves into an electrical signal, which is then amplified to a level suitable 
for the discriminator to operate on. 

4.2.2.2   (C)   The Discriminator 

4.2.2.2.1  (C)   Theory of Operation 

The discriminator recommended for the primary detector is known as the VFD. 
A generalized block diagram of this type of processor is shown in Figure 4-1. The 
discriminator design has been evolved by Sylvania after an extensive study of seismic 
signals over the past several years. Statistical methods (pattern recognition tech- 
niques) were used to determine the signal parameters which aid most in separating 
valid targets from false alarm sources with least errors. 

The VFD's discrimination capability is based on several derived seismic signature 
characteristics.   These are the characteristics that have been found to be the most 
significant for determining the presence of personnel and vehicles and for suppressing 
false alarms.   The signal from the geophone is amplified in a high-gain amplifier with 
an AGC.   After amplification, the signal is passed through circuits which derive the 
desired characteristics of the signal.   The measured characteristics of the signal are 
combine^ in the combining network which forms a function of the measured character- 
istics most effective in discriminating between intruders and sources of false alarm. 
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Figure 4-1   (L).    Variance Frequency Discriminator Block Diagram (U) 

4.2.2.2.1 (C)   (Continuefl) 

The result of the combination of the voltages from the measurement characteristic 
circuits is a voltage which can be applied to a threshold.   When the voltage 
is over the threshold an alarm signal is generated.   Alternatively, the output of 
the threshold can be applied to a counter which sets the number of counts needed 
in a fixed interval of time to give an alarm.   In this fashion, information over a 
longer period of time can be accumulated before an alarm is given. 

Figures 4-2 and 4-3 show samples of the raw seismic signals ol personnel, 
vehicles, and two false-alarm sources.    The signatures in Figure 4-2 
represent the output of a seismic transducer when one man is passing the sensor, 
when a number of men are passing the sensor, and when it is raining in the vic- 
inity of the sensor.   It is clear that a simple energy detector or threshold cross- 
ing detector cannot be used to discriminate against the signal from the rain, since 
it has nearly the same amplitude as the signals from the intruders.   Similarly, the 
sources of alarm represented in Figure 4-3, two helicopter signatures, a propeller 
aircraft, and rain cannot be discriminated on the basis of amplitude.   The VFD is 
able to discriminate between the intruders and these sources of false alarms. 

4.2.2.2.2 (C)   Performance Data 

A series of tests have been conducted with the laboratory test setup shown in 
Figure 4-4 to compare the performance of the VFD against three other discriminators 
now in use or under development.   The United Aircraft discriminator   (UAD) is in use 
in ADSID, the spectral discriminator (SD) is under development at Sylvania, and the 
FADSID discriminator is in use in Sylvania-built air-deliverable sensors.   The effec- 
tive thresholds of the discriminators were adjusted to obtain approximately equal 
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Figure 4-2  (U).   Samples of Seismic Signature  (U) 
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Figure 4-3  (U).   Samples of Seismic Signature  (V) 
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Figure 4-4   (l).    Discriminator Test Setup  (V) 

4.2.2.2.2   (C)  (Continued) 

detection of one man walking.   The resulting gains and thresholds are listed in 
Table 4-1.   Recorded signals from 4 sites were used:   Panama, Thailand, Big Basin 
State Park, California, and Hollister, California.   These signals are representative 
of sites with a wide diversity of geophysical characteristics.   Expanded chart 
recordings of one man walking at each of these sites are shown in Figure 4-5.   The 
signal characteristics vary somewhat between sites.   For example, a long duration, 
high amplitude burst is characteristic of Big Basin Park, which has soft, moist soil. 
Hollister, which has very hard soil, exhibits a shorter duration and slightly higher 
frequency signal. 
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Table 4-1   (C).   Gain and Threshold Levels  (V) 

REC CH SIGNAL GAIN THRESHOLD 

1 
2 
3 
4 
5 
6 

INPUT 
UAD Alarm 
SD Alarm 
FADSID Alarm 
VFD Threshold 
VFD Alarm 

85 db 
85 db 
96 db 
96 db' 
96 db 
96 db 

0.25 V 
1 V 
1 v 
] V 
] V 
1 V 

Note:  Since the UAD threshold is approximately 12 db lower than the other 
processors, the equivalent sensitivity is approximately the same. 
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Figure 4-5  (I).   Chart Recording of Man Walking-Four Sites   (V) 
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4.2.2.2.2  (C)  (Continued) 

Figure» 4-6 through 4-12 are photo reproductions of the discriminator alarm 
responses.   The maximum alarm rates of the different discriminators are as follows; 

SÜ 

FAÜSIL) 

VFÜ 

1 alarm/sec. 

I alarm/2 sec. 

1 alarm/ 1U sec. 

1 alarm 3 sec. 

Alarm rate is the maximum rate at which 
the particular processor may alarm, regard- 
less of intrusion size or duration, i.e., VFO 
may alarm only once every three seconds. 

Figure 4-6 clisplays the responses to one man, G men, a single 6x6 truck at 
10 mph, and rain from the Panama tape.   Examination of the one man signal shows 
that detection is similar for all discriminators with the IAD   exhibiting the lowest 
number of alarms.   This adjustment was deliberately made to allow the best possible 
false alarrn rejection by the threshold type unit.   The other three discriminators 
provide at least equal or better detection uf the (! men and the vehicle.   Note that the 
SD and VFD completely reject the rain while both the IAD and the FADS11) do not. 
The FADSID and VFD completely reject the helicopter signals.   The VFD, in fact, 
rejects all false alarm signals in this sequence except the propeller-driven aircraft, 
while the LAD responds to all of them.    (The VFD alarm which occurs at the leading 
edge of the rain signal is clue to the unnaturally fast rise of the signal.   The rain signal 
ia only part of a much longer duration rain recording which was re-recorded from a 
master tape.) 

Figure 4-8 shows the same signals -M- Figure 4-6, but with 3-dB greater attenua- 
tion.    Detection range of the men and vehicle decreased somewhat for all discriminators, 
but the I AD continued to alarm continuously throughout the rain signal.    Detection 
performance of all processors Increased for the man and vehicle signals when the tapf1 

was run at .1-db less attenuation.    The response to the false alarm signals showed no 
change, which verifies that false alarm rejection is not critically dependent on signal 
amplitude.   A study of Figures 4-7 through 1-12 clearly shows that all four discrim- 
inators have approximatelv equal detection performance on most of the man and 
vehicle signatures.   The SD and VFD show slightly better detection of some rignals, 
such as one man at 100-foot range in liollister.   The VFD excels In rejection of all 
false alarms except propeller tvpe aircraft, although the SD performance is quite 
close.    As expected, the simple threshold tvpe processor detects virtually any signal 
with sufficient amplitude to exceed threshold. 

Since the preceding test was conducted, additional circuit optimization of the VFD 
has resulted in the elimination of the response to the propeller driven (P2V) aircraft 
while retaining the same response to the intrusion signals. 

The VFD has also been compared to the PID. the Mlnlsid, and the Helosid In 
laboratory tests conducted at MERDC at Ft. Belvolr.    The results were quite similar. 
The VFD and PID were field tested at Camp A. P. Hill near Ft. Belvoir and at an Army 
airfield on Ft. Belvoir.   Intrusion tests at Camp A. P. Hill consisted of one man, 5 men 
and a vehicle.   The walking rates were 1. 3 and 2 steps per second or about 3.6 and 
5. 5 feet per second.   The vehicle speeds were 20 and 30 mph.   The detection range of 
the VFD averaged about 100 feet to 150 feet for the man or men with a maximum range 
of 200 feet, and about 600 to 800 feet for the vehicle.   These ranges were equal to or 
greater than the range of the PID operated in gain 4. 
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4.2.2.2.2   (C)   (Continued) 

The VFD proved its superior performance in fnlse alarm rejection at an airstrip 
on Ft. Belvoir.   The PID and the VFD were set up about 200 feet to one side of and 
near the end of the runaway.    Nonral traffic, which was quite heavy, consisting of 
helicopters (both single and two r.j or types) and propeller driven aircraft of various 
types up to Aero Commander size were monitored for about 1-1/2 hours.   A single 
rotor helicopter then made overflights ranging in altitude from 100 feet to about 1500 
feet at both slow and fast rates.   It also landed, hovered and lifted off within 100 feet 
of the sensors.   The VFD produced no alarms in response to the helicopters or other 
aircraft.   The noise level at this site was rather high even when no aircraft were 
nearby and thus the PID was in constant r'arm when operated in Gain 4.   When operated 
In Gain 3 it was quiet except when helicopters were within about 1/2 mile or when some 
of the larger aircraft were taking off or landing. 

A detection range of about 70 feet was obtained from both sensors when no aircraft 
were in the immedate area.    When a helicopter was nearby and the PID was thus in 
constant alarm, a detection range for one man of up to 35 feet was obtained with the 
VFD.   The VFD Is thus usable even in the rather high ambient noise environment 
encountered near an airstrip. 
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4.2.2.2.3 (C) Alarm Quallflcatlon Logic 

The VFD will be designed so that the input signal persists for a period of at least 
4 seconds before an alarm is generated.   This approach will assure that: 

a. False alarm signals of short duration will be rejected even if they otherwise 
have the frequency and amplitude characteristics which would classify them 
as targets.   Typical false alarm signals of this type are thunder and artillery 
or munitions explosions. 

b. An alarm represents several footsteps or meters of vehicle travel.   This, in 
effect, amounts to increasing the information carried by each alarm. 

c. Alarms will be transmitted from a given sensor at a maximum rate of one 
every 4 seconds.   This prevents the transmission of redundant information, 
yet   assures the emission of enough alarms to permit recognition of an 
intrusion. 

4.2.2.3   (Cj  Ueaign Objectives 

The primary detector will be designed to meet the following operational objectives. 

4.2.2.3.1 (C)   Detection Hange 

Two range settings will be provided:   (1)  Trail, and  (2)   Fence.   In the Trail mode, 
the nominal distance away from the detector at which a single man (average weight) 
walking at a normal pace is detected will in? approximately 10 meters while that in the 
Fence mode will be approximately 30 meters.   It is recognized that these detection 
ranges will vary somewhat for different soil conditions. 

4.2.2.3.2 iC)  Detection Pattern 

The detection pattern will be approximately circular. 

4. 2. 2. 3. 3   (C)   False Alarm Rate 

The false alarm rate «ill be approximately Polseon distributed with a mean rate not 
to exceed 1 alarm in 40 seconds. 

4.2.2.3.4 (C)   Reporting Rate 

Maximum reporting rate will be 1 alarm per 4 seconds.   This will be controlled 
by the logic circuit of the VFD. 

4.2. 3  (C)   Emplacement of Components 

4.2.3.1   (C)   Trail Array 

The configuration recommended for surveillance of likely avenues of approach is 
depicted in Figure 4-13.   The array will consist of five seismic sensors, each with an 
effective detection radius of approximately 10 meters.   The sensors are to be deployed 
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Figure 4-13  (C).   Surveillance of a Typical Trail   (U) 

4.2.3.1   (C)   (Continued) 

linearly along the trail at 50-nieter intervals, and no more than about 4 meters from 
the centerline of the trail.   The reasons for choosing this configuration are as follows: 

a. At least two sensors, deployed along a trail, are required to determine an 
intruder's direction and speed, 

b. As shown later in this section, the speed estimate increases in confidence 
from approximately the 70 percent to the 90 percent level if the estimate is 
based on alarm data from three rather than two sensors.   A fairly accurate 
estimate of speed is desired to predict intruder whereabouts between arrays. 
Since estimation of intruder number is also a function of velocity, a good 
estimate of speed is essential to obtain the best estimate of the intruder count. 

c. Certain false alarm events, such as animal movements, can be more easily 
recognized if the alarms are received from multiple sensors spaced known 
distances apart. 
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4.2.3.1  (C)  (Continued) 

d. The sensor must operate unattended over extemk-d periods of time.  Therefore, 
the addition of the extra two sensors to the three required to extract the desired 
intruder information will permit the loss of two sensors before the performance 
of the array will be significantly degraded. In fact, three of the five sensors can 
be lost and the array will still supply data to produce fair estimates of the intru- 
der characteristics. 

e. Addition of 4th or 5th sensor only adds redundancy and is a straight sensor cost 
vs. increased reliability cun side ration. 

Each sensor will be uniquely identified lor intruder direction and speed to be deter- 
mined.   The number ut sensors per array may be expanded up to eight if attrition rates 
in the field indicate that such is warranted.    The number to be emplaced may also be re- 
duced to as few as three provided that the sensors exhibit an exceptionally low attrition 
rate. 

The decision to .set the sensor detection raiiius at IU meters and to place them off 
the trail uenterline by a distance ol 4 meters or less is a compromise between: 

a. Holding the sensor detection /.one lo a minimum so that a better resolution of the 
intruder count can be obtained, i.e., the smaller the isone, the better the estimate 
of count. 

b. Having a large enough detection ione so that the alarm sequence produced by an 
intruder will clearly indicate Ins presence.    This sequence must consist of 
three or more consecutive alarms.    Therefore, a detection zone of IG meters 

i 

or greater is required to assure 3 or more alarms for the expected intruder 
velocities and the recommended alarm reporting rale.    As shown later in 
Section I. 2.\. this allows the intruder count to be estimated within ±30 percent. 

The spacing of "iO meters between sensors was chosen for the following reasons: 

a. At this spacing, an average of only 2 to 3 sensors will be simultaneously report- 
ing alarm activity when the array is intruder by large threat groups.    Thus, 
alarm messages converging on an H It from the sensor array will be kept with- 
in tolerance relative to message interference levels. 

b. Sensor-to-K It range will not exceed 2UU meters. 

c. The sensors are spaced widely enough apart to permit averaging out any short- 
term variations in intruder speed. 

d. The sensors are spaced close enough together so that installation of the array 
can be completed in a reasonable amount of time.    For example, if one assumed 
that the deplovment team moved from one sensor position to another at a rate 
of 1 to 2 meters/second, it would take less than a minute to get from one sen- 
sor to another. 

4.2. 3.2» (C)   Fence Array 

The sensor array configuration proposed for launch area surveillance is shown in 
Figure 4-lld.  The array has been configured to act as a sensor fence.   Placed along 
the perimeter of a suspected launch area, it will detect anybody moving into the area. 
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Figure 1-1»   (C). Fence Array with ThtHircticil 
Deplovment Dimensions   (V) 

4.2.3.2   (C)   (Continued) 

The maximum extent of the array, or fence section, has been set at about 400 
meters. This length is based on the maximum effective sensor transmitter range, 
which is 200 meters through heavy jungle. Fach section is made up of 8 seismic 
sensors,each having an effective detection range of 30 meters. The H/R is placed 
near the center of the array, so that the two end S/T units must not transmit more 
than about 200 meters. 

The range of 30 meters is considered to be the maximum reliable detection range 
for a seismic sensor when a low false alarm rate is essential. 

It should also be noted that the sensors within the array overlap each other by 
2 to 3 meters.   This overlap is necessary to keep the array from having dead zones 
between adjacent sensors.   The sensor detection sensitivity is expected to vary some- 
what as a function of the soil conditions.   The overlap is intended to compensate for 
this uncertainty. 
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4.2.3.2  (C)  (Continued) 

Another reason for the overlap is that the fence senaors must provide an alarm 
pattern which clearly indicates threat activity in the presence of random false alarms. 
Figure 4-15 shows a plot of the number of alarms which will be emitted by a 30 meter 
S/T unit as a function of the distance from the sensor an Intruder passes through the 
sensed field.   Intruder's velocity has been assumed to be 1 meter per second.   It can 
be seen from the plot that when adjacent sensor fields are overlapped by 2 meters, all 
Intrusions will cause at least 6 alarms.   In fact, the number of alarms will be 10 or 
greater with a probability of 0. 85.   An alarm sequence of this length will be clearly 
recognizable in the presence of false alarms.   The alarm numbers just cited are for a 
single man passing through the fence array.   Considerably larger numbers can be 
expected when a launch party consisting of several men moves into the launch area. 

OVERLAY 
k/ONIS 

MINIMUM OlSTANCt FROM y*SOR 10 IWRUWR     mfl»rs 

(COMHOINTIAll 

Figure 4-15  (C).   Number of Alarms as a Function 
of Intruder's Path   (U) 

It Is quite conceivable that a fence array could be deployed in an area where RF 
propagation losses are not great and false alarm rates are very low.   In such a case, 
the length of the array may be extended beyond the 400 meters by using more than 
8 sensors1, or by separating the sensors so that improbable crossing zones are not 
covered.    Examples of such applications are depicted in Figures 4-16 and 4-17. 

Since only 8 sensors can be uniquely identified, expanding the array to more than 8 
sensors will require assigning the same ID code for two adjacent sensors, thus 
decreasing the location resolution by a factor of two. 
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Figure 4-lfi   d).    Deployment of Fence Arrays for 
Launch Area Surveillance   (l) 

4.2.4   (C)   Alarm Patterns 

4.2.4.1   (C)  Computer Simulation 

A computer program has been developed to svnthesize the alarm patterns which 
will result when a group of intruders pass through the proposed sensor arrays.   The 
program was designed to permit adequate flexibility in choosing both the intruder 
group characteristics and the array characteristics.   The following parameters were 
varied: 

a. Number of sensors 

b. Sensor detection radius 

c. Distance from sensor to trail 
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Figure 4-17   (U).    Extended Fence Array Deplwment Configurations   (U) 

4.2.4.1 (C)   (Continued) 

d. Spacing between sensors 

e. Sensor maximum reporting rate 

f. Number of intruders 

g. Minimum spacing between intruders 

h. Spacing between intruders 

i. Speed of intruders 

j. Average false alarm rate. 

tt 
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4.2.4.1  (C)  (Continued, 

When these parameters were inserted Into the program, the actual spacings between 
intruders and the actual times at which false alarms occur were determined from 
appropriate probability distributions.   The minimum of 2 metere and a most likely 
spacing of 4.5 meters between intruders were used to define a Rayleigh distribution of 
the probability of spacings.   This is shown in Figure 4*18.   The spacings between 
intruders in a group were then chosen according to this distribution. 

?        i      4       S       6       ?        8        « 

i • IKTRUMd SPACING      tn*rn 

10      11 

(CONHDINTIAU 

Figure 4-18   (C).    Probability Density function used to Select 
Intruder Spacing at Random   (l-) 

The decision as to whether or not a false alarm occurred within a lime interval T 
was based on the following procedure.   A Bernoulli  random variable X was defined 
with the following values and interpretations: 

VALUE 
PROBARILITY 

OF OCCURRENCE INTERPRETATION 

1-p 

A false alarm occurred in the interval T. 

No false alarm occurred in the interval T. 

This random variable can be modeled by a biased coin where the event "heads" occurs 
with probability p, and "tails" with probability 1-p.   At each interval T, and for each 
sensor in the array, the biased coin would then be flipped to determine if a false alarm 
occurred.   In the computer simulation, the computer was programmed to insert the 
false alarms in accordance with a random marker table with the appropriate rate of 
occurrence. 
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4.2.4.1 (C)  (Continued) 

The computer readouts show the sensors from left to right across the page in the 
same order as they are placed along the trail.   On the left hand side of the page, time 
is shown in 4-second increments.   Two alarm patterns are displayed.   The first is the 
pattern in which the cause of each alarm is identified by a different symbol.   Thus "O" 
means that no alarm (False or True) occurred during the interval.   A "1" identifies an 
alarm caused by an intruder while a "2" identifies a false alarm.   A "3" means that a 
false alarm also occurred in the 4-8econd interval when an alarm was caused by the 
intruder^).   The second is the alarm pattern that would be received at the CSC.   In 
this case, the c? lae of individual alarms will not be known and, therefore, all alarms 
are shown by a ' 1". 

4.2.4.2 (C)   Results of Computer Simulation 

The computer model was used to produce a number of alarm patterns to study the 
following: 

(1) Effect of intruder spacing on alarm sequences 

(2) The influence of false alarm rate on the true alarm pattern 

(3) Sensor detection radius requirement 

(4) The effect of sensor spacing on the number of S/T units active at any one time. 

Several important observations were made from these alarm patterns.   These are 
discussed below: 

Observation II;    A fixed number of men traveling at a fixed speed will produce 
a widely varying alarm pattern depending on the spacing 
between the men in the column. 

This is demonstrated in Figure 4-19.   Part A shows the alarm 
pattern produced by two men spaced 4 meters apart.   The men 
produced 9 alarms as they passed Sensor No.  1.   In Part B, the 
spacing was increased to 10 meters.   This resulted in producing 
12 alarms as the two men passed Sensor No.  1.   Part C showed 
that when the spacing is changed to 17 meters the number of 
alarms go up to 15. 

Observation #2:    A 10:1 or better ratio of true-alarm-rate to false-alarm rate is 
needed to assure that data will not be obscured by randomly 
occurring false alarms. 

This is illustrated in Figure 4-20.   Part A shows the alarm 
pattern produced by one man against an average background 
false alarm rate of one in 40 seconds.   Sensor maximum alarm 
rate was one in 4 seconds, thus giving a true-to-falre alarm rate 
ratio of 10:1.   Note that the alarm pattern produced by the 
intruder stands out clearly against the background. 
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Figure 4-19 A  (C).   Influence of Spacing between Men on Alarm Patterns   (U) 
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SENSOR   RAOlUSdN  MtTEhS)   -   10 
INTHUDEh  VELOCITY   <M/S>   •   .f 
AVERAGE   FALSE  ALARM   RATEUN  ALAPi4S/SEC>> 
NO*   OF  MEN   ■   2 

e.5E-02 

RELATIVE SPACING 0¥   MEN 
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-17 
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TIME SI S2 63 b4 b«S 

4 0 0 0 0 0 
8 0 2 0 0 
12 0 0 0 0 
16 2 0 ^ 0 
20 0 0 0 Ü 
24 0 2 0 0 
28 0 0 0 G 
32 2 0 0 0 
36 0 2 c 2 
40 0 0 c 2 
44 0 0 0 0 
48 0 0 0 0 
52 0 0 0 0 
36 0 0 0 0 
60 0 0 0 0 
64 2 0 0 0 
68 0 0 0 2 0 
72 0 0 0 0 0 
76 2 0 0 0 0 
80 2 0 0 0 0 
84 0 0 0 0 0 
88 0 0 0 0 2 
92 0 1 2 0 0 
96 2 1 0 0 0 
100 2 1 0 0 0 
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Figure 4-19C   (C).   Influence of Spacing between Men on Alarm Patterns 
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4.2.4.2  (C)  (Cuntinued» 

Obaervation »2: 
(Coat) 

Part B shows the alarm pattern produced by one man against a 
background false alarm rate of one in 20 seconds.   The true-to- 
false alarm rate ratio here is 5:1.   False alarms frequently 
appear in consecutive or near-consecutive reporting intervals 
and could be misleading.   A sufficient number of false alarms 
appear at the beginning and end of valid alarm sequences and 
might cause errors in speed and group size estimates. 

Part C shows a one-man alarm pattern against a background 
false alarm rate of one in 10 seconds.   The true-to-false alarm 
rate ratio under this condition is 5:2.   Distinguishing the alarm 
pattern here is extremely difficult, if not impossible, and many 
false targets would doubtlessly be reported. 

Observation #3: At least three alarms per sensor are needed to assure recogni- 
tion c>f an intrusion in the presence of a true-to-false alarm 
ratio of 10.1. 

This is illustrated in Figure -l-liOA.   With this true- to false- 
alarm ratio, false alarms appear frequently in clusters of two. 
If sensor» are designed ami emplaced to give a minimum of 
three consecutive alarms for a single Intruder, this pattern 
should be easily recognizable by the CSC. 

Observation H: A 10 meter detection radius satisfies the requirement of at least 
three alarms for a single Intruder traveling at rates of from 
. 5m/sec to 1. 5 m sec.   A ,r>-mrter detection radius does not. 
(Both sensors arc placed at a distance of 1/3 their detection 
radius from the trail. ) 

Part A of Figure 4-21 shows the alarms produced by a single 
man passing a 10 meter radius sensor while Part B of the same 
figure shows the alarms produced by a single man passing a 
5-meter radius sensor.   Speed in both cases Is 1. Sm/sec which 
represents the worst case since for all slower speeds there will 
be more alarms than shown here. 
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SENSOR  RAOIUSCIN   METERS)   •   10 
INTRUDER  VELOCITY   (M/S)   ■   .6 
AVERAGE   FALSE  ALARM   RATEdN  ALARMS/SEC)•   S*5E-0S 
NO« Of MEN ■ 1 

3 

RELATIVE SPACING OF MEN 

-10 

ACTUAL ALARM PATTERN 
TIME  SI    S2    S3    S4 ss 

4 0 0 0 0 0 
0 1 0 2 0 2 
18 I 0 0 Ü 0 
16 3 0 0 0 0 
20 I Ü Ü 0 Ü 

24 1 0 0 Ü 0 
28 t 0 0 0 0 
32 1 0 0 0 0 
36 3 0 0 0 c 
40 2 0 0 0 0 
44 0 0 0 0 (J 

48 0 0 0 0 Ü 

52 0 0 0 ?. 0 

56 0 0 0 0 0 

60 0 0 0 0 0 
64 0 0 0 0 0 
68 0 0 0 0 ? 
72 0 0 0 0 s 
76 0 0 2 0 c 
80 2 0 0 0 0 
84 2 0 ? 0 c 
88 0 0 0 0 0 

92 0 1 c 0 2 
96 0 1 0 0 0 
100 0 3 0 0 ( 

104 0 1 0 0 0 

108 0 3 0 0 0 

112 0 1 0 0 2 

116 0 I c 0 2 

l?0 0 0 c 0 0 

RECEIVED ALARM PATTERN 
SI S2 S3 S4 ss 

0 0 0 0 0 
0 1 0 1 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 

0 0 0 0 0 
Ü 0 0 0 0 
0 0 0 1 0 
0 0 0 0 0 
0 0 0 0 0 
0 0 0 0 0 
0 0 0 0 1 
0 0 0 0 1 
0 0 1 0 0 
1 0 0 0 0 
1 0 1 0 c 
0 0 0 0 0 
0 0 0 1 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 0 
0 0 0 1 
0 0 0 I 
0 0 0 0 0 
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Figure 4-20 A   (O.   Influence of False Alarm Rate on Alarm Patterns   (U) 
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SKStOi'.   i-MUlU&dN   .4ElCf.S)   »    10 
INTHUDEr   UELOCITY   <M/i>)   •   .f 
AW.Met.   KALSE   ALAi--;<   h/iTF<IN   AJ 
NO.   Of   «EN   ■   J 

Ai*!S/i-fcC)«   ^f-Di^ 

RELATIVE 
c,t-AClNr OF   MEN 

-10 

ACTUAL Ai,Ai .1 PATTEAN 
TIME SI ta S3 S4 h *• 

4 2 2 0 0 0 
B 3 0 0 0 0 
12 I 0 f> 0 0 
1« I 2 0 Ü 0 
20 1 2 a 0 (' 
24 3 C 0 Ü L 

28 1 0 0 ■t 0 
32 1 2 0 V ( 
36 1 Ü 0 0 0 

40 0 0 0 Ü 0 
44 0 0 0 0 0 

48 0 0 2 0 0 
52 2 0 0 0 0 
56 0 0 0 0 e 
60 0 0 2 0 2 
64 0 e 0 2 0 

68 2 0 0 0 0 
72 2 0 0 0 0 

76 0 0 0 0 0 
80 0 0 0 0 p 
84 0 0 0 0 0 

88 0 0 0 2 0 

98 0 0 0 2 

96 0 0 0 0 

100 0 0 0 2 

104 0 e 0 2 

'108 0 0 0 2 

112 0 0 0 0 

116 e 2 2 0 

180 0 0 2 0 0 

RECEIVED ALPHM FATTE RN 
cl S2 S3 S4 S5 

1 1 0 0 0 
1 Ü 0 0 0 
I 0 I 0 0 
1 » 0 0 0 
1 i J 0 0 

1 0 Ü 1 0 

1 0 0 1 0 
1 I 0 I 0 
1 Ü 0 0 0 
0 0 0 0 0 
0 0 0 0 0 
(j 0 1 0 0 

J {) 0 0 0 
0 0 0 0 1 
0 0 I 0 1 
0 1 0 I 0 
1 0 0 0 0 
I 0 0 0 0 
0 0 0 0 0 
0 0 0 0 1 
0 0 0 0 0 
0 0 0 1 0 
0 0 0 1 
0 0 0 0 
0 0 0 1 
0 1 0 1 
0 0 0 1 
0 0 0 0 

1 1 1 0 
0 0 \ 0 0 
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Figure 4-20B  (C).   Influence of False Alarm Rate on Alarm Patterns  (U) 
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bENbtJh   hADlUSdN   )1ETKhb)   »   10 
INTnUDEH   VELOCITY   <M/S)   •   .6 
AVEhAGE   fALSE  ALAhM   RATEUN   ALAHKS/StC >• 
NO.   OF   MEN   ■    I 

RELAT1VR   SFACINC  Of  MEN 

-10 

J F- 01 

ACTUAL ALAHM H*.TiEP.\ 
TIME  SI    S2 S3    b4 i1- 

HECEIVFD  ALARM   PATTERN 
SI S8 S3 S4 55 

4 8 0 0 0 0 
K 1 i^ c 0 8 
Ifc 1 ;• 0 0 ? 
u. I 8 (J Ü 0 
SO I 0 Ü 0 r 

a/J I Ü 0 Id ü 
a« '.) ^ (J <^ 8 
Üü 3 8 0 0 ^f 

3f 3 8 0 8 S 
40 (J 8 0 r' 0 
44 0 0 0 0 'f 

4H 0 V. 0 n (i 

sa 0 Ü 0 0 0 
5ft 2 0 8 0 (. 
ftO 0 ? 0 0 r' 

ft/I 0 (J 8 0 f 

ft8 0 0 o 
*■ n 

78 0 0 0 0 0 
7ft 0 ? p 2 

80 y. 0 ? n (i 

8*1 ? 2 ? t 0 
HH a 0 ? n 0 
^ ii 1 r c 2 
9ft 0 r» 0 r. p c 
100 V 3 8 8 0 
104 8 1 2 p 0 

106 8 J 8 2 2 

ng 8 3 0 0 0 

lift 0 J 0 0 2 
120 0 0 0 8 0 

0 0 0 0 
1 0 0 I 
1 0 0 1 
1 0 0 0 
0 1 0 1 
0 0 1 1 
1 0 I 1 
1 0 0 1 
J 0 1 1 

0 J 0 1 0 
0 0 0 0 1 
(1 1 0 0 0 
0 0 0 0 0 
\ 0 1 0 0 
0 J 0 0 1 
0 0 0 1 
(1 0 1 0 
0 c 0 0 0 
0 1 I 1 

f) 0 0 
1 1 0 
0 0 0 

0 1 0 1 
(1 1 1 0 

1 1 0 
1 1 0 
1 1 I 
1 0 0 0 

0 1 0 0 1 
0 0 0 1 0 
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Figure 4-20 C   (C).   Influence of False Marm Rate on Alarm Patterns   (U) I 
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iNTM'Lih   VELOCITY   (rt/^)   •   Lb 
AVEFACE   fALSE  Al.AhM   JATkd.N  AL^fH^/^EO»   fc'.bK-Üß 
NO»   0»  MEN   «   1 

F.ELAT1VR   SPACING   0»   Mfett 

-10 

ACTUAL   ALAfM   FATTKhN 
TIME     SI SÜ S3 S« ^^ 

hl-CFIVFD  ALARM   PATJFRN 
I St S3 S« S5 

4 0 

••«aw«« 

0 0 0 c Ü 0 0 0 0 

8 » a 0 0 L/ J 1 Ü 0 0 

18 » 0 ü 0 0 J 0 1 0 0 

1<S I Ü 0 L 0 1 c 0 Cl u 
20 Ü 0 t- 0 0 0 0 0 Ü Ü 

24 0 0 0 ( c t 0 I) 0 0 

28 Ü 0 0 0 Ü 

4-21 A. 

0 0 0 0 Ci 

StNbOh   HAD1USCIN   .*MK.S)   •    ■« 
iNThUDK.h   UFI.nciTf    (M/V)   -    J.' 
AVERATF   fM.ZF   ALArM   HA7L<t%   M.M"'/" 
NO.   Ol*   MFN   •    I 

f-O' V^( i' 

-10 

ACTUAL   ALAhM   PATTFrN 
Tl^F    si        s^        s:« SA 5 »■ 

HFCFIV/Ft)   ALAhM   PATTERN 
1 CP S3 SA S5 

4 0 n 0 c r ( Ü 0 0 

mmmm 

0 
M 1 0 0 c r 1 0 ( 0 1 
1? 1 u (, t ( 1 ( 0 0 0 
If 11 >> ( c G 0 1 0 0 0 
20 0 0 0 0 L 0 (1 0 0 Ü 
S« u fe c (j (. ü I 0 0 u 
PH 0 0 r ( ( 

Figure 4- •21 B. 

0 (1 1 c 0 

(COMMMNTIAU 

Figure 4-21  (C).   Alarm Patterns from Sensors with 5 Meter 
and 10 Meter Detection Ranges  (U) 
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4.2.4.2  (C)  (Continued) 

CONFIDENTIAL 

Obtiervatloa »5: It is unlikely that a group of Intruders will cause more than 
three sensors in a trail array to alarm in a given reporting 
interval. 

This is illustrated in Figure 4-22.    For sensors with HQ =  10m, 
50 m between sensors and a 20 man intrusion group with 
4. 5 meters as the most probable spacing (spacing no closer than 
2 meters», the observed alarm sequence is summarized below. 

Number of Sensors 
in Alarm State 

1 

3 
5 

Percent of Total 
Alarm Time 

31 
4H 
19 

(I 

(l 

It in felt that infiltration in groups larger than IM) men will be 
seen only rarely since large unjupe- usually fragment to 
minimize possibility «if detection. 

I. 2. 5  (C)   Kxtractlon «>f Intelligence Afxiut the Threat 

4.2.5. 1   (C)   Ceneral 

Section 2.5 listed the tvp«1 of IntclUgmcc information which the remote surveillance 
system should supply in order to provide the air base with an early warning of an 
impending attack.   This section discusscf- how --uch intelligence can be extracted from 
the alarm patterns emitted by the S   I unit and what are some of the accuracy 
limitations. 

Since the trail arravs are the onefi intended to provide the early warning of enemy 
movements, onlv the trail arravs will be used in the following dipcussion.   However, 
the Information vield from the fence arrays may be derived in a similar manner. 

1.2.5,2   (C)   Direction of Travel 

For a threat group moving down a trail and entering the array, the CSC will 
normally be able to derive direction of travel as soon as a target is detected.   Detection 
is to be expected at one or the other of the sensors at the extremes of the array.   As 
the enemy approaches other sensors in the array, the alarm sequence will verify 
initial estimates as to the presence and direction of travel. 

4.2.5.3   (C)  Speed 

Average speed may be initially determined from the distance between the first two 
sensors to register an alarm and the time between their alarm sequences. Speed mav 
be redetermined as other sensors and, eventually, other arrays detect the threat. 
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SOtSOR RADIUS« IM HCmU) >   10 
IMTRUOC«  VELOCITY  (H/S>  ■   •« 
AVfMOC  rM.S£ MJUM Mt«IM AUUMS/SCO«   t.SS-0» 
■o. or MM • 10 

RtLATlVK  S»«CIM6 OF HEM 

•••aiSIEM 
•4.0S«314« 
•»•M»3I4« 
•S.}7W»7T 
•»•T4«aitE 
•S.047»TO« 
•4.M440t 
•».707730» 
•».•4»M37 
•».7703141 
•3.44t»97« 
-».WTJt 
•4.MI»»34 
«•.•81341 
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-4.•644401 
-•.•947««» 
•T.3«t«)47 

-4.87*1472 

ACTUAL   ALAitfl   PATTtfiM 
TIME      Si Sa iJ S4 i'. 

WCllVm «LAM  MTTEHN 
SI ii S9 S* 46 
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ao 0 0 0 ( 
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3« 0 0 c 0 

40 0 (5 0 0 

44 0 0 0 ? 

4« 0 0 c f 

SB 0 0 0 r 
5« 0 0 0 p 

«0 0 0 0 0 

A4 p 0 r 0 
M 0 0 0 0 

7« 0 0 0 0 

7* 0 0 0 0 

• 0 0 0 0 c 
• 4 0 0 c 0 

•a 0 0 c 
98 0 0 0 

«« 0 0 c 
100 8 0 0 
104 0 0 0 

104 0 c 0 

118 0 0 0 

MS e 0 0 

180 0 0 0 

0 
0 
0 
0 
0 
0 
0 
o 
0 
0 
0 
0 
0 
c 
ft 
I 
0 
0 
0 
0 
0 

0 
0 
Ci 

0 
0 
0 
0 
f) 
0 

c 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
o 
I 
0 
0 
0 
I 
0 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
c 
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0 
0 
0 
0 
0 

0 
0 
0 
0 
\ 
0 
0 
0 
0 
0 
I 
0 
0 
I 
0 
0 
0 
0 
0 
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0 
0 
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Fipire 4-22   (C).   Alarm Pattern for Twenty-man 
Intrusion Group rl) (Sheet 1 of 2) 
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•a 0 0 0 0 i 0 0 0 
IN 

3« 0 0 0 0 0 0 0 
3« 0 e 0 0 0 0 0 
40 0 0 0 0 0 0 0 
44 0 0 0 » 0 0 0 
M 0 0 0 e 0 0 0 
»a 0 0 p 0 0 0 0 
s« 0 Ü 0 8 0 0 0 
60 0 0 0 ü 0 0 0 
64 0 0 0 1 0 0 
M 0 0 0 0 0 0 0 
ia 0 0 0 0 0 0 0 
74 0 0 0 0 0 0 0 
ao 0 0 0 0 0 0 0 
»4 Ü 0 0 0 0 0 0 
•a 0 0 c 0 0 0 
98 0 0 0 0 0 0 
«6 0 0 0 0 0 0 
too 8 c 0 1 0 0 
104 0 0 V 0 0 0 
10« c 0 0 0 0 0 
118 0 0 0 0 0 0 
116 a 0 0 1 0 0 
ISO 0 0 0 c 0 0 
It4 c 0 0 0 0 0 
tta 0 0 8 0 0 1 
13« 0 0 0 0 0 0 
136 0 0 0 0 0 0 
140 0 0 0 0 0 0 
144 0 c k 0 0 1 
IM 0 0 0 0 0 0 
»58 0 0 0 0 0 0 
156 0 0 0 0 0 0 
160 0 0 c 0 0 0 
164 0 0 c 0 0 e 
IM 0 0 0 0 0 0 
178 0 0 0 0 
»7ft « 0 I 0 
ISO 0 J 0 c 
1«« <■. 0 0 0 
i«« 0 tl 0 0 
198 0 0 0 0 

196 0 r 0 0 

800 0 c 0 0 

804 0 0 0 0 0 0 

eoa 0 r, 0 0 0 0 

»18 0 0 r 0 0 0 

81ft 0 o 0 0 0 0 

880 0 n c 0 0 0 

884 0 r r. 0 0 0 

SM 0 ? 0 0 1 (> 
s;?8 0 c r 0 0 1 

aaft 0 c 0 0 0 0 

840 0 c 0 0 0 0 

844 3 0 I 0 0 

84« 0 0 c 0 0 0 

858 0 1 
r 0 0 

856 c ■) 0 0 0 

860 0 1 i 0 1 

8ft4 c 1 0 0 0 

Bfti 0 1 0 0 0 

878 c 1 c 0 0 

8 7# 0 I ? 0 ' 
»80 0 ? r r 0 

a»4 0 1 c c 0 

888 0 8 1 0 0 0 

898 0 0 1 p 0 c 1 

89« 0 0 1 c 0 0 c 

Fipire 4-22   (O. Alarm Pattern for Twentv-man 
Intrusion Group (V) (Sheet 2 of 2\ 
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4.2.5.3  (C)  (Continued) 

Figure 4-23 shows both a plan view of two trail-array sensors and the alarm 
sequence produced by a threat group moving past those sensors.   To calculate the 
speed V, at which the threat group moved past the sensors, consider the following 
equation relating speed to the time between alarm sequences, and the distances as 
defined in Figure 4-23. 

T 
1 
T (RDl-dl]      +    D   -(RL-d2) 

* /. 

(2) 

It is apparent that, if the two sensors have the same detection radii and are placed at 
the same distance from the trail, the above equation reduces to 

\ 

l 

V   -± T i.e. D' (3) 

It is expected that, generally, sensors will be sufficiently alike in characteristics to 
permit using this simplified relationship, i.e., small variations in detection radii and 
distance from trail eenterline can be neglected. 

Assuming that the arrival times of the alarms are noted accurately at the CSC, 
good speed estimates are possible if the distance between sensors is known.  It should 
be noted that a given percentage error in the distance measurement assumed will give 
rise to an equivalent percentage error in the speed estimate. 

4.2.5.4   (C)  Approximate Count 

The number of alarms which the threat group produces as it passes a sensor may 
be used to estimate the number of men (count) in the group.   To examine the validity of 
a count obtained in this fashion, one must consider the factors which may influence the 
number of alarms produced by a given number of men. 

a. Distance of sensor from the trail - Provided the distance from sensor to 
trail does not exceed 30 to 40 percent of the sensor's detection radius, a 
change in sensor-to-trail distance has a negligible effect upon the alarm count. 

b. Speed at which the group is moving - The alarm count is related to the 
intruder speed as follows: 

No. of Alarms 
Length of Column + R D 

(Speed)  (Reporting Interval) (4) 

Speed may be expected to vary from about . 5 meters/second to about 
1. 5 meters/second causing a 3:1 variation in the number of alarms. 
Fortunately, since speed will be obtained separately, corrections can be 
made to account for such a variation. 
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Figure 4-23a  (C).    Plan View of Two-Trail Array Sensors   (U) 
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Figure 4-23b  (C).   Alarm Sequence from Threat Group  (U) 
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4.2.5.4  (C)   (Continued) 

Spacing between men in the threat group - The alarm count can be changed 
considerably by varying the spacing between the men in the threat group. 
This is demonstrated in Figure 4-20.   In practice, however, it is not expected 
that the spacing between men would vary as widely as those chosen for the 
illustration.   Thus the danger of sustaining casualties from an ambush or 
mines tends to keep the men from moving in close formation while control 
problems on the other hand, tend to preclude extreme spreading.   It Is, 
therefore, expected that by choosing an average spacing of 5 meters between 
men and converting the alarm count to a count of personnel on this basis will 
generally give an estimate correct to within 30 percent of the actual count. 

The final relationship needed to estimate intruder count is: 

Count Kstimated Column Length 
Estimated Average Spacing Between Men = 5 Meters 

(NA)   (Vi   «Hit   -   _'H 
1) 

(5) 

where 

NA Total Alarm Count for One Senior 

V        Kstimated Intruder S()eed 

HI Sensor Reporting Interval (Assumed to be 1 Seconds) 

4.2.6   (C)   Shape of the Wide Area 

As described in Section '\.2, the S T units will report their alarms eJther directly 
or via an R/R to the R I unit.   The latter for economical and logistics reasons should 
be located so that it can collect alarms from as many arrays as practical.    This leads 
to the question of the geometrical shape of the Wide Area. 

Initially the Wide Area was thought of as a rectangular area of 273,000 square 
meters with the long side no longer than four times its short side.   A Wide Area which 
conforms to these dimensions and which contains three arrays is shown in Figure 4-24. 
If the shown trail junction is the only place within the maximum reception range of the 
R/I where sensors are to be emplaced, then the rectangular shape for the Wide Area 
is as good as any.   However, situations will frequently be encountered where there are 
other trail junctions within the maximum reception range of the R/I.   An illustration of 
such a situation is shown in Figure 4-25.   An examination of this figure leads to the 
conclusion that in order for all these arravs to be able to report to the same R/I the 
required shape for the Wide Area shall be circular.   Since the maximum reception 
range In the rectangular area was about 1000 meters. It appears that the radius of the 
circle shall therefore also be about 1000 meters. 
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Figure 4-24   (C).   Surveillance of a Trail Junction Using Old Wide Area 
Size and Shape Speclficationp   (V) 
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Figure 4-25  (U).   Circular Wide Area Configuration  (U) 

4-40 

CONFIDENTIAL 
(Thi« pag« it unclottilicd) 

. 

HIUMII Mil—!!■■   I I  — 



"'■* 

m —   

CONFIDENTIAL 
4.2.6  (C)  (Continued) 

To demonstrate that the circular area concept is superior to the rectangular, an 
exercise was conducted in which surveillance was to be obtained over an extensive 
trail network.   The following criteria was applied: 

a. Surveillance was to be established un all approach routes so that the intruders 
could be traced as they moved toward the air base. 

b. The arrays were to be emplaced so that at least once every hour intruders 
would pass through an array (assume an average velocity of 0.6 to 
1 meter/sec). 

c. R/I units were to be placed on high ground, whenever possible, in an effort 
to minimize propagation losses. 

Figure 4-26 shows the resulting distribution of the Wide Areas using the rectangular 
shape while Figure 1-27 shows the same when the circular shape is used.   Comparison 
of the two results prove the following: 

a.     Fight Wide Areas are required to meet the trail surveillance requirement 
using the rectangular as opposed to only six when the circular Wide Areas 
are used.   Thus,  a savings of 2.') percent was realized in terms of equipment 
alone. 

c. 

High ground surrounding the trails can be better utilized in placing the R/I's 
when the circular shape Wide Areas are used. 

Sensor arrays can be more optimally spread out along the trail.- using the 
circular Wide Areas.    This leads fo a iK-tter threat tracking with fewer 
Wide Areas. 

The circular Wide Area concept is also In'ttcr suited for handling fence arrays.    The 
reason for this is that there will be much less restriction on the possible fence 
conßgurations which can be used, i.e., the fence arrays can be spread out more to 
cover the most probable entry routes into a suspected launch area. 

Therefore, it is recommended that a Wide Area is defined as that area which 
surrounds the R I within a radius of inno meters.   It should be noted, however, that 
this does not require that all Wide Areas are of this size.   The definition is only 
Intended to set a logical upper bound on size and shape. 

4. 2. 7   (C)  Selection of Wide A reas 

4.2.7.1   (I)  General 

A map   exercise was conducted to gain a better insight Into the selection process 
of Wide Areas to protect an airbase.   An existing air base (Pleiku, Vietnam) and Its 
environs were selected as representing a tvplcal situation in which the BESS system 
might be deployed.   Although the air base used In this exercise was taken from the 
SEA theater, It presents a network of trails, roads, rivers and mountains similar 
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Figure 4-26 (II).   Layout Using Rectangular Shape Wide Areas  (U) 
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4.2.7.1 (U)  (Continued) 

in many ways to those found any place in the world.   Hence, the results of the exercise, 
shown in Figure 4-28. may be considered to be indicative of what the requirements of 
the BESS system may be in any world-wide deployment where an omni-dtrectlonal 
surveillance over the environs of an air base is required. 

The specific objective of the exercise was to determine: 

a. Approximately how many Wide Areas are required 

b. The distribution pattern of Wide Areas. 

4.2.7.2  (C)  Selection Criteria 

Trail arrays were emplaced to detect significant enemy use of the existing trail 
and road network.   The following criteria were used to select the location of the 
Wide Areas: 

a. Acquire the intruder as soon as possible after he comes within the 24 km. 
radius.   (This is heavily influenced by the considerations mentioned in c and 
d below.) 

b. Re-acquire the intruder at least once more before he reaches the 10 km. 
radius. 

c. Make maximum use of available high ground to provide communications 
to the base. 

d. Provide surveillance over "choke points" in the trail network. 

e. Intensify surveillance of trails within the zone from 8 to 10 km from the base. 

f. Avoid areas which come under other surveillance.   (An example might be a 
heavily patrolled road.) 

g. Where possible, economize by selecting Wide Area locations which permit 
coverage of several routes of approach. 

Fence arrays were emplaced to deny the enemy the use of the most favorable 
launch points or firing points.   The selection of these points was based on: 

a. Range of enemy weapons 

The maximum range of enemy weapons serves to limit the area from which 
an attack may be conducted. Allowances must, of course, be made for the 
added range obtainable from elevated firing points. 

b. Foliage and terrain 

Launch points must be relatively open and free of terrain obstacles. 
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4.2.7.2  (C)  (Continued) 

c. Visibility to the base 

Although it is by no means necessary, the ability to observe the büse from the 
vicinity of the launch point is a distinct advantage in sighting and correcting 
fire. 

d. Long axis of target 

It Is particularly desirable to launch from those sites where small errors In 
range will not cause a complete miss of the target. 

e. Availability of suitable cache sites, avenues of approach, and withdrawal. 

f. Absence of other means of surveillance. 

4.2.7.^  (C)   Results 

The results obtained from this exercise are summarized below: 

a. A total of 91 Wide Areas were required to detect enemy personnel moving 
toward the air base. 

b. Each Wide Area contained, on the average, 4 arrays. 

c. A total of 225 trail arrays were required. 

d. A total of 85 launch area arrays were required. 

e. Maximum array density was obtained within the 8-10 km zone where about 
30 percent of the arrays were located. 

4.2. 8  (C)  Information to be Conveyed by the Alarms 

4.2.8.1 (C)  General 

Each alarm shall carry a message which, after decoding will answer the following 
two questions:   (1)   What caused the alarm? and   (2)   Where did it come from^ In brief, 
the information which must be conveyed by the alarm signal must consist of: 
(1)  address, and   (2)   cause, or status.   The requirements of each of these are 
discussed below. 

4.2.8.2 (C)   Address 

The purpose of the address is to allow the CSC to pinpoint the location of the sensor 
which emitted the alarm. The following "postal zone" concept has been devised to make 
possible identification of each sensor emplaced within the 8-24 km annulus. 

4-46 

CONFIDENTIAL 



■ 

  ■''   ' 

CONFIDENTIAL 
4.2.8.2.1 (C)  Number of Sectors 

The US Air Force concept for the local ground defense of air bases calls for the 
establishment of sectors of defense responsibility.   The number of sectors per air 
base will vary from one air base to another but, in general, is expected to be between 
three and five.   In order to permit integration of the BESS system into this air base 
defense concept, the annulus containing the sensors will be divided into from three to 
five sectors.   Consequently, the sector address must be able to identify one out of five 
possible sectors.   The sector address will be added by the LRT to avoid unnecessary 
lengthening of the alarm message during the S/T-to-R/I alarm relaying process. 

4.2.8.2.2 (C)  Number of Wide Areas 

Based upon the results obtained during the exercise described in Section 4.2. 7, it 
is postulated that the maximum number of wide areas for any one air base will not 
exceed 180.   If an air base is divided into three defense sectors and assuming that the 
distribution of the Wide Areas within the annulus is more or less random, each sector 
could contain an many as 60 Wide Areas.   Consequently, the Wide Area address must 
be able to identify one out of 60 possible Wide Areas.   The Wide Area address will be 
generated at the S/T's to aid in the identification and suppression of other near-by 
Wide Area signals during the S/T-to-R/T alarm relaying process. 

4.2.8.2.3 (C)   Number of Arrays 

Examination of Figure 4-28 reveals that conditions may be encountered where as 
many as 8 arrays are located within a single wide area.   Therefore, the array address 
must be able to identify one out of possible h arrays.   The array address will also be 
generated at the S/T's. 

4.2.8.2.4 (C)   Number of Sensors 

As discussed in Section 4.2.3, there will be 5 sensors employed in the trail array 
and as m.'iny as 8 sensors in the fence array.   Therefore, the sensor address must be 
able to identify one out of 8 possible sensors.   The sensor address will, of course, be 
generated at each S/T. 

4.2.8.3  (C)  Type of Alarm 

This information is intended to convey:   (1)   most probable cause of the alarm, 
(2) indication of the operational status of the S/T unit, and  (3) whether or not the 
auxiliary sensor, if one is used, is also detecting the presence of the target. 

4.2.8.3.1   (C)  Target Classification 

At the present timc^the state-of-the-art in alarm discrimination has not yet reached 
the level of sophistication where the discriminator not only decides that a target is 
present but also identifies the type of target.   It is expected, however, that in the near 
future,techniques will be developed to make target classification possible.   In anticipa- 
tion of this event, it is required that at least the following three different types of 
target classifications can be conveyed by the alarm:   (1) personnel. (2) vehicles, and 
(3) nuisance. 
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4.2.8.3.2  (C) Statu8ofS/T 

The encoding of the alarm must be such as to provide a unique indication when the 
self test of the S/T unit is successfully completed.   Failure to receive such an alarm 
will be interpreted at the CSC that the S/T unit has ceased to perform its function. 

4.2.8.3.3  (C) Alarm from Auxiliary Sensor 

The encoding of the alarm must also provide a unique indication for the status of 
the auxiliary sensor, when one is used.   Both possible conditions, auxiliary sensor is 
ON and auxiliary sensor is NOT ON, must be indicated.   The information as to whether 
an auxiliary sensor is being used with a particular S/T unit is to be stored in the CSC 
and, hence, need not be conveyed by the alarm. 

4.3  (C)  ALARM TRANSMISSION ANAL^-SIS 

4. 3.1  (C)  Comments on Overall Approach 

To convey the alarms from the S/T's to the R/I, a data link is required to transmit 
the short, somewhat sporadic, digital messages.   A unique facet of the BESS data link 
is the fact that as much as 25 percent of the raw data may be lost without affecting signi- 
ficantly the probability of detecting a threat.    Hence, in contrast to many other types of 
digital communication systems, the VVAKS data link does not require an extremely low 
data loss rate.   One can sacrifice, therefore,  some data loss in exchange for simplicity 
in system operation and hardware design.   It should also be noted that Uils data link dif- 
fers from many other Links in that the message lengths are extremely short thus re- 
quiring frequent synchronization. 

There are various methods of organizing a communication system which can 
Involve a variety of multiplexing and/or modulation methods.   However, the most basic 
resource with which we are dealing in making an appropriate choice of communication 
system is that of frequency spectrum or channel allocation.   After a considerable study 
and consultation with HADC, a decision was made to use a channel width of 60 kHz. 
With this decision made, the next most important thing is to use this channel in a most 
efficient manner so as to require as few of these channels as possible.   One could 
envision, for example, taking a single Go kHz channel and subdividing it into a number 
of subbands, each of which is devoted either to, say, individual arrays or perhaps to 
a single Wide Area.   However, such approach would entail the use of filters to provide 
guardbands and may, therefore, be discarded as inefficient utilization of bandwidth. 
In fact, it can be shown that the most efficient way to use a single 60 kHz band is to 
design the communication signal to occupy as much of the available bandwidth as 
possible without causing unwanted spillover or cross-talk (interference) in either 
adjacent channel.   Signals that make efficient use of available bandwidth (without 
employing some form or orthogonal coding, i.e., pseudo-random sequences to 
minimize mutual interference) are those with minimum time-bandwidth (TW) products. 
This fact suggests a burst-type rf signal with direct modulation by the baseband digital 
signal.   Use of any subcarrier, or tones, in the modulation process will yield a signal 
with non-minimal TW product and, hence, will tend to make inefficient use of the 
available spectrum. 

\A 
/■ 
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4.3.1  (C)   (Continued) 

The minimum number of frequency channels that the data link requires is two:  one 
for the S/T to R/R links; and the other for the R R to R I link.   Hence, the simplest 
wide-open baseline communications system that one can devise is a two frequency 
channel system with all the S/T to R/R links sharing one channel and all R/R to R/I 
links sharing the other channel.   The principal possible drawback to such a wide-open 
system is the potential interference of one transmission from other simultaneously 
occurring transmissions.   Before this can be evaluated, it is necessary to determine 
first how many transmitters operating on the same frequency will be within the recep- 
tion range of each other.   But before this can be determined, we need to analyze the 
expected propagation losses between the S T's to R R's and then from the H/R's to 
R/I's.   This is covered in the next section. 

4.3.2  (U)   Path Loss Calculations 

4.3.2.1 (U)  General 

In order to intelligently design the system, it is essential to have an accurate 
method of predicting the propagation loss between the various units which will be 
located with horizontal separations of 10 to 1000 meters and where the intervening 
region may vary from thick jungle to open flat land.    It is the purpose of this section 
to derive and illustrate sets of curves from which path loss can be estimated for any 
diverse situation.   In this sectioi^mks units will be used exclusively and all antenna 
gains will be considered unitv. 

4.3.2.2 (l")   Propagation Through Forests 

Since much of the region where WARS system will be deployed is one covered with 
trees of various degrees of density, the development of a propagation model for such 
an environment is essential.    At short distances, the propagation loss in db has been 
found to be (Hef.  1) directly proportional to antenna separation.   This implies an 
exponential loss mechanism and suggests that the primary mode of propagation is the 
direct through-the-forest mode.   As the distance increases, a gradual transition to 
the so-called lateral wave mode occurs, until eventually the direct mode energy 
received is negligible compared to that of the lateral wave.   While the Jansky-Bailey 
(hereafter .IB) empirical model is satisfactory for forested regions similar to the one 
in which their measurements were made, it is felt that an extension to other density 
forests is highly desirable.   The most promising model for this purpose appears to be 
that of Dence and Tamier (hereafter DT) (Ref. 2).   The DT model is valid only for 
lateral wave propagation: however, bv combining theirs and the JB empirical model, 
a hybrid model will be developed which will be applicable to all distances and forest 
densities of interest. 

4.3.2.2.1   (I)   Dence-Tamir Lateral Wave Model 

JB and several other investigators have found strong evidence for lateral wave 
propagation when the antenna separation exceeds about 200 meters.   DT reason that 
such propagation can be simulated by treating the forest as a lossv dielectric slab 
extending an effective height above a semi-Infinite earth with different lossy dielectric 
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properties.   Figure 4-29 shows this model.   This total loss for propagation between 
points  T  and  R is shown to be divisible into four distinct contributions: 

r\ 

L    =   Lo  +   L8   T   Li   ^   Lr (6) 

The loss   L    is simply the loss from A to B in Figure 4-29. 

Lo   =   20 Ko [l-i-'(tf] (7) 

where     n 1 / C 1    o o 
is the index of refraction of the forest 

p huri/ontal separation between antennas 

X free-space wavelength 

L     is the loss due to propagation in the forest layer. 

8.68fi (^H^U 2h -  z. - z I       r 
) 

(8) 

The meaning of the symbols  h,   z  ,   and  z    are shown in Figure 4-29. 

-r      T 
Ho'  1  o   1 

Figure 4-29  (U).   Lateral Wave Propagation Model, Dence-Tamlr  (U) 
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4.3.2.2.1   (U)  (Continued) 

While   L    and  L    are independent of how far below the forest-air interface the 
forest extends, it is obvious that the presence of the relatively lossy ground half-space 
should incur additional losses if the antennas are reasonably close to it.   L.  is an 
interference loss due to the fact that there are numerous paths for energy tb follow in 
going from  T  to  R  within a dielectric slab of finite thickness.   It is given by 

f 

r/ 

w ' Li<V (9) 

where 

L^z) -^0 log 10 
e     J   L 

1 - Te ITTTp 

} •> 

and 

n~ (n     -   I)    -  n~ m"   -   1> 

9 ft 

n^ (n"   -   11     •   n" in"   -   1) 

L'ff      2 
kL      X"   (ni "  l) 

o 

for vertical polarization, 

For frequencies from 50 MHz to 200 MHz,    I.. ■    j dh for vertical polarization and 
for antenna heights of 1 meter or more.    At 0. 1 meter a sample calculation for thick 
forest resulte«! in a loss.   L.      -1.43 db. 

i 

The loss,    I-   .   termed the antenna resistance loss, is due to the change in 
antenna impedance caused by the proximitv of the conductinR Rround.   It is given by 

L  (z ) +   L  (z ) 
r   t r   i (10) 

where 

V7» 10 log R.z) 

lR0 

R(7» 

R 
0 

resistance for an antenna in the forest at height z 

resistance for an antenna in free space. 
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4.3.2.2.1  (U) (Continued) 

The ratio K(2)/K    Is tabulated by Vogler and Noble (Ref. 3) for infimtesimal 
dipoles. 

In order to encompass all reasonable forest types, DT treat three forest thickness 
types whose characteristics are defined in Table 4-2. 

Table 4-2  (U).   Forest Type Characteristics   (l) 

THIN MEDIUM THICK 

Effective Forest Height (tn) 

Forest 

Ground 

«I / <0 

a  , mhos/m 

V C0 
O , mhos/m 

1.03 

0.03 

10 

1.1 

0.1 

JU 

10 

20 

1. 3 

0. 3 

50 

100 

The medium forest wus chosen to be similar to those measured by JB (1966) and 
Parker and Makarabhiromya(l967), and the other values were expected to cover the 
range of types that might reasonablv be encountered. 

Since L is appreciably only at antenna heights of less than a meter, the curves of 
L, versus afitenna height lor the various forest types, shown in Figure 4-30 are useful 
-da a correction, should one or both antenna heights fall in this range. 

L,, being small under all conditions oi concern here (±1.5 dB) has been neglected 
in this analysis.   The expression for the remaining loss terms are, at 140 MHz: 

Lo  =   15.17   *   20log10    n" -  1    •   »0loK10p (11) 

and 

L    =25.4 
s Im (^nj   -Dj II  |    (2h  -  zt  -   zr> a 2) 
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Figure 4-30   d).   Ground Proximity Loss fur Infinitesimal Dipole  (11 

/> 

4.3.2.2.2   (l)  Janaky and Bailey Model 

From their reams of data taken in an actual forest, JB were able to construct an 
empirical model which agreed fairly well with the average measurements for ranges 
from Hm to lOR9m.    At 140 MHz with antenna at -S.'.tr.m and 1. H3ni the loss predicted 
bv this model can be expressed as 

".in 
15..'!«   -   _'() log n> 

< ;.■):? e-0-01'^        0.814 
(13) 

For large distances,   p ^ 200 m,   the first term in the brackets is acRligible so that at 
140 Mllz 

I JBp large 
17. in       to iog10p (14) 

At small distances,   p< 80m,  the second term in the brackets is negligible and we have 

JB 
,.       10.Of,   •   20 log-.p  •   0.4015p psmall "10^ M (15) 
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4.3.2.2.3 (U) Hybrid Model 

A hybrid model based on both the JB and DT models was developed next in order 
to obtain loaa prediction for all antenna separations up to several kilometers (JB model) 
and for various forest types (DT model).   An outline of the development of this model 
follows. 

At antenna separations of at least 200 meters both the DT and JB models are valid, 
and fortunately, both indicate losses which vary as 40 loK10P for this region.   If we 
indicate the forest thickness for the JB model by a "j" the»    the DT model expression 
for the loss is from Eqs. (11) and (12). 

Vr =   15-17 * 20 lo810!nf " ! i *  40 logjyP 

-   25.4 [ Im 7n2 - 1 ]   (2h    '    *% - V 

(16) 

The same loss from the JB modd is given by Eq. (14), 

Since these must be equal,, we can see that 

!nf - 1 ! •   25.4 [lmJnZ - l] (2h 1.99       20 IOR 10   "j j 
zt - V (17) 

Or If we define 

20log10  n. -  1 !     C , 25.4 'Jmjn2 -  1]       D , 

and 

2^   -   zt  -   zr  HSJ. 

then 

C     »   DS     =   1.99 (18) 
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4.3.2.2.3 (U)  (Continued) 

For the medium and thick forests with antenna heights equal to those used by JB, we 
can calculate C   .   C.,   D   .   D.   and S_ ,  S.  using the parameters of Table 4-2. mtmtmt 
and can then form the following table of equations: 

Table 4-3  (U) Parameters for Various Forest Densities (U) 

C + (D) (S)                              j 

Medium -19.3 + (.534) (14.21)    =    -11.71 

J-B ci 
4- Di 

S.            =         1.99 

Thick -10.4 + (.894) (34.21)    =      20.2                  { 

Assuming a linear interpolation for the JB forest between the medium and the thick 
forests of DT, we find that 

and 

D   =  0.689 

S    =   22.69 

From this, the effective height of the JB forest can be found as 

h    =   14.24 m 

Now the loss   L    -  DS is that due to the propagation of the lateral wave through the 
layer of foliage    so that the coefficient  D is proportional to the loss rate for the 
various forest types.   In particular, we have: 

'H 

B thin D med D. D thick 

.285 .534 689 894 
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4. 3. 2. 2. 3 (U) (Continued) 

At short distances the JB model, Eq. (15), also contains a term which represents the 
loss due to propagation through the foliag 

where 

L. = 19 .06 
J 

Q . = . 4015 
J 

20 log p (19) 

Since both Q. and D. r pr ent r at of through-th - foliag lo for th am foliage 
density, they a r e proPortional and the on t ant of proportionality i 

a 

k 

s uming the 

Qthin 

Q 
d m 

Qj 

D. 
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am 

a thick -= 
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k 

k 

. 5 45 

n t ant fo r th oth r for t typ w hav 
.; 

Dthin . 16 ·1 

D 
d 

. 311 5 
m 

Dthi = .~-1 3 k 

ing Eq. (1 ) to correct fo r antenna height , Figur 4- 31 i a et of curve using 
Eq. (15) at hort antenna paration ( 0 m with mooth curve drawn to th 
corre ponding tra ight-Une curve from Eq . (11 ), (12, and (14) at large ant nna 
separation . The curve labe led JB ha th arn e · hape a the empiricall dete rmined 
curve from Jan ky-Ba iley even through th tran ition r egi on. 

All curve we r corrected to 1 meter antenna becau e thi s i a good reference 
height and ground e ffects are not appreciabl . The amount of correction in going fr om 
6 ft . and 13 ft . antenna to on meter ant nnas a r e , in order of increasing forest 
thicknes , 1. 07 db, . 02 db, 2. 61 db, and 3. 9 db r pectively . 

To as es the effect of frequ enc chang on the path loss , a econd set of curves, 
Figure 4- 32, wa generated for 165 MH z . It wa fou nd that thi s m uch frequency shift 
increased th lo e for ach of the four forest type by at most 1. 5 to 3 db with 
maller c}lange oc urring at th horter range . 
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Figure 4-31.  (U) Propagation Loss at 140 MHz Over Flat Forested 
Terrain (Vertical Polarization)  (U) 

4.3,2.2.4  (U) Confidence and Expected Deviation 

JB have made measurements of the propagation loss as the antennas are moved 
cautiously farther apart.   They found two modes of fluctuations.   First they observed 
violent changes in path loss over very small separation changes which is presumed due 
to multipath constructive and destructive interferences.   A second more gradual fluc- 
tuation about the mean path loss with distance is attributed to forest and terrain irreg- 
ularities.   The latter is discussed in Paragraph 4.3.2.3.2 for unforested terrain. 

JB compile statistical information on the more rapid fluctuations.   They show a 
peak to mean ratio distribution which is of the Ray lei gh type and which has a median 
value of 6.7 dB for vertical polarization at 140 MHz.   It is a fair question to ask what 
the deviation statistics are for the above causes acting together as well as separately. 
Figure 4-33 supplies these answers.   It is based on the following development. 

The rough terrain model after Egli has deviations from the mean which are nor- 
mally distributed about it with a standard deviation of 8.73 dB.   This is perhaps a 
somewhat conservative figure for our case since it assumes hills of 152 meters heights. 
Such Irregularities in a separation of 1 km or less would rarely be encountered. 
Deviation probabilities due to such terrain irregularities alone are shown by the appro- 
priately labeled curve of Figure 4-33. 
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Figure 4-32.   (U)  Propagation Loss at 165 MHz Over Flat 
Terrain (Vertical Polarization) (U) 

4.3.2.2.4  (U)  (Continued) 

If we assume that the multipath deviations are sinusoidal in nature, then the total 
deviation, D, is given by 

D = R + MC 

where 

D, R, M, and C are random variables 

R = deviation due to rough terrain only 

M      envelope magnitude of deviation due to multipath 

C  = Cos 6, determines the shape of the multipath deviation curve assumed uni- 
formly distributed. 

The probability that the total path loss will not exceed the mean path loss by more than 
D  dB is then given by: o = * 

*> 
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4.3.2.2.4  (U) (Continued) 

P(D i Do) = ^3 

Do     -     1 

-•       o       -1 

M 

1 - C2 

M 
e"    v 

X,     D-MC 
2 CJ 

2 

cOcMdD 

where 

7  =  standard deviation due to rough terrain  =   S. 73 

v  =  Hay leigh parameter  =  64. 8 

This is represented by the line labeled "combined" in Figure 4-33.   The third line of 
Figure 4-33 labeled "multipath only" shows the deviation statistics caused by multipath 
alone under the assumption of a sinusoidal shape.   Judging from JB continuous measure- 
ments with separation increase this is a good assumption.   Although these statistics 
are based on data taken in the JB-type forest, it is expected that they would apply with 
only minor modifications to other forest types as well. 

In those few cases, in which the mean loss curves are significantly exceeded, 
measures are available for reducing the loss.    For instance, the JB data shows that the 
90% confidence peak-null separation changes due to multipath effects is only about 1. 1 
meter at 140 MHz.    This means that on the average, if the multipath loss is causing a 
6. 7 dB loss in excess of the mean, a 13.4 dB improvement can be obtained by moving 
one antenna a short distance to the minimum loss point.    In addition, as discussed in 
other sections, the raising of the antennas or the reduction of the antenna separation 
can produce very significant reductions in path loss. 

4. 3. 2. 2. 5   (U)   Effect of Antenna Height Above Forest Floor 

Figure 4-34 shows the effect of antenna heights greater than one meter on the path 
loss.    The solid lines represent the height gains for the four types of forest according 
to the DT theory, Eg. (12).   As would be expected, the correction is greater for the 
thicker forests and increases linearly up to the point at which the antenna penetrates 
the top of the effective forest height.   Although not shown in the figures, one would 
expect the correction to continue to increase above this, but at a reduced rate.    Even- 
tually, a turnover would occur with corrections becoming smaller as the vertical dis- 
tance between antennas becomes larger with respect to their horizontal separation. 

The hatched and dotted lines in Figure 4-34 represent average height corrections 
measured by JB for two ranges of antenna separations. The most notable feature of 
these curves is the discrepancy between them and the DT curves for small heights, 
1-6 m. This is easily explained by the fact that as an antenna is raised a little above 
a meter, it doesn.t really begin to penetrate into the dense foliage region for the first 
several meters. Thus, the height gain foes not really increase much until a height of 
5-7 meters is reached. Since the DT model assumes a homogeneous forest layer, no 
such practical effect would be expected. 

No good explanation of the short and long distance loss correction differences is 
available.   Certainly there is no obvious reason for such a sharp transition region from 
1600 to 3200 meters, now is it clear why height gain should be a function of horizontal 
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Figure 4-34.   (U)  Antenna Height Correction Curves  (U) 

4. 3. 2.2. a  (U)   (Continued) 

antenna separation at all four separations greater than 300 meters where the lateral 
wave is predominant.   However, a possible explanation could be terrain masking. 

4.3.2.3   (U)   Propagation Over Unforested Terrain 

4.3.2.3.1   (U)   Flat Terrain 

The propagation loss for antennas at heights z   and z   above a flat conducting earth 
is given (Ref. 4) as t r 

L  =  40 log10o - 20 logl0 zl zi (20) 

This formula assumes that the antennas are isotropic. that the ray path is near grazing, 
and that the antennas are located at least a wavelength above the surface.    Figure 4-35 
is a plot of Eq. (20) for various geometric mean path heights and path lengths.    The 
minimum loss is bound by the free-space loss which is given at 140 MHz for isotropic 
antennas by the formula: 

a 

Lfs   =   15.36   +   20 log10c (21) 

4.3.2.3.2  (U)   Rough Terrain 

A model for rough terrain attributed to Egli by JB is given for 140 MHz by: 

LE  =   10.6 + 40 log10c - 20 k>g10 (zt . zr) (22) 
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4.3.2.3.2   (U)  (Continued) 

Note that this 1» the same as Eq. (20) except for an additional constant loss of 10.6 dB. 
JB found that the following model fit their data somewhat better. 

L  =  0.23+40 logjyp - 0.656 (2t * zr) (23) 

However, it is meant only for antenna separations of more than 3.2 km and also for 
forested rough terrains.   For the purposes of path loss estimation, it appears that the 
best we can do is to add some additional loss constant to the curves of Figure 4-34 
such as the 10.6 dB recommended by Egli.   The good judgment of the designer will have 
to be used here taking into account that the expected standard deviation from the Egli 
model prediction is H. 1 dB with a yu percent confidence range of ±10. 53 dB. 

Figure 4-36 is meant to aid the designer in this regard.   It indicates conversion 
curves which allow the determination uf a geometric mean antenna height from the 
average path height and the height uf one of the antennas.    This is useful where an 
estimate of average path height is available and also the height of the antenna which is 
on relatively flat ground.   It gives the effective geometries mean antenna height required 
for the use of Figure 4-35 to obtain a loss figure. 

o 
X 

10 20 m    so M mo XK «in     M»       10QC ?000 4000    sfWi     10 00(1 

Figure 4-35. (U) Electromagnetic Propagation Loss at 140 MHz 
over a Flat Earth (U) 

4.3.2.3.3   (U) Hilly Terrain 

Figure 4-37 shows a curve based on empirically determined loss corrections for 
situations in which one of the antennas is in a terrain shadow.   This information (Ref. 4) 
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Figure 4-3(J. (U) Average to Geometric Mean Height Conversion (U) 
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Figure 4-37. (U) Empirical Shadow Loss at 140 MHz (U) 
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4.3.2.3.3   (U)   (Continued) 

gives the number of decibels of additional loss to be expected as a function of the dis- 
tance to the line-of-sight path from the shadowed antenna over the loss for the line-of- 
sight case at the same distance.   It also shows the 90 percent confidence losses. 

4.3. 3   (C)   Transmitter and Keceiver Interference Analysis 

4. 3. 3.1   (C)   Maximum Reception Range 

In order to estimate the number of S T's which might be within the reception range 
of an R/R, we first need to determine the maximum distance at which the signal radiated 
by an S/T might have adequate field strength to be picked up by an U R.   This distance 
can be estimated in the following manner. 

When an S/T is deployed in thick foliage, its transmitter power will be set to maxi- 
mum to assure the required S/ N at its associated R It.    But rarely, if ever, will a 
forest be encountered which is homogeneous.   Therefore,  if one plotted a constant field 
strength contour lor an S, T emplaced in forest, it is expected to look much like the one 
shown in Figure 4-3H (Ref.  5).    Thus in those sectors where the tree density is lower, 
the same field strength will be maintained out to much larger distances than in those 
where the tree density is high.    An estimate us to what this distance might be can be 
obtained by examining Figure 4-32.    Therf wc see that an S T set to provide adequate 
field strength over a path of 2UU meters through the JB type of lorest may provide the 
same field strength exit to a point 12üU meters away through thin lorest. 

TTiis leads to the conclusion that all those S T's which are located within approxi- 
mately 1200 meters from an R R may tall within the reception range of an R, R.   Cer- 
tainly, this is an upper bound because:   (1) some of those S T's will \m set to radiate 
less power, und (2) us Figure 4-3* shows the constant field strength contour is far 
from being omnidirectional. 

By following the same approach, one can also determine the radius for the reception 
range circle of un HI.   Again, with the aid ol Figure 4-32. one can see that an R/R set 
to provide adequate field strength over a 1001) meter path through the JB type of forest 
may provide the same field strength out to a point 6000 meters away through thin forest. 
Therefore, as an upper bound, all It  It's which are located within approximately 6000 
meters from an It I may be considered to (all within the reception range of an R/I. 

4.3.3.2   (C)   Number of S T's and R H's Capable of Interference 

With the circles of reception ranges determined above, it is not the task to esti- 
mate the number of S. T;s and R, R's which may be located within these circles. 

Basically, two approaches are available.   One would arrive at the estimate by first 
calculating how many non-overlapping Wide Areas, or portions thereof, fit Into the two 
circles and then decide on the number of S T's and R- R's which might be located within 
these areas.   The other approach would make use of the results which were shown In 
Figure 4-28 and simply count the maximum number of S/T's and R/R's deployed within 
the 1200 and 6000 meter circles drawn around any R/R and R/I. respectively. 

'■■' 
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Figure 4-3».  (U) Constant Field Strength lor a Uadiator 
Kniplat-etl in Forest (Ü) 

4.3.3.^   (C)   (Continued) 

By usm^ the theoretical a|jpi*oach, it \\as deternnned that the maximum number ol 
S/T's that may be located within the reception range of an K, H can be as high as 5U, 
while the corresponding number of H  it's located within the reception range of an R I 
can \MI as high as 150. 

Since in a real-world situation it is high unlikely that wide areas will be packed 
next to each other over an area as large as Güüü-meter-radius circle, the above numbers 
were considered to be unrealistic.    Therefore,  Figure 4-28 was carefully examined in 
the search for more meaningful numbers.    From this exercise,  it was lound that the 
maximum number of S T's located within a l200-meter-radlU8 circle is about 30, while 
the largest number of R, R's which were found situated within a GOOO-meter-radius 
circle was found to 1» about 40.   After some further examination of Figure 4-28, it was 
concluded that 30 is indeed a   reasonable estimate of the maximum number of S/T's. 
With regard to the R/ R's, it was decided that Figure 4-28 may not represent all pos- 
sible conditions, and that there is a possibility that the maximum number of R/R's 
could be somewhat higher than 40.    For this reason, the estimate lor the maximum 
number of \\, R's that may be located within the reception range of an K, 1 was projected 
to be 50. 

4.3.3.3   (C)   Simultaneously Activated S T's and R R's 

Now that an estim itc has been obtained on the maximum number of S/T's and R R's 
which are capable of causing interference, it is important to get an assessment on what 
the activity of these units will be. 

To do this, let us review the possible leasons why an S/T or an R/R may be on air. 
For an S/T. the reasons are as follows: 
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a. False alarms 

b. Target caused alarms 

c. Friendly troop caused alarms 

d. Indigenous people caused alarms 

e. Animal caused alarms. 

For an R/ R, the reasons are as iollows- 

a. Receipt and address authentication ol an alarm sent by an S, T 

b. Receiver generated alarm caused by other equipment malfunction or a stray 
in-band signal. 

Let us examine each ol these separately. 

False alarms will occur randomly with a mean rate which will depend on the type of 
sensor used, but under no conditions shall exceed 1 alarm in 40 seconds.    This holds 
for all S/T's in the absence of an intrusion.    Thus, it liiere are 30 S/T's located within 
the reception range of an H, R, there may be as many as 30 alarms received by the H/R 
In a 40 second interval.   This is equivalent to 3 of the S T's sensing intrusions.    It is 
important to recognize though that a maximum of only 5 of these 30 alarms will cause 
the R/R to turn on. the rest of them will lie rejected on the basis of having an improper 
array address. 

To estimate the number of S T's which may IK- on simultaneously as a result of 
intrusions, the example will \K used where the group consists of 20 men spaced an 
average of 5 feet apart and moving with about o.G tn/ sec velocity.    Figure 4-22 in 
Section 4. 2.4 showed that for this type of intrusion no more than 3 out of the 5 sensors 
will be on at the same time.    Consequently, if the 30 S/ T's are considered to make up 
6 arrays and only one array is being intruded then the total number of S/T's which will 
be active can be shown to be 5. 7.   If two arrays are simultaneously intruded by two dif- 
ferent 20-men groups, the maximum number of active S/T's will be 8.4 and so on. 
Figure 4-39 shows the results of these computations for two different false alarm rates. 
This again is an upper bound since for all other cases where the intruders are animals 
or composed of a smaller group of people, the number of simultaneously active S/T's 
will be smaller than those shown in Figure 4-39. 

Wc- shall now examine the maximum number of S/T's which may be competing for 
the same R/I via the 50 R R's. 

To start with, we shall recognize that although there may be as many as 30 S/T's 
within the reception range of an R R, the latter will retransmit only the signals asso- 
ciated with its own an ay because of the built-in address authentication feature.    Thus 
we are talking of a maximum of 250 S/T's that may be controlling the activity of the 
R/R's located within the reception range of an R/T.   We may now follow the same 
approach as before and. for example, determine that in the absence of any intrusion. 

4-66 

CONFIDENTIAL 



-—* ^'-TW—   -■'■- —   ' "  

CONFIDENTIAL 
A f\ /''* ^i 

4.3.3.3  (C)  (Continued) 

the false alarm activity alone will be equivalent to 25 of the 250 S/T's being intruded. 
If one array is actually being intruded, the number of S/T's trying to reach an R/I via 
their R/R's goes up to 27.7, and so on. 

Figure 4-^"        vs the results of these computations for two different false alarm 
rates. 

R/Rand R/I receiver-generated alarms are expected to be very few, if any, and 
therefore, these are considered as negligible in causing interference. 

The data loss which results from the inteference of the simultaneously active S/T's 
and R/R's is analyzed and calculated in Section 4.3.8. 

s 

at 
< 

at 

NUMBER OF SIMULTANEOUSLY INTRUDED ARRAYS 
WITHIN THE RECEPTION RANGE OF AN R'R 

Figure 4-39. (C) Number of S/T's Competing for an R/R (U) 

4.3.4  (C)  Modulation and Bandwidth 

There are a number of possible digital data systems (References 6,7, and 8) that 
could be chosen to transmit and receive the sensor messages.   However, to minimize 
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4.3.4   (C)  (Continued) 

the effects of signal strength fluctuations and noise, the only systems that were con- 
sidered were those which employ frequency or phase modulation techniques.   Ihus, the 
evaluation was limited to:   (1) coherent phase-shift-keying (PSK). (2) differentially co- 
herent PSK (DPSK). (3) coherent frequency-shift-keying (FSK). and (4) incoherent FSK. 
and (5) binary FM.   The relative merits of these modulation techniques are compared 
below on the basis of:   (1) what signal-to-noise ratio is required for a fixed bit error 
rate, and (2) what bandwidth is required to handle fixed bit rate. 

4.3.4.1 (C)  Required S/N for a Fixed Bit Error Rate 

For this exercise, the required bit error rate for the communication system will be 
taken as It)"3.   The detector input signal-to-noise energy ratio required to meet this bit 
error probability is read from the curve shown in Figure 4-40 and tabulated in Table 
4-4.   These curves assume common binary No-Reutrn-to-Zero (NRZ) signaling, opti- 
mum decoding and bit timing synchronization. 

i    «>' 

tiro 
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Figure 4-40. (C) Error Rates for Several Binary Systems 
(References 6 and 14) (U) 

The system requiring the lowest energy ratio of 6. 8 dB is coherent PSK and the 
one requiring the highest of 11. 0 dB is incoherent FSK, using bandpass filter detection. 
Binary FM and DPSK need 9.0 dB and 8. 0 dB, respectively. 

Although superior in performance, coherent PSK is not considered practical for 
the WARS application becuase of the necessity of maintain a reference carrier in 
the receiver which is phase and frequency locked to the input signal.   The same com- 
ment applies to the inferior coherent FSK system.    Therefore, the choice narrows 
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4.3.4.1  (C) (Continued) 

down to DPSK and incoherent FSK.   On the basis of performance, DPSK is 3 dB superior 
to incoherent FSK, using bandpass filter detection.   The curve also shows a 1 dB advan- 
tage of DPSK over incoherent FSK using discriminator detection.   However, the authors 
of the curve (Reference 15) comment that an additional allowance of 1 dB should be taken 
to compensate for the reduction in noise margin due to intersymbol interference. 

4.3.4.2  (U)  Bandwidth Requirement Analysis 

Instability of the frequencies of the signal carrier and receiver local oscillator 
affects-the bandwidths of the binary FM and incoherent FSK systems more than those of 
DPSK.   There are three bandwidths which are important:   RF signal bandwidth - the 
actual bandwidth of the transmitted RF signal; RF signal occupancy bandwidth - the total 
bandwidth which the RF signal may occupy; and the receiver IF bandwidth.   These band- 
widths will be compared for the three systems under consideration. 

Although binary FM and incoherent FSK are generated exactly alike by deviating a 
VCO, the different types of detection actually affect the RF signal bandwidth and occu- 
pancy in different ways.   The optimal peak-to-peak deviation for binary FM. or, what 
amounts to the same thing, the minimum tone frequency spacing for orthogonal signaling 
(no cross-talk) is incoherent FSK is 1/T, the bit rate (the terminology differs because 
of the detection method). 

Because the bit length is T, and the modulating waveform is low-pass filtered at 
the frequency 1/2T, the RF signal bandwidth B,,- may be computed as follows: 

BRF  =   2(D/2 + y 

=   2/T 

where D is the peak deviation, and f   =     2—      is the low-pass filter cutoff frequency. 

Now assume that the transmitter VCO and the receiver local oscillator have the 
nominal ±5 KHz (30 ppm) instability in the upper end of the 160 to 172 MHz band.   TTie 
effect of the VCO instability is that another 10 KHz must be allowed for the possible 
occupancy of the RF signal.   When the receiver local oscillator instability is taken into 
account, the total possible signal occupancy becomes 2/T + 20 KHz (see Figure 4-42). 
The IF bandwidth must be at least this wide to assure that all the signal frequency com- 
ponents are passed uniformly. 
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Figure 4-41 (U).   Number of S/T's Comixjting for an H/I 

Table 4-4   (U).   Required S/N for P   = lO"3 (U) 

Coherent PSK 6.8db 

DPSK 8.0db 

Coherent FSK 9.8db 

Incoherent FSK 11.0 db 

Binary FM 9.0 db 
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Now consider binary FM which employs discriminator detection of the IF signal, 
and assume the bit rate l/T to be 10 KHz.   The center frequencies of the signal and 
the discriminator may now differ by as much as 10 KHz.     Remembering that the devi- 
ation l/T is 10 KHz, the output of the discriminator (assuming response to these fre- 
quencies) is positive (or negative) at both peak frequencies, as shown in Figure 4-42. 
Such a situation is undesirable from the standpoint of noise and intersymbol interference. 
To avoid the filtering problems encountered with such a situation, the deviation should 
be set so that the maximum instability produces a discriminator output, the extreme 
(corresponding to the peak frequencies) of which have different algebraic signs.   This 
can be accomplished by increasing the total deviation from 10 KHz to 20 KHz. as shown 
in Figure 4-43.   Assuming this is done, the peak-to-peak deviation becomes l/T + 
10 KHz.   TTie RF signal now has  a bandwidth of 2/T + 10 KHz (from Eq. (1)) and may 
occupy another ±5 KHz because fo the VCO instability.   Consequently, the receiver IF 
and the discriminator bandwidths need to be another 10 KHz larger to allow for the 
local oscillator instability.    Under these conditions, the RF signal occupancy is 2/T + 
20 KHz, and the receiver IF and discriminator bandwidths are 2T + 30 KHz. 

1      For incoherent FSK, the optimum detector comprises two filters of 3 dB bandwidth 
j whose center frequencies are separated by l/T (see Figure 4--42).   {This detector is 
a matched filter.)   When the original signal, having the peak frequencies separated by 
l/T, has an uncertainty in the center frequency of ± 10 KHz, because of the instabilities 
in the VCO and local oscillator frequencies, the tone filler separation and bandwidths 
must be increased to avoid intersymbol interference as shown in Figure 4-44a. Using 
the example of 10 KHz  bit rate, the tone frequency separation (or peak-to-peak devi- 
ation) increases from 10 to 30 KHz and the filter 3 dß bandwidths from 10 to 30 MHz, 
as shown in Figure 1-441). The RF signal bandwidth is now 40 KHz, the total occupancy 
is 50 KHz, and the IF bandwidth (50 KHz. 

The DPSK signal bandwidth is unaffected by the oscillator instabilities.    The pre- 
modulation filter 3 dB bandwidth is 1/2T and the corresponding RF bandwidth is l/T. 
The carrier instability produces a ±5 KHz uncertainty in the carrier frequency, giving 
a bandwidth of occupancy of l/T + lu KHz.    To allow for the local oscillator instability, 
the receiver IF bandwidth must be l/T + 20 KHz.    The reference phase is derived from 
the signal waveform and is not dependent on any of the frequency instabilities.    The 
modulation waveform detection and integrate-and-dump (matched) filtering likewise is 
independent of the carrier frequency uncertainty.   Table 4-5 summarizes the bandwidth 
requirements of incoherent FSK. binary FM. and DPSK as a function of bit rate. 

DPSK requires the smallest signal bandwidth, signal band occupancy, and receiver 
bandwidth.   The reduced receiver bandwidth also implies a performance relative to inco- 
herent FSK and binary FM better than that predicted by the idealized curves of Figure 
4-40.   As a result of the instabiUties, the detection is no longer optimal because the 
additional IF bandwidth needed to accommodate these instabilities passes noise in fre- 
quencies where no signal components are present.    TTie integrate-and-dump (matched) 
filtering of DPSK suppresses these noise components     TTie tone filters of incoherent 
FSK are.no longer matched to the signal, and pass noise components in non-signal 
bands to the subsequent envelope detector, wtich is nonUnear device.   This additional 
noise can suppress components in the signal band and degrade detection performance 
The action of the limiter, preceding the discriminator of the binarv FM detector, on 
the out-of-band noise components similarly suppresses the signal components and 
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(CONflOfNTIAl) 

Fijfure l-44a (C). Original KSK System Spectra and Tone Filter 
Itepponses When Instability Js Not Taken Into 
Account (V) 

TONE FUHR 
RESPONSE 

5 0 5 

FREOUENCV     kH; 

INSTANTANEOUS SIGNAL SPECTRUM (NO FREQUENCY SHIFTi 

INSTANTANEOUS SIGNAL SPECTRUM 'ICMiH; FREQUENCY SHIFT) 

(COMMMTIM) 

Figure 4-44b (C).   Effect of Frequency Instability on the Instantaneous 
Signal Spectra, Frequency Deviation, and Tone 
Filter Response Characteristic of an Incoherent 
FSK System (U> 
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Table 4-5.  (C) Required Bandwidths (U) 

Effects of Instability 

ÜPSK 1, 21 

Birutry 1/ .'T 
FM 

Incoherent 1/2T 
FSK 

1.3.4.2   (U) (Continued) 

Baseband with        RF 
Pre-Mod Signal 
Filtering B\V 

1  T 

2/ T 

RF 
Signal 

BW 

Maximum 
HF BW 

Occupancy 
Receiver 
IF BW 

IT 1 T+ 10 KIlz      1  T^2U KHz 

2 T • lu KHz     2 T-t 20 KHz     2/T+ 30 KHz 

2T        2T-r20KHz     2 T^ 30 KHz     2/T+40 KHz 

degrades detection performance.    Hie idealized curves ol Figure 4-39 also assume bit 
synchronization.   In practice, the bit synchronization is derived from the demodulated 
baseband waveform.   For binary F.M and incoherent FSK. this waveform is noisier 
than that predicted by the turves,     nierelore, the reliability of obtaining synchronization 
is also adversely affected by the necessarily larger bandwidths of the binary FM and 
incoherent FSK systems. 

The KF signal bandwidths become important because ol the constraint of operating 
within a (>() KHz channel.    The occupancy ol the UPSK sijial is hall or less than hall that 
of binary FM or incoherent FSK    T<> meet a fixed adjacent-channel spillover require- 
ment, the DPSK system can operate at twice the rate of either ol the others.    Signaling 
at higher rates is advantageous, because it reduces the probability ol overlapping mes- 
sages and the KCM vulnerability of the system. 

4.3.4.3   (C)   Choice of Modulation 

In the previous discussion, no mention was made of bit timing or synchronization. 
Bit timing must be derived from the incoming waveform in order to sample at the proper 
times for making a decision.    The method for deriving timing for either FSK will have 
a noisier waveform because of the larger bandwidths required to offset the instabilities. 
This makes bit synchronization in FSK more subject to error and uncertain operation. 
Therefore, considering the lower signal-to-noise required for a given probability of 
error and the lower RF and receiver bandwidth requirements. DPSK was selected over 
the other two techniques. 

DPSK is a phase-reversal modulation wherein the carrier is switched between 0e 

and 180s phases under control of the digital data.   At the receiving end, the data is 
recovered by comparing the relative phases of succeeding bits.    Thus, a long train of 
"zeros'* consists merely of the carrier frequency, while in a long train of "ones" the 
phase of the carrier is continuously recersing at the end of each bit time.   In conven- 
tional digital systems, long sreams of data are sent wherein, on the average, there 
are as many "ones" as "zeros".   This assures that there will be frequent phase rever- 
sals from which to extract the necessary synchronization and bit-timing information. 
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4.3.4.3  (C)  (Continued) 

This, however, is not the case in the WARS application.   First of all, we will not have 
long streams of data, and, furthermore, some of the messages will contain all "zeros" 
or all "ones".   Therefore, in order to make synchronization possible in the WARS sys- 
tem, we must have a modulation technique that will assure that each of the short mes- 
sages, irrespective of it composition, contains adequate phase reversals.   It is for this 
reason that it was decided to use the split-phase version of DPSK.   In this technique, 
during the bit interval T, a "1" is represented by a mid-interval phase transition from 
0* to 180", while an "0" is represented by the opposite transition.   Thus, a phase tran- 
sition is transmitted at least once each baud period T from which bit timing can be 
derived.   This subject is turther discussed in Section 4. 3. 5.   The decoding performance 
of this scheme measured in terms of probability of decision error versus signal-to- 
noise ratio will be the same as conventional DPSK     The bandwidth of this split-phase 
modulation, however, is twice that which is required in conventional DPSK for the same 
information bit rate     Note, though,that the modulation bandwidth for a split-fregency 
FSK would likewise double, it the information bit were were held constant. 

4. :>.4. t   (C)   Blr Rate 

The choice of bit rate is influenced by several factors.   It enters into determining 
required signal channel width as well as receiver bandwidth.   From the point of view of 
efficient channel utilization and to minimize interference due to overlapping trans- 
missions, it is desirable to raise the bit rate as high as possible.    The factors placing 
an upper bound i>n the bit rate are: 

a.      The need to contain am unwanted or spurious emissions outside the allocated 
61) kllz channel 

h.     The need for excess bandwidth due to transmitter and receiver instabilities 

c.     The desirability, from a practical equipment implementation point of view, 
to use some of the available channel width to provide bit timing 
svnehmnization. 

In order to accommodate the projected transmitter and IX) instabilities and to 
provide some guardband between adjacent channels, it is obvious that no more than 
about 20 kHz is available for the information bandwidth.   With prefilterlng at 1/T, this 
then would permit a bit rate of 20 Kbps.   In a split-phase PSK, this amounts to an 
information bit rate of in Kbps.    This is then the recommended information bit rate 
for the WARS data link. 

4.3.5  (C)   Message Format 

4.3.5.1   (C)   Bit Structure 

As discussed in Section 4. 3.4.3, the recommended encoding technique will be split- 
phase, sometimes referred to as the Manchester code (Hef.  14), in which a phase tran- 
sition is transmitted halfway through each baud.    Encoding a "1" as a "10" produces a 
transition from an amplitude level of *1 to -1 at time T/2 and encoding a "0" as a "01" 
results in the opposite transition.   Figure 4-45 illustrates the coding and amplitude 
transitions.   Note that such a split-phase data stream may or may not have phase tran- 
sitions at the end of a baud.   These extraneous transitions much be eliminated by the 
timing circuitry. 
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Hgure 4-45.  (C) fclncoding and Amplitude Transitions (U) 

4. 3. 5. 2   (C)   Preamble 

As u preamble to the mes-sage. a five-bit Barker code (UUU) has been chosenul. 
provide a trume marker for the .start ol the message.    Preceding the code will be two 

0 s   to provide two transitions to stain the needed bit timing and load the five-bit 
Barker code shift register.    Five bits were chosen for the Barker code to allow for one 
bit error in the sequence.    The probability „1 encountering two or more errors is nee- 
ligibly small if the bit error probability is 2 x 10-3.    Für ont. error( thc m5iximum ^t. 
put pulse amp itudc will be -l-l     A instead of the maximum five.   Setting and exceeding 
the threshold level at just under three will thus furnish a marker pulse even when there 
is a bit error in the Barker code.    The detectio.i ol the preamble is described in Section 
4. .} . ( . 

t..t. ■')..•<   (Q   Address and Status 

The address and status information which the data links must convey from each 
WARS to the rsCPD, were outlined in Section J.2. Ft.   The number of bits required 
to accomplish this mission are presented below. 

Wide Area Address 

Arrav Address 

Sensor Address 

Must identify one out of 
possible fio locations: 
hence, this will require 
fi bits. 

Must identify one out of 
possible fi arrays; hence, 
this will require 3 bits. 

Must identify one out of 
possible * sensors: hence, 
this will require 3 bits. 
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Auxiliary Sensor Status 

Target Classification and S/T Status 

4.3.5.4   (C)   Parity 

Must identify one out of 2 
states; hence, thie will 
require 1 bit. 

Must identify one oi« of 
4 possible states: hence. 
this will require 2 bits. 

To provide a parity check ol the bits within the word received at the CSCPD, one 
(1) bit will be reserved tor this purpose. 

\ 
4.3. 5. ->   (C)   jj.jssage Structure 

Figure 4-47 shows the message structure which results when the various bit require- 
ments derived about are combined into a single code word 

ENABlt 
i?BiTSi 

PRAMf 
VA8R ■•> BITS' 

MRS ID 
■6BITS 

ARRAY ID 
3BITS' 

St\SOR ID 
I3BITSI 

STATUS iTYPf 
ALARM (?BITSi 

-r ♦ t 
.._ .^. 

—?■ ■ 

i 
r 
i 

?. 3 VS[C '?3BITS^ 

AUXIILARY   PARITY BIT 
SFNSOR 
'] BIT) 

(COMfWfNTIAl) 

Figure 4-47. (C) Message Structure (U) 

4.3.6  (C)   Bit and Frame S\-nchronization 

When digitally encoded information is demodulated in a receiver, the decoding 
circuitry must have an indication as to where the message starts and where to sample 
the data stream in order to decide whether a "1" or a "0" was sent.   Various tradeoffs 
and other factors relating to synchronization are considered below. 

For a short digital message, a clock whose free-running frequency Is close to the 
bit rate may be employed In the receiver to trigger the sampling circuitry.   Although 
this would eliminate the need for bit svnrhronlzatlon there still would exist uncertainties 
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4.3.6  (C)   (Continued) 

in the sampling time within the bit period because of the difference in frequencies of the 
transmitter and receiver clocks.   For the usual (optimal) integrate-and-sample detec- 
tion of PSK, for example, the unknown and unstable position of the sampling phase is 
entirely unsuitable.   To indicate the start of the message (frame synchronization), the 
free-running receiver clock is usually triggered by the first bit and then allowed to run 
free.   The initial sampling phase is thus set and the principal problem thereafter is 
only the relative drift of this clock and the transmitter clock.   Assuming that the stability 
of the receiver and transmitter clocks is each ±1%, the sampling time of the last bit of a 
23 bit message may be in error by as much as 0.46 bit periods.   This means that In the 
subsequent integration process only a fraction of the bit will be available thus resulting 
only in a fraction of the signal energy available for the decision circuits. 

Therefore, starting the clock from the first message bit may not be reliable 
enough.   As the entire detection process depends on the correct starting of the clock, 
it is essential to have a more reliable marker to indicate the start of the message. 
One such scheme is to use a marker in the form of an n-bit Barker code (References 6 
and 10) before the message bits.   This Barker code marker is fed to a tapped delay 
line, which produces output pulse of amplitude £ n. when a match is obtained, and a 
pulse of magnitude < 1, otherwise.   The output pulse is the weighted sum over n pulse 
intervals, thus providing a signal-to-nolse voltage ratio improvement of (n)l'2. 
Unfortunately, a tapped delay line is not easy and economical to implement.   The tapped 
delay line can be replaced bv a shift register but then bit timing is required for proper 
clocking. 

From the alternatives presented above, it was decided that the latter offers the 
best solution.   Consequently, the 5-bit Barker code was selected for the frame marker. 
Bit timing will be derived directlv from the incoming signal as discussed in Section 
4.3.7.2. 

4.3.7   (C)   System Configuratiop and Operation 

All S/T-to-R/R links in the WARS system will operate on a common 60 KHz channel 
and all R/R-to-R/I links on another common 60 KHz channel.   When the split-phase PSK 
encoded signal transmitted by the S/T is received at the R/ R, it will be demodulated and 
decoded to verify address, restored to its original format, and retransmitted to the R/l. 
IXiring the time the R/R transmitter is energized, the R, R wi'l be disabled.    The blanking 
time will be 5. 8 milliseconds to allow a nominal 3 milliseconds for the transmitter warm- 
up, 2.3 milliseconds for the message transmission and 0. ä milliseconds for shut-down 
of the transmitter.   The received message in the P./R receiver will be checked for the 
proper array and WARS address to avoid retransmission of the same alarm h more 
than one R/R.   In the R/I, the received message will also be verified to have the proper 
WARS address before it will be sent to the LRT. 

4.3.7.1   (C)   Receiver 

The block diagram of the receiver is shown in Figure 4-48.    The signal that the 
receiver is to detect is a split-phase PSK signal transmitted at VHF.   The receiver is 
to detect the carrier, lock onto the carrier, synchronize with the bit timing, and decode 
the information on the carrier that follows the synchronization bits.   Synchronization of 
the receiver to the signal is aided by ihe structure of the signal and by the preface to 
the message.    Every bit contains a phase transition in the middle of the bit,   A "one" 
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4.3.7.1  (C) (Continued) 

has the transition in one direction, while a "zero" has the transition in the other direction. 
There may also, but nut necessarily, be a phase transition between bits. 

The basic structure of the receiver consists of a front end, a demodulator, a bit 
synchronization generator, a preface synchronization generator, and the demodulator 
and buffer for the message. 

The block diagram of the receiver front end is shown in Figure 4-498.   The front 
end consists of an antenna, an UF amplifier, a mixer, IF amplifier, and circuitry to 
begin the demodulation of the signal. 

The demodulation scheme used is coherent.   The required receiver phase syn- 
chronization is supplied by the carrier phase locked loop (Ref. 20).   The input signal to 
the loop is a sinusoid of the carrier frequency which is stripped of phase transitions. 
This is accomplished by doubling the frequency of the IF amplifier signal, limiting and 
filtering this signal to obtain double the carrier trequency, and finally, dividing this 
signal by a factor of 2 to obtain the original carrier frequency.   This signal is fed to 
the loop for phase synchronization.   In this manner, the phase modulation is removed 
from the carrier and the lack of a true carrier in the PSK signal causes no difficulty. 
No attempt is made to resolve the ^0° phase ambiguity that exists by using the phase 
locked loop in this manner.   Following the demodulation mixer is a filter to remove the 
high frequency noise components from the output. 

The remainder of the receiver front end consists of a matched filter in the form of 
an integrator which is dumped into the storage circuits at intervals synchronized at twice 
the bit rate. 

The front end has two outputs, one output is the output of the integrator just before 
it is dumped; the second output is the signal from the hit synchronization circuit to pro- 
vide dump timing. 

4.3.7.2   (C) Receiver Demodulation 

The basic demodulator is shown in Figure 4-4itb.   The output of the integrator is 
sampled and held just liefore it is dumped.   Precedinu this, the contents of the first 
sample and hold circuits are transferred to the second sample and hold.   The two sample 
and hold cricuits. therefore, contain the present and the immediate past output of the 
integrator. 

The outputs of the sample and hold circuits are combined in an adder by weighting 
one of the outputs positively and the other output negatively.   Thus, the output of the 
Integrator at the end of two half bits is added together with one of the half bits inverted. 
This operation removes the phase inversion in the middle of the bit. 

The output of the adder is applied to a threshold centered at zero.   A positive voltage 
from the adder indicates a "one", while a negative voltage from the adder Indicates a "zero" 
at the time that the bit synchronization pulse is received.   The output of the threshold is 
fed through thebit synchronization gate to the output buffer which is reset from the squelch 
circuit. 
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4.3.7.2  (C)   (Continued) 

A frame synchronization signal from the Barker code synchronization circuit ini- 
tiates the bit synchronization pulse.   When a complete message has been received, the 
shift pulse from this source is turned off and the register contains the message that was 
transmitted.   The message may be obtained from the buffer, either directly from the 
parallel output of the register or from the serial output by applying an auxiliary shift 
signal. 

4.3.7.3   (C)   Bit Synchronization 

The phüse locked loop in the receiver front end is locked tu the bit timing and 
delivers two pulses per bit.   One pulse is delivered at the start of the bit and the second 
pulse is at the middle.    To achieve proper bit synchronization, the correct phase must 
be selected from the double bit synchronization pulse train. 

nie block diagram of the circuits which determine the correct phase of the twice 
bit rate clock is shown in Figure 4-4ÖC.    The circuits use the same sample and hold 
circuits used in the demodulator. 

The output of the sample and hold circuits is applied to twoadders.   In one of the 
adders, both of the outputs are weighted plus, while in the other, one is weighted plus 
and the other minus.    The outputs of the adders are full wave rectified and applied to a 
threshold circuit 

The output of the threshold is "ANO'd" with each of the two {2) clock phases, and 
used to control the direction of an up-down counter.    Phase 1 (: 1) of the clock causes 
the counter to count up, and Phase two ( ; 2) to count tiown.    The output ol the counter 
is converted to an analog voltage and compared with a threshold.   As the counter will 
tend to count in one direction, after a short time the input to the threshold circuit will 
be either positive or negative.    A positive voltage indicates that phase one is to be 
selected, while a negative voltage indicates that phase two is to be selected by the phase 
selection switch.    The out|)ut of the selection switch is the correct bit synchronization 
pulse. 

Figure 4-:>o shows the timing waveforms that can IK? expected in the bit synchroni- 
zation circuits.    The first two waveforms show the Phase one and Phase two clocks. 
The third and fourth waveforms show the outputs ol the first sample and hold circuit 
and the second sample and hold circuit.    The output of   the second sample and hold cir- 
cuit duplicates the output of the first sample and hold circuit delayed by one half a bit 
time. 

The output of the first and second adder constitutes the first and sixth wavelorms. 
Note that the output of the first adder is flifferent from zero only when there is a tran- 
sition between a "one" and a "zero" or a "zero" and a "one" contained in the sample 
and hold circuits.    Similarly.the output of the second adder is zero only when there is 
a transistion present in the sample and hold circuits.    When the outputs of the two 
adders are full wave rectified, the output of the second adder will be larger than the 
output of the-first adder except during the transition between bits of different types. 
The output of the phase one clock delayed by a small amount to allow the full wave 
rectifiers to settle is shown on the seventh waveform.    The output of the threshold 
following the rectifiers is waveform eight.    This output is positive only during the time 
when the phase one clock is sampling the output of the threshold.   "Hie input to the 
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4.3.7.3  (C>  (Continued) 

counter from the phase one "AND'' gate will be the two pulses shown in waveform num- 
ber nine,   liiere will be no pulses from the phase two "AND" gate during this period. 
Consequently the counter will count up by two counts.   The results will be the selection 
of phase one as the correct phase for the bit synchronization. 

4.3.7.*   (C)   Barker Code Synchronization 

The preface t3 the message that is to be received consists of a sequence of zeros 
followed b> a barker cude.    The message follows the Barker code.  Detection of the 
Barker code serves to provide a frame marker for the message. 

Figure 4-49d is a block diagram of the Barker code synchronization circuit. Oper- 
ation is initiated by making a decision regarding the phase of the dump signal to the 
integrator in the front end.    Hie logic level indicating this decision is transferred into 
the shift register when the shift pulse from the phase locked loop at twice the bit rate 
apiwars.   In this manner, the output of the decisions regarding the state of the input 
for each half bit of the input are loaded into the shift register. 

The output of the shift register is formed by weighting the outputs of each stage of 
the register either plus or minus and adding.     Pie weights correspond to the levels 
that would tie present in the shift register when the Barker code is contained in the 
shift register.    The "ones" will be weighted plus and the "zeros" weighted minus. 

When the Barker i-(Hle from a new message appears at the input.    Uie output of the 
weighting network will be small until the Barker code is fully contained in the shift 
register.    When the Barker code matches the weights, the output of the adding network 
will lie either very large negatively or very large |jositiveIy.    The polarity will (k'pend 
on the phase of the carrier which was selected by the phase locked loop of the front end. 
The full wave rectifier will change all excursions t<> positive.    The threshold should be 
set so that n. \ of the bits ran be in error and still cross the threshold.    The high error 
rate allowable for the Barker code t<» achieve synchronization means that reliable syn- 
chronization will be contained even when the error rale for the message is unacceptably 
high. 

4.3. H   (C)   Message Error Analysis 

As in any other tvpo of communications system, the transmission of the alarm 
messages will not be perfect because of noise and interfering signals in the channel. 
Therefore, it will not be alwnvs possible to demodulate and reconstruct the trans- 
mitted signal in its entiretv.   Krrors will not onlv be generated in the WARS data 
channels but also in those of the RSDCS and the CSCPD.   Therefore, to determine the 
probabilltv that a message emitted bv an S T will actuallv be received and decoded by 
the CSCPD without any errors, one needs to consider the entire BESS communications 
link.    This, however, is bevond the scope of this studv and, therefore, onlv the 
expected message loss for the WARS subsvstem will be analyzed here. 

To facilitate this analysis, notation will be introduced as shown in Figure 4-51 
Thus the S T will be denoted as point X, the R R as point Y, and the R I as point Z. 
In the following sections, the various sources of errors are identified and the data loss 
derived as a function of the number of active S T's and the bit error probability. 
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Figure 4-51  (L).   Notation Used in Message Error Analysis   (U) 

4.3.8,1   (C)   Source of Errors 

Errors can occur at each receiver iat Y or 7.\ during the synchronization and 
information phase.   In terms of statistical decision theory, errors due to an incorrect 
decision can result from either misses or false alarms.   In the synchronization phase 
both misses and false alarms are possible, but only misses can result in data loss. 
During the information phase errors due to confusing a MARK with a SPACE, and 
vice versa, can occur.   This comes from the fact that once a valid frame marker is 
detected, the message (16 bits) will always be read, correctly or incorrectly. 
Summarized below are the possible sources of errors at each receiver during both the 
synchronization and information phases. 

Synchronization Phase: 

a. Ealse Alarms 

Noise 

Interfering Signals ln-band 

Cross Talk - interference from signals in adjacent bands 

b. Misses 

Noise - Intended signal obscured by noise 

Overlap - Interference from other (stronRerl f-ignals in-band 

Cross-talk - interference from strong signals in adjacent band 

c. Receiver Blanking 

At R R receiver while transmitter is on 

Information Phase: 

Noise 

'Interference - other In-band signals 

Cross-Talk - Interference from adjacent band signals 
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4.3.8.2  (C)  Data Loss Calculations 

let 
To proceed with the analysis, let us define some appropriate notation.  In general, 

P  =   probability of successful transmission 

Q  = l-P =  probability of unsuccessful transmission 

Also, let subscripts denote source of errors, with Pj referring to sync phase and P2 
referring to information phase; additional letter subscripts will refer to individual 
source of errors, e.g..   P.,,-   - probability of successful transmission during informa- 
tion phase in the presence of noise.   Further, let superscripts refer to receiver 
location, e.g.,   P^'   =»  probability of successful s^chronization at Y.   Therefore, 
the probability of completely successful message transmission,   PT ,  can be stated as 

PT   3   PlP2   = V*9* 
(24) 

Kach component of (24) can be broken down further, v. g. 

P P VP Z     P P V P  * 

(25) 

P* P,yP/.     PZ        P,2?./ 

As a slight conflict In notation, hut conforming to con vent I on a I unagc, let  Pp   be defined 
as the bit error probability.   The probabllitv of not having a bit error Is the Joint 
probability of correctly extracting (from the split-phase code transition) the timing 
pulse for the bit and of making a correct decoding decision at the output of the Integrator 
Since these two events are not Independent, only a bound on the bit error probability can 
be given.   Thus 

p     =    1 - (probabllitv of correct bit timing) 

x    (probability of correct bit decoding) 
(26) 

It will also be assumed that any errors due to cross talk from adjacent channels are 
negligible.   This will certainly hold for our signals and cannot be estimated for other, 
non-WARS, signals.   Furthermore, we will make a rather unrealistic assumption that 
any interference due to message overlap will result In a loss of message. 

The analysis Is performed for arbitrary numbers of active interferers In range of 
the receivers at the R/R and R/I. 
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4.3.8.2  (C) (Continued) 

T     ■ total length of message 

=  2. 3 msec 

r     a overlap time during sync phase 

T2   = overlap tiine during information phase 

y 
N    -  number of active, in-range interfererfe at R R 

N    «  number of active interferers in-range at R, 1 

Any noise present is assumed to be white gaussian over the channel width. 

4. 3.8.2. I  (C)   Los^} During Synchronization Phase 

During this phase data loss can result only as a result of "misses".   Therefore, 
the analysis is directed at the problem of obtaining a correct frame timing.   The 
probability of success during synchronization can in' represented by 

/' 

I In P 11 (27) 

Where the subscript n and I stand for noise and interference, respectively.   Each of 
these are analyzed below. 

Due to Noise 

If      I length of sync word (Barker Code length) 

k maximum number of errors in sync word permitted for 
correct recognition 

then, the probability of no error at either the H R or R  1 (assuming the pame opernting 
S/N and resulting p^ at each point) is 

where 

Pj'      =   Pf      -     I     C1    (1 -p »^p   m 

In In ^     m 'e Kc 

A 
m       m '. (l-m) '. 

I 

With  1   -   5 and k - 1, Equation (2^) reducep to 
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4.3.8.2.1  (C)  (Conünued) 

In In d - Pe) »1 4pe) 

Thus. 

py pf In     In In 

Due to Overlap 

(i -pe)b(i -4per 

yg 

(29) 

(30) 

In determining loan due to overlap from interfering signals we shall make the very 
pessimistic assumption that any overlap will cause a loss of the message.    This is 
certainly not true as only signals of equal or greater strength than the intended message 
are expected in reality to introduce erron».   However, if it can be shown that the system 
will operate in a reasonable manner even with this type of assumption, the actual 
performance can oe expected to be significantly better. 

To estimate the data loss due to interference from overlapping alarm messages, a 
Poisson model will be used.    The Poisson probability distribution is given by 

P(k, T) -m r (m T)' 
irr cai) 

Equation (31) expresses Lie probability that   k   event« will occur during the time 
Interval   T ,   where   m T  is the average number of events during the interval.   If one 
sensor alarm is activated fi-om a set of N, the conditional probability that no other 
alarms occur during the tlnv- interval ris expre^ped by the Poisson distribution with 
k -0 and m - (N - 1) A. .   where  X Is the alarm message rale, and   N   is the total 
number of sensors in the group f)eing considered. 

Thus, the result is 

P(0. r) -(N - DAT (32) 

During the sync phase, the overlap of the intended sytic word by another signal reeulte 
from any transmission starting 5. 8 milliseconds prior to the sync word plus any time 
during the sync word, for a total of 

T.   -  ß. 5 msecs 

where 

\    =   0. 25 alarms second 

and using the Poisson model derived above 

y    _     -1.625 x 10"3(Ny-l) 
F1I        e (33) 
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4.3.8.2.1  (C) (Conünued) 

where 

Ny  is as defined in Section 4. 3. 8.2. 

Likewise, 

z -1.625x10   (N*-l) vu      e (34) 

n •':. 

hence, 

II II 
z -1.625X lü"3(Ny+NZ - 2) 
II   "   e (35) 

Finally, from Equations (30) and (35) 

P,    =  (l-p)8(I.4F>re-1G25xlü"V*N2-2) 
1 re ' e (36) 

4.3.8.2.2   (C)   Loss During Receiver Blanking 

The receiver :it the R/R will be blanked for a total of alwut 5.8 milliseconds after 
the reception to transmit an authenticated message.   The only data loss that can result 
from this blanking is the occurrence of an alarm from one of the other sensors of the 
same array.   (The same sensor, of course, cannot transmit again for another 
4 seconds.)  The probability of no alarm from any one of the 4 other sensors is, 

IB exp (4) (0,25) (4.3 X in'3) ' ^   1 - 5. 8 x  lo'3 0. 9942 (37) 

This assumes no blanking at the R T. 

4.3.8.2.3   (C)   Ix)ss During Information Phase 

The probabilitv of successful transmission during the information phase of the 
message will be 

P2       P2n   '   P2I   * 

These are calculated below. 

Due to Noise: 

A message is assumed to be lost if one or more bits out of the 16 information bits 
are in error.   The probability that there will be no bit errors at either the R/R or 
R/I (assuming the same p   at each) is from Equation (28): 
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4.3.8.2.3  (C) (Continued) 

2n -  P 2n (I - Pe) 
16 

Hence. 

P      -   P' r2n 2n 'L ■ "-^ 

(38) 

(39) 

Due to Overlap: 

Overlap of the intended information portion of the message by another signal which 
does not also overlap the sync word (since we do not wish to count the same loss twice) 
can occur only for additional transmission starting during the 1.6 milliseconds duration 
of the information word.   Hence, with To =  1.6msecs, and therefore 

P2I 
-4 x 10'4 (Ny * NZ -2) (40) 

And combining Equations (39) und riot, we obtain 

p^  *  (Lp^e-^xlO^lN^N2^) (41) 

4.3.8.2.4  (C)  Overall Data Loss 

The probability of successful transmission from an S/ T to its R/I can now be 
found by combining the result uf Equations (36), (37), and (41). 

Thus, 

PT   -  0. 9942 (1 - pe)40 (1*4 pe)2 exp [ -2.025 x 10"3(Ny + NZ-2) ] . (42) 

If we let 

NT  -  Ny * N* -2 (43) 

then Nj represents the sum of the number of simultaneously active interferers within 
range of an R/R and R/I.   Thus an upper bound on the expected data loss is 

QT   =   l-0.9957(l-pe)40(l*4pe)2e-2025xl0   NT (♦4) 
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4.3.8.2.4   (C)   (Continued) 

10 
Equation (44) is plotted in Figure 4-52 as a function of NT for values of pe = 0. 

-a, 2 x 10-3, 5 x iü-3   jmd l0-2    H0IQ xhdt the curve for pe = 0. namely for 

QT = 1 Ü. 9**42 e •2.025X 10 0   T 
(45) 

represents the data loss when the S/N ratio present at the input to the receiver is so 
large that no bit errors are made.   From this it can be seen that achieving large 
receiver input SNK's will not guarrantee error free performance for the WARS Data 
Link.   The implication of this is that relatively little would be gained if one kept 
arbitrarily increasing the transmitter powers. 

Next, it is of interest to determine data loss as a functiun of the sensor false 
alarm rate.    For this exercise, we shall adopt the approach used in Section 4. 3. 3.3 to 
calculate the equivalent number of activated S, T's as a result of combined intrusions 
and false alarms.   Such a method provides quite accurate estimates for the lower false 
alrm rates.    Ihe reason for this is that the "equivalent number of activated sensors" 
approach treats one false alarm overlapping another false alarm as data loss.    Never- 
theless, it is a convenient way to assess lairly accurately the expected data loss for 
false alarm rates up to as hi^i as 3G per hour. 

A bit error probability pe - J x lu"   and the previously used threat model of 20 
men were employed to obtain results shown in Figure 4-5j.    From this plot it can be 
seen that as many as ö arrays may be simultaneously intruded (thus requiring about 
100 men) before the data loss will exceed lu percent, provided that the sensors used 
exhibit a mean false alarm rate of no more than 1 every hour.   For higher lalse alarm 
rates the data loss will be slightly higher. 

Another area which we need to examine is data loss for a slower data rate.   The 
assumption will lie made that the cahnnel spacing remains unchanged (60 KHz).   After 
some evaluation of all those aspects that enter into the selection of a data rate, a 
5-kbs rate was chosen as the only other data rale to be considered.    Figure 4-54 is a 
replot of Figure 4-:)2 for the .Vkbs data rate.    Because of twice the message length, 
the overlap probability is considerably higher, thus leading to a more severe data 
loss.   However,  if the bit error probability could be improved with the lower data 
rate, the latter would become a more attractive alternative to the proposed lo-kbs rate. 

"False alarms" at the receiver will occur by chance due to noise and due to non- 
intended in-band signals. (Such "false alarms" should not be confused with false sensor 
alarms, which can lie valid message alarms in so far as the receiver is concerned.  What 
is of concern here is that receiver false alarms may occur while there is no sensor 
alarm present. 

Sich receiver false alarms do not result in data loss, but conceivably may introduce 
false data in the CSCPD. An exact evaluation of such receiver alarms is not amenable to 
straightforward analysis, and furthermore, is not considered to be very important owing 
to the safeguards built into the system, namely: 

«/' 
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4. 3. 8. 2.4   (C)   (Continued) 

10 
Kqualijn (44) is plotted in Figure 4-52 as a function uf Sj for values of pe = U, 

"a, 2 x lU'J, 5 x 10"3, and i0~2.   Note that the curve for pe * 0, namely for 

Q    = I - u. W42 e -2.U25X lu"3NT 
(45) 

^ 

repreäentä the data loss Mhen the S N ratio prebent at the input to the receiver is so 
large that nu bit errors are made.    From this it can be seen that achieving Itrge 
receiver input SNH's will nut guarrantee error tree performance for the WARS Oats 
Link.   The implication ot this is that relatively little would be gained if one kept 
arbitrarily increasing the transmitter powers 

Next,  it is of interest to determine data loss as a lunction of the sensor false 
alarm rate.    Fur this exercise, Me shall adopt the approach used in Section 4.3.3.3 to 
calculate the equivalent number oi activated S T's as a result ol combined intrusions 
and false alarms.    Such a method provides quilt- accurate estimates for the lower false 
aim» rales.    The reason tor this is that the "equivalent number ol activated sensors" 
approach treats one false- alarm overlapping another false alarm as data loss.    Never- 
theless, it is a convenient May to assess fairly accurately the expected data loss for 
false alarm rates up to as hi^h as 'M> per hour. 

A bit error probabilit> pt.    z x lu ' and the previously used threat model of 2U 
tuen were employed to obtain results shown in Figure -l-Sj.    From this plot it can bt1 

seen thai as many as 5 arrays may be simultaneously Intruded (thus roquiring about 
100 men) In-fore the <lata loss will exceed 10 percent, provided that the sensors used 
exhibit a mean false alarm rate of no more than 1 every hour.    For higher false alarm 
rates the data loss will IK' gllghtly higher. 

Another area which wi- need to examine is data loss lor a slower data rate.    The 
assumption will be made that the cahnm 1 spacing remains unchanged ((>0 KHz).    Alter 
some evaluation ot all those aspects that enter into the selection of a data rate, a 
fi-kbs rale was chosen as the only other data rate to IK- considered.    Figure 4-54 is a 
replot of Figure 4-.")2 for the ^-kbs data rate.    Because ol twice the message length, 
the overlap probability is considerably higher, thus leading to a more severe data 
loss.    However,  if the bit error probability could lie improved with the lower data 
rale, the letter would become a more attractive alternative to the pro|K>sed lO-kbs rale. 

"False alarms" at the receiver will occur by chance due to noise1 and due to non- 
intended in-band signals   (Such "false alarms" should not be confused with false sensor 
alarms, which can be valid message alarms in so far as the receiver is concerned. What 
is of concern here is that receiver false alarms may occur while there is no sensor 
alarm present. 

Such receiver false alarms do not result in data loss, but conceivably may Introduce 
false data in the CSCPD. An exact evaluation of such receiver alarms is not amenable to 
straightforward analysis, and furthermore, is not considered to be very important owing 
to the safeguards bilit into the system, namely: 
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4.3.8.3   (C)   (Continued) 

a. Frame synchrooization by means of a Barker Code; 

b. authentication of WARS and array address at the K R, 

c. authentication of WARS address at K I and, 

d. correlation and cooroboration of data at the CSCPD. 

Thus, even if false receiver alarms did manage to gel through the system snd arrive at 
the base, the CSCPD could minimUe their impact in much the same manner as false 
sensor alarms will be treated. 

4.3.tt   (C)   Signal Analysis 

4.3.9.1   (U)   Voltage Spectrum 

Transmission of the rapidly otturing transitions in the data st/eam requires a 
large bandwidth.    Fortunately this is not necessary because most of the signal power is 
concentrated in a narrow band whose width is approximately that of the bit rate.   Thus 
excessive receiver noise would be present if a bandwidth was used which is large enough 
to allow the receiver to respond exactly to the rapid transitions of the data stream. 
The proper filtering characteristic will now be derived with the aid of spectral 
considerations. 

The split-phase signal, m(t),   can be represented mathematlrallv as follows: 

m(t) 

where 

I"; 
kl. Mit- kl I - >i    it - kl   - o o « rert (~) (46) 

M0(t) 

rrct (t) 

the impulse function, 

1   0 s t •- 1 

0   elsewhere, 

(47) 

T = is the information hit period, and a. = +1 or -1, each with a probability ol 
1 2. The symbol "W denotes convolution and the letter "n" the total numl 
of bits in the message. 

ber 

The .mUvorrelation of the signal is given by 

R    (-> = F (S(t) •  S(t I) 

and the Spectrum is supplied by the Fourier transform of the autocorrelation function. 

Ss(f)=    j    R8(t)e jit dt 

where f = 
2- 
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4.3.9.1 (U)  (Continued) 

UM power spectrum for several cbfierent types ol sipuil has been generated using a 
computer.   The results are shown in Figures 4-55, 4-56, and 4-57.   At the top left of 
each figure   the phase of the si^ial for a "one" is shown.   The phase waveform for the 
"aero" adds 180* or n radians to the waveform for the "one". 

Figure 4-55 shows the spectrum when the signal has the form of Equation (46).   The 
bit rate is 10 kilobits per second.   Seven percent of the energy of this signal lies above 
the carrier plus 20 KHz.   4.6% of the energy lies above 30 KHz. 

Figure 4-56 shows the spectrum uf 4 signal whose phase is smoothed.    For this sig- 
nal only 3.2% of the energy lies higher than 2U KHz above the carrier and 2.4 % of the 
energy lies higher than 30 KHz above the carrier     The smouthed waveform reduces the 
energy outside a given bend by about 3 dB frum the enerfif of the idealized signal. 

Figure 4-57 shows the spectrum lor a very smooth phase waveform.    Hie energy 
which is more than 20 KHz above the carrier frequency is 2. 5'jt of the energy.    "Hie 
energy of the signal which is more than 30 KHz above the carrier frequency is less than 
0.8% of the energy of the signal.    Fur this very smooth signal, the interference with an 
adjacent channel will contain less than 1 { u( the energy ul the signal.    Filtering of the 
signal at about 1. 5 times the bit rate will reduce the interfering signal still luriher it 
desired. 

It has been established (Heferences 11 and 12) Irom bandwidth, inlersymbol inter- 
ference, and probability 'A bit error considerations in telemetry and telegraphy thai the 
signal shaping filter should be «aussian (or maximal linear) with the 3 dB point at 1/T 
and 3tt dB per octave attenuation.    (Ihis response ran be approximated by six cascaded 
H-C lowpass states. ) 

The bit .stream» in telegraphy or telemetry an- usually more random and longer than 
the bit streams will \K in the WARS application     For this reason, it is not enough here 
Just to consider the average spectrum, because some of the soquenoes may contain nearly 
all "I's" or "O'ä".    Therefore,  let us consider two cases:   (1) A bit stream of all "I's", 
and (2) a bit stream of alternating "o's    and    I's        The first will have the largest spec- 
tral spread, because there is a transition even' T 2 seconds.    The second, on the other 
hand,   will have the smallest because the transitions take place only every- T seconds. 

The spectrum of the waveform c-orresponding to the signal of FquaUon 46 is 

in     r / sin -f n T \ 2   ,     ,_ ,,      i 
c(f)r:;(9in~ffT-)      (S,n(    (f-T ) n T))' 

when a,   = 1 for all k k 

and 

V^il^ffrr1-)2'-'-"- + '-^ 
when a.    =   I k even k 

= -l k odd. 
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4.3.9.1   (U)   (Continued) 

The voltage spectra uorresponding to the above equations is indicated in Figure 4-50. 
The power spectra are equal to the square of the voltage spectra.   Note that the energy 
in the harmonics decreases with the square of the number of the harmonicis and that only 
the odd harmonics are present. 

The spectra of the signals with the smoothed phase waveforms will be similar to the 
spectra ui Figure 4-5».   Of course, the smoothed phase will mean that the coefficients 
for the(9\SL ^ p at each harmonic will be smaller than the -TT  coefficients that result 
from square wave modulation. 

4.3,9.2    (C)  Channel Spillover 

^ 

In order to estimate the amount of power that may be spilled into an adjacent chan- 
nel as a result of the split-phase signal, the worst case of the all "1" (or "0") sequence 
is used to provide a bound.   The channel is GO Khz.   The expected instability in the car- 
rier frequency is ±5 KHz (at 170 MHz).    Using the approximation that the power is con- 
tained in spectral lines at odd multiples of 1/T, one can use the coefficient evaluated 
at these frequencies to estimate the percentage of the total power in these frequencies. 
When the maximum carrier instability of 5 KHz has occurred, the band edges will be 
be +25 and -35 KHz from the carrier.    Therefore, the channel contains power at fre- 
quency offsets (from the carrier) at -30 KHz, -10 KHz, and +10 KHz.   The power at 
+30 KHz occurs at 5 KHz beyond the band edge.    Using the 36 dB/octave filter which is 
3 dB down at 10 KHz, this signal is found to be attenuated by 75 dB.   Any spillover power 
at other frequencies will be attenuated by at least this factor.   Taking all this into account 
of performing an approximate integration, the spillover power in adjacent channels on one 
side of the RF signal will be at least 85 dB below the total power in the modulated cai rier. 

The spectra due to the smoothed phase modulations will decrease fast enough with 
increasing frequency that it may be possible to accept the spillover that lies outside of the 
band and the filter placed after the phase modulator could then be eliminated. 

4.3.9.3   (C)   Summary of Signal Analysis 

The waveform analysis has shown that filtering the modulation waveform with a 
gaussian (or maximal linear) filter whose 3 dB point is (1/T -• 1/nT) and whose rolloff 
characteristic is 36 dB/octave will produce waveform for carrier modulation.   If the 
bit rate 1/T is 10 KHz, the 3 dB point of the filter should be roughly 10. 5 KHz.   Signals 
for all bit sequences will pass through this filter, yielding the required shaped pulses 
at the output.    The worst case of power spillover into an adjacent channel occurs with 
all "1" or "0" sequences and is approximately 85 dB below the power in the 60 KHz 
wide channel of operation.   Hence, if necessary, say for purposes of expansion of the 
system, the information bit rate could be increased to the order of 15 kilobits per 
second and still yield a spectrum which would not produce cross-talk in adhacent chan- 
nels. 

Further ananlysis may show that the spectrum of a smoothed phase .vaveform will 
decrease fast enough that filtering is not required to eliminate cross-talk. 
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Figure 4-58 (C)   Voltage Spectra of Split-Phase Signal (U) 

4-103 

CONFIDENTIAL 

_^.   imi           - ■■' 1 II 



T--— -        "    '   ■ ' '       "   "l^1""    .■IIIIIIIIIIMIIMIHIIJIII«,        i   mmmwf —..!... ,       ,,„ IM    iiiw.pii    i i „u ^ 

CONFIDENTIAL 
4. 3.10  (C)   Power Budget AnalyBis 

4. 3.10.1  (C)   Bit Krror Probability and S/N 

As indicated by Equation (26), the probability of bit error p,  is dependent upon 
the joint event of obtaining correct bit timing and a correct bit   ^ decoding decison. 
The decoding in the proposed system will be such that if a transition at the center of 
an information bit (at or near the split-phase transition) is missed, no decoding of that 
bit will occur.   Let  p,n   represent the probability of missing a bit timing transition 
and  qe  represent the conditional probability that a decision t-rror is made while 
sampling the output of the integrator, given that correct bit timing has been established. 
Thus the total probability of bit error will be 

p     =   p      - (1 - p   )q (53) Ke       'm rm    e 

qe   is thus the normal error probability that appears in the conventional bit error 
probability versus slgnal-to-noi.sc ratio (E N0) curves of standard texts (References 6, 
7,8),   These standard curves arc derived on the basis that timing synchronization is 
firmly established. 

For a specified input S/N'   ,   (^  can be obtained directly from standard curves. 
However, the transition miss probability   pni   is not obtainable in a straightforward 
manner.   In fact,   q^  and   p     are not independent since the noise at the transition 
time and at the Integrator sampling instant arc correlated.   Therefore, no rigorous 
solution to the complete problem is available at this time.   However, in order to be 
able to complete the design values, we shall make the assumption that both the transi- 
tion miss probabllitv   p      and the conditional decoding error probability   q     will be 
equal, i.e., 

p       -   q (54) rm 'e 

With this assumption. Equation (53) becomes 

Pe   =   qe (2 - qe) (55) 

~3 From the curves of Figure 4-52, a bit error probability of 2 x 10     is taken as a 
reasonable choice because the data loss will then be only about 6% greater than that 
for a link with p   = 0.   Hence, with p   = 2 x lO-3, q   from (55) becomes 

%   * 10"3 (56) 
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4.3.10.1   (C)  (Continued) 

From standard curves for DPSK (Reference 7), whose performance the proposed 
system approximates, 

E 
FT 7.5 dB (57) 

Since the receiver must have a bandwidth wider than the signal bandwidth of 
20 kHz to accommodate possible frequency instabilities of the transmitter and receiver 
local oscillator, the 3 dB receiver IF bandwidth will be designed to be 40 kHz.   With 
W = 40 kHz and a bit time T = 0.1 milliseconds, TW = 4.   Since 

FT = TW 1 
o N 

(58) 

the receiver input 

5J  =   1.9 dB. 

4- 3' 10'2  (C)   Receiver Sensitivity 

(59) 

The receiver sensitivity, defined as the minimum usable input signal level to yield 
a p   = 2 x 10"^, is determined as follows: Ke 

KTB - -174 dBm + 46 dB 

Receiver Noise Figure (nominal) 

Receiver Internal Noise N., 

S/N in bit rate bandwidth for p   = 2 x ID-3 

e 

Bandwidth correction factor 40 KHz/10 KHz 

-3 Required receiver IF S/N for p   = 2 x 10     ideal 
DPSK demodulator (7. 5-6. 0dB)e 

Demodulator performance degradation allowance 
(from ideal) 

Required IF S/N for pe = 2 x 10"3 for degraded 
demodulator (2. 4 + 3.6 dB) 

Minimum signal level for decoding 
(-121 dBm + 6 dB) 

If the receiver NF is allowed to go to 10 dB in the worst case, then a minimum sig- 
nal level for decoding would be -112 dBm. 

4-105 

- -128 dBm 

= 7 dB 

= -121 dBm 

= 7.5 dB 

— 6.0 dB 

= 1.5 dB 

= 4. 5 dB 

= 6.0 dB 
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4.3.10.2  (C) (Continued) 

A 4.5 dB demodulator perfomianue degradation is a composite of phase locked loop 
acquisition performance degradation for the short acquisition times allowed, timing 
synchronization accuracy loss und decoding losses for the signal format chosen and 
likely degradation due to the factors of component tolerances. 

The degradation of the performance of a demodulator due to jitter in the recon- 
structed carrier phase is developed in Reference 20 (see Page 4-96) at the same time 
the degradation due to a degraded correlation factor is developed.   We estimate the 
correlation between two bits of opposite type to be approximately -0. 8.   The degradation 
of the performance through the lack of perfect correlation and the phase jitter will 
require an increase in signal-to-nuk-e ratio of 1 dB to maintain the required error rate. 
Timing inaccuracies should require less than an additional U. 5 dB signal-to-noise ratio 
to maintain the performance.   The remaining 3 dB should be an adequate allowance for 
the effects of component tolerance, especially in such points as thresholds and ampli- 
fier gain. 

The 4. 5 dB performance degradation allowed for the demodulator should be ade- 
quate for the actual circuit. 

The presence of indigenous noise will lend to reduce the receiver performance. 
The prediction of indigenous noise levels, however, can at best be only a very rough 
approximation.    Atmospheric noise need nut be considered at VHF. in fact, the only 
plausible natural noise is of Galactic origin.    Fur the frequencies of interest, mean 
Galactic m.ise levels can be as high as 5 dB above KTB.    Any other contribution to 
Indigenous noise must be man-made. 

It is estimated that man-made noise could reach a level of 14 dB   above KTB. but 
only in cases where the intra-wide area communication receivers are operating in 
close proximity to communications centers, or industrial centers.   When the communi- 
cations receivers are deployed in remote locations, the mean man-made noise reaching 
the receivers can be expected to be no greater than Galactic levels.   It will be shown 
that the Intra-wide area link can be reliably closed using the indigenous noise 5 dB 
above KTB and closed at some loss in transmission range using the worst case of 14 dB 
above KTB. 

For a nominal receiver NF of 7 dB and a realistic indigenous noise level of 5 dB 
above KTB: 

Incident indigenous noise level (KTB + 5 dB) 

Antenna Gain 

Input indigenous noise at Receiver Input = NI 

Combined Input Noise Level 
NT = Nj + NR = (-125 dBm a 

IF S/N (for -112 dBm signal signal level) 

N™ = N. + N    = (-125 dBm combined with a -121 dBm) 

-123 dBm 

-2     dB 

-125 dBm 

-119.5 dBm 

7. 5 dB 
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4.3.1U. 2  (C)  (Continued) 

Thus, there is 1. 5 dB of margin for nominal receiver noise figure and with degraded 
demodulator performance.   Noise figure degradation tj ID dB would result in a small 
loss in transmission range for a J&B forest.   Figure 4-31 indicates that range would 
only have to be reduced in a few percent from maximum to pick up the 1. 5 dB required 
in received signal level for a 6 dB IF S/N. 

For the unlikely case of 14 dB above KTB in a J&B forest environment: 

Incident indigenous noise level (KTB + 14 dB) -114 dBm 

Antenna Gain -2     dB 

Indigenous noise at receiver input NI -116 dBm 

Combined input noise level 
NT ~ N'l r N

'H 
= ("11{i tlBni combined with -121 dBm) 

Minimum received signal level 

IF S/N 

-115 dBm 

-112 dBm 

3     dB 

Thus, the received signal level would have to increase to -109 dBm for a nominal 
receiver noise figure and with degraded demodulator performance, and to -106 dBm 
for additional noise figure degradation to 10 dB.    This would result in approximately 
15 percent and 30 percent transmission range loss respectively lor a J&B forest. 

A reasonable compromise H I sensitivity is -112 dBm for a p^ = 2 x 10 By 
requiring that this level be present at the receiver input terminals through a J&B forest 
and at the cnd-of-llie transmitter power output, subsequent analysis will show that rea- 
sonable It/It transmitter output power requirements result.    For the S/T to R/R link 
the receiver sensitivity requirement can be relaxed and still result In very reasonably 
S/T transmitter (»wer requirements as will be seen in subsequent analysis.    Requiring 
that a -105 dBm signal level be present at the R/R receiver input, and controlling the 
receiver NF and demodulator trade-offs (by establishing a R/R receiver IF S/N of 6 dB 
as In the R/I receiver) will permit operation In extremely high Indigenous levels with- 
out transmission range degradation.   Since there is more flexibility In R7! location in 
general than R/R location, It Is believed that a reasonable compromise Is required 
receiver sensitivity has been made. 

4. 3. 10.3   (C)   Required Transmitter Power 

The required transmitter power for the S/T and the R/R will be highly dependent 
upon the propagation path loss, which Is a function of the local environment.    The results 
of the propagation path loss analysis were presented in Section 4.3.2.   The greatest 
path loss occurs at the higher frequencies so the design will be based for 165 MHz. At 
this frequency the propagation path loss in a fairly thick jungle forest (JB curve of 
Figure 4-32) for antennas at a height of 1 meter are given as follows: 

4-107 

CONFIDENTIAL 

mm     —^ 



■miiwi'ililiiii !■ wifiimiJim ""  '      ■■"■■       "l«     ' H"l    I       mi.'     "I ■ I   "  • W"1 m <  nmrn nil nnim«M<i*v«wfr*^|^q|ppq| 

CONFIDENTIAL 
4.3.10.3  (C)  (Continued) 

Range, Meters 

200 
1000 

Mem Path Loaa, dB 

113 
141 

We may now find the required transmitter power, P , and the transmitting and receiving 
antenna gains G  and G , by recalling that 

P   ^ P. + G + G   -L r        t      t       r      D 
(60) 

where 

P    =  the receiver sensitivity, and 

L.   =  path loss 

Thus for the R/R transmitter, Kquation (GU) becomes (P   = -112 dBm) 

P   + G   + G 
t       t       r 

29 dBm 

and tor the S/T transmitter (P   = -105 dBm) 

P, ^ G   ► G 
t       t       r 

8 dBm 

Quarter wave monopole antennas will give a gain of at worst -2 dB with respect to 
Isotropie for the intended deployment.   Therefore 

G. + G   « -4 dB t        r 

or 

P  = +33 dBm at end-of-life 

Experience to date has shown that battery operated transmitters required to operate 
unattended for as long as 6 months can be built to deliver an initial 4 watts into the an- 
tenna which will degrade to about 2 watts (the required figure) at the end of battery 
life. 

For the S/T the antenna performance may be degraded since the S/T to R/R dis- 
tances is short and propagation may frequently be by the direct wave and at low eleva- 
tion angles where the antenna gains are expected to be from.   A total S/T and R/R 
antenna contribution of -9 dB is allocated to account for the additional losses 
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4. 3. 10.3  (C)  (Continued) 

G. + G   « -9 dB t       r 

.'.    Pt = +17 dBm 

For the S/T,the end-of-life transmitter power will be 50 mw.   An initial S/T trans- 
mitter power of 100 mw will be required to give    sufficient allowance for battery degra- 
dation over the operating life. 

To avoid unnecessarily strong radiations where the foliage is thin, the S/T as well 
as the R/R transmitters will be designed to provide two power outputs: one 10 dB less 
than the other. 

4.3. 11  (C)  Summary of Data Link Analysis 

A relatively simple efficient baseline communication system has been evolved. 
This system uses two frequency channels for all the links; one frequency is for the 
S/T-to-R/R links and a second frequency for the R/R-to-R/I links.   Each sensor alarm 
will be encoded in a short burst digital transmission of 23 bits duration at a bit rate of 
10 kilobits per second. 

The system will operate so that the R/R will act as a regenerative repeater   i e 
it will perform demodulation, decoding, authentication of address, regeneration'of the 
received code word, and frequency translation.   The R/R receiver will be blanked while 
the retransmission is taking place (approximately 4. 3 milliseconds).   A capability also 
exists for the system to grow in that the data rate can be increased by about 50 percent 
without Introducing intolerable splatter or cross-talk in adjacent channels. 

Channel minimization is accomplished by letting multiple transmitters share a 
common channel.   This, of course, leads to a certain amount of data loss attributed to 
message overlap.   The estimated S/T-to-R/I data loss, however, appears to be quite 
reasonable when one considers that the overall BESS data loss can go up to 25 percent 
before any significant degradation of the system performance occurs.   The percent 
data loss caused by message overlap is determined by the false-alarm rate of the sen- 
sors used and the degree of activity near the arrays.   Calculations show that if five of 
the arrays located within the reception range of an R/I are simultaneously intruded by 
five 20-man groups and if the deployed sensors exhibit a mean false alarm rate of 1 
every hour, the S/T-to-R/I data loss will be of the order of 10 percent. 

Table 4-6 summarizes the principal characteristits for the baseline WARS com- 
munication system. 
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Table 4-6  (C).   Summary of Data Link Characteristics   (U) 

1     Frequency Band 138-172 MHz 

Number of Channels 2 

Channel Width 60 kHz 

Channel Separation 3 MHz 

RF Signal BW 20 kHz 

Receiver IF BW's (3 db) 40 kHz 

Modulation PSK 

Information Bit Rate 10 kbps 

Signal Coding 20 kbps split-phase 
(Manchester Code) 

Baseband Filtering 10.5 kHz (a 36 db/oct, 
Gaussian response 

Message Lengths 23 Bits** 

Enable Bits =   2       *                              | 

Frame Marker =   5                                       1 

WARS ID =   6 

Array ID =   3 

Sensor ID =   3 

Status and Type Alarm =   2 

Self Test =   1 

Parity =   1 

S/T Transmitter Power (Initial) 100 mw and 10 mw 

R/R Transmitter Power (Initial) 4 W and 0.4 W 

R/I Receiver Sensitivity -112 dBm 

R/R Receiver Sensitivity -105 dBm 

Receiver Bit Error Probability 2 x 10"3 

Estimated Data Loss (Upper Bound) 20 percent                       \ 

** 

In order to Increase system flexibility a twenty-fourth bit may be added 
for use with auxiliary inputs. 

Enable shall be two or more bits. 
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Section V 

WARS HARDWARE DESIGN 

5.1 (U)   GENERAL 

This section is intended to serve as a preliminary design plan for the hardware 
which is required to implement the system design presented in Section IV.    Both 
electrical and physical design are outlined for the three components of the WARS 
subsystem:   (1)   S/T,    (2)   R/R, and   (3)   R/I. 

5.2 (C)   ELECTRICAL DESIGN 

5.2.1   (C)   Sensor/Transmitter (S/T) Unit 

A block diagram of this unit is shown in Figure 5-1.   The major subsystems of 
this unit are:   (1)   Primary Detector,    (2)   Encoder and Power Control,    (3)   Modula- 
tor,    (4)   Transmitter,    (5)  Antenna, and   (6)   Battery Pack,    The proposed electri- 
cal design of these arc covered in the following sections. 

5.2.1.1   (C)   Primary Detector 

A block schematic diagram of this module is shown in Figure 5-2.    The major 
component of this module are: 

a. Geophone 

b. Amplifier 

c. Discriminator 

d. Self Test 

e. Alarm Pulse Generator 

f. Voltage Regulators 

5.2.1.1.1   (C) Geophone 

The geophone is an electro-mechanical device which converts vertical earth 
motion (in the order of 10"'inches) generated by personnel, vehicles, aircraft, etc. 
into electrical signals.    The primary parts of the geophone are the permanent 
magnet and the coil-mass.   The coil is wound on a known mass which is attached to 
the stationary case by a spring.   The magnet and case are rigidly and mechanically 
coupled to the earth.   When the earth moves, the magnet and case also move.   The 
coil, however, tends to remain stationary and lags behind the motion of the earth. 
Consequently, the relative motion between the magnet and coil generates a current 
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in the coil proportional to the relative velocity between the magnet   and coil.   The 
moving coil cuts the magnetic flux lines, thereby generating a current.    Provided 
the resulting signals are large enough, relative to normal background and geophone 
noise, further amplification and processing readily yields a recognizable seismic 
signature. 

Two geophones are being considered for use as the Primary Sensor.    Both 
devices are characterized by proven reliability, small size, light weight, rugged- 
ness, and low cost.   These geophones have been tested extensively by Sylvania 
and have been used in numerous other seismic intrusion detection systems.   The 
geophone specifications are as follows: 

Parameter                   Ä <IARK Products Ltd. Geo Space Corp 

Model No. L-9 HSJ-61 
Natural Frequency 
Coll Resistance 

10 Hz 
2200 n 

10 Hz 
2200 ß 

Height 
Diameter 

1" 
. 875" 

1" 
.875" 

Weight 1. 8 oz. 1.8 oz. 
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5.2.1. 1.2   (C) Amplifier 

The output signal from the geophone will be amplified by a three-stage. %-dB 
(nominal) voltage gain amplifier.    The gain stability over the specified temperature 
range will be t 1 dB,   The frequency response will be down 3 dB at 12 and 120 Hz. 
The choice of bandwidth for the amplifier is governed by   he Variance Frequency 
Discriminator.   Since the signals generated by personnel walking are generally in 
the 20-to-40 Hz band, the higher frequency signals passed by the amplifier will be 
used to improve signal discrimination thus reducing the false alarm rate. 

The amplifier will consist of three low-power, stabilized-bias transistor stages. 
The first stage input will be protected from large signals which otherwise would 
destroy the first stage.   Such large signals can be generated by dropping the sensor 
or by a nearby artillery shell burst.    The first stage will also be optimized for low 
noise operation to avoid sensitivity limitation by amplifier noise.    The output noise 
level will be less than 10 mV mis for an equivalent input noise of approximately 
0. 15 uV rms.    The final stage of the amputier will be followed by a buffer driver 
necessarv to drive the AGC and the processor. 

Shunt ACiC will be employed between the first and second gain stages to allow 
distortion-free operation over a wide dynamic range of input signals.   The ACIC will 
have a 40 dB-dynamlc range with a 1 second delay-attack time and a 10 second release 
time. 

A field selectable gain switch will be added between the second and third stages to 
set the approximate detection range of the Primary Sensor to either 10 or '.\0 meters 
for personnel. 

5.2. 1. l.:t   (C)   Discriminator 

The output of the amplifier is fed into the VFD.   The signal is first fed into 
the circuits which generate the characteristic measurements which have been det- 
ermined to be most effective in the discrimination between the intruders which are 
to be detected and the sources of false alarm.    Contrary to the usual procedure for 
selecting such characteristics consisting of guessing at a set of characteristics 
which might work when trying the resulting circuits in a test, the characteristics 
used in the VFD were selected through a much more thorough and exhaustive pro- 
cedure.   A large number of different types of measurements were made on the 
output of the amplifier associated with the seismic transducer or geophone.    Part- 
icular emphasis was placed on such simple measurements as the amplitude, the 
frequency, the variations of the amplitude, the variations of the frequency, and 
cross-correlations of these different quantities.   The amplitude of the signals can 
be measiued with an energy detector or envelope detector.   The frequency of the 
signals can be measured in a number of different ways.    One technique is to use 
a low frequency discriminator constructed in much the same way that high fre- 
quency discriminators are constructed with integrated-circuit operational amp- 
lifiers supplying the function of the transformers/usually required. 

Secondary measurements were also made on the signals from the primary signal 
characteristic measurement devices.   Such operations as filtering can be easily 
performed.   In addition, such things as the average frequency of the envelope, the 
average amplitude of the envelope, the peak-to-peak variation of the envelope 
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5.2.1.1.3   (C)   (Continued) 

and similar measurements of the frequency of the signal were measured by simply 
applying the primary circuit measurement devices to the output of the primary 
circuit measuring devices.   Cross correlations of the primary and secondary 
measurements could also be approximated by using moderately simple mixing 
operations followed by filtering operations. 

In the manner described above a large number of characteristics of the 
amplitude and of the frequency of the signals due to personnel, to vehicles, and 
to rain and planes of differenc types were measured.   An additional possible 
measurement that was not included for theoretical reasons was a phase measure- 
ment.   It was considered that the phase measurements would be almost entirely 
random for each of the types of signals and would therefore supply little information 
about the origin of the signal/ A computer was used to explore the possible useful 
variations of the measurements and the techniques for combining the measurements 
to arrive at the best possible combination of characteristics of the signal.   This 
combination is not "optimum" as a detector of the intruders, since there is almost 
surely a more complicated set of measurements which will perform the desired 
discrimination more precisely.    However, the characteristics which were selected 
will detect intruders reliably with simply constructed circuits. 

5.2.1. 1. t   (O   Self Test 

The self-tost circuitry consists of a low frequency clock, a 9-bit counter, and a 
decode gate.    The counter divides the clock frequency by 29 to achieve a one hour 
cycle time.    The decode Rate detects the end of a one hour period and triggers the 
Alarm Pulse Generator.   Since a sensor alarm is a valid verification that the Primary 
Detector and the rest of the S/T are operational, it is unnecessary to transmit self 
test messages (luring periods of activity.   Consequently, a sensor alarm will reset 
the 9-hit counter to begin a new one hour period.    If no sensor alarms have occurred 
during a one hour period, a test message will be sent at the end of that period.   A 
minimum of one message will be transmitted every hour.    The clock is a low fre- 
quency,  low power, discrete component clock.   The 9-bit counter and the decode gate 
are low power COS-MOS integrated circuits. 

5.2. 1. I. .")   (Cj  Alarm Pulse Generator 

The alarm pulse generator initiates power turn-on to the encoder, modulator, 
and transmitter, and limits the alarm rate to 1 per 4 seconds maximum.   The alarm 
pulse will be of sufficient length to turn power on and to permit the encoder time to 
stabilize.    Following circuit stabilization, the encoder will assume the power control 
function and maintain power on until the message transmission is complete.    The 
alarm pulse must be larger than six volts in amplitude and from 0. 5 to 2 ms long. 
The auxiliary sensor must also generate a similar alarm pulse and must contain a 
built-in alarm rate limiter. 

5. 2. 1. 1. G   (C)   Voltage Regulators 

The '12 V and H> V regulators will supply voltages for the amplifier and VFD 
and will be on continuously.   The +12 V regulator will exhibit a low output impedance 
(•^112) and good input voltage transient response.   Since the battery voltage will vary 
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widely during a transmission cycle, special care must be taken to prevent the trans- 
ients from introducing high noise levels into the amplifier, possibly forcing the ampli- 
fier AGC to reduce gain.   The regulator will employ a Darlington pass transistor 
configuration with short circuit output protection.   A low current LVA zener diode 
will supply the reference voltage and will be compensated with a transistor base- 
emitter junction.   The +€ V regulator will operate from the +12 V regulator and will 
be of very simple, low power shunt configuration. 

5.2.1.1. 7   (C) Alarm Qualification Logic 

The Auxiliary Detector alarm signal will be applied to the encoder without further 
processing or gating with the Primary Detector,    luo options for combining these are 
discussed In Chapter 6.   Since the sensor which is generating the alarm or a self 
test must be identified in the transmitted message, it is necessary to include some 
control logic to Identify the alarm source/self test.   The lines X, Y, and Z (see 
Figure 5-2) will be used as follows: 

X = Primary Sensor Alarm 

Y = Self Test 

Z = Auxiliary Sensor Alarm 

X'Y = Primary Sensor Alarm 

Z' Y r Auxiliary Sensor Alarm 

X- Y = Self Tost 

5.2.1.1.8   (U)   Power       , 

Power will be supplied continuously to the amplifier and the discriminator. 

5.2.1.2   (C)   Encoder and Power Control 

5.2.1.2.1   (C)  General 

The primary function of the encoder is to generate ttle, message of the S/T unit 
In response to an alarm signal received from the Primavy Detector. The response 
message is a digital word consisting of 23-bits designated as follows: 
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5.2.1.2.1  (C)   (Continued) 

Bit NOB. Description 

1   -  2 Enable (00) 

3   -   7 Frame Marker (11101) 

8-13 WARS ID 

14   -   16 Array ID 

17 -   19 Sensor ID 

20 

21-22 

23 

Aux. Sensor Alarm 

Status & Tvpe Alarm 

Parity 

The encoder will provide for external control of the WARS 11), Array ID, 
sensor ID, and identification parity bits by selections made on a code plug.   The code 
plus setting will be made prior to field deployment.    The remaining bits of the 
response message are set internally by the encoder circuitry.    The parity bit will 
depend on all bits except the enable and frame marker bits. 

The encoder timing circuitry will determine the duration of the transmission of 
the S/T unit.    Upon receipt of an alarm from the Primary Detector, the encoder will 
generate a power control signal to enable the power switches.    Thus, power will be 
applied to the transmitter for the duration of the power control signal. 

5.2A.2.2   (C)   Description of Operation 

A block diagram of the encoder and power control subsystems is shown in 
Figure 5-3,   The encoder is inactive in the non-alarm state.    The battery voltage is 
applied to the power control flip-flop and the power switch of the encoder, resulting 
in a continuous current drain of 10 microamperes.    The system can also be operated 
with an external DC power source as shown. 

An alarm pulse from the processor acts as a temporary enable signal for the 
power switch which applies the battery voltage to the +12 volt regulator.   A regulated 
+12 volts DC is applied to the encoder circuitry and to the transmitter.    The current 
drain will be less than 40 milllamperes.   The reset circuit, which Is triggered when 
the +12 volts is applied, generates two reset pulses Rl and R2,   Rl triggers the power 
flip-flop which generates a sustained enable signal for the power switch.    Reset pulse 
R2 is generated 1 ms after power is applied and is used to trigger the load command 
circuit and turn on t!ie clock.    The 1 ms delay allows the transmitter time to reach 
the proper frequency and power level before the message is transmitted.    Figure 5-4 
shows a timing diagram of some of the signals generated in the encoder.    The load 
command pulse clears the bit counter and acts as a control signal for the shift 
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Figure 5-4   (C)   Encoder Timing Diagram (U) (CONFIOENTIAll 

5.2. 1.2.2    (C) (Continued) 

register.    The occurrence of a load command pulse with a negative transition of the 
clock Cp causes a parallel transfer of data into the shift register.   Note that the state 
of the parallel inputs (1 - 23) to the shift register represents the message.   Parallel 
inputs 1-7 are generated internally.   Inputs 8-19 are controlled by selections made 
on the code plug.   A "one" is programmed by cutting a jumper wire which applies a 
positive voltage to the shift register.   No action is necessary to program a "zero" 
since the jumper wires are already connected to ground.   Inputs 20, 21, and 22 are 
status inputs from the Primary Detector.   A parity generator generates the parity 
input (23).   Inputs to the parity generator are from bits 20 through 22 and from the 
code plug, where a field setting indicates parity status of bits 8 through 19. 

The first negative transition of the clock waveform is used to load the register 
and each additional negative transition is used to serially read out the shift register. 
The output and inverted output of tfte shift register are gated with the clock outputs in 
the encode gate to generate the "ones" and "zeros" of the message.   The encode gate 
generates a "zero" when the register output is zero volts, and a "one" when the 
register output is +12 volts.   Figure 5-4 shows the correct description of "one" and 
"zero" bits.   The bit counter keeps count of the number of bits generated by counting 
the clock pulses.   The frequency of the clock is 10 Khz.   After 23 bits are trans- 
mitted, the counter decode gate generates a pulse which resets the power control 
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5.2.1.2.2   (C)   (Continued) 

flip-flop and turns off the clock. Thus, the enable signal for the power switch is re- 
moved and the +12 volts is turned off. The transmission time is 3.3 ms (2.3 ms for 
the message and 1 ms for transmitter stabilization). 

In summary, the S/T message format is determined by selections made on a code 
plug and other internal connections.   An alarm from the Primary Detector will drive 
the power control circuitry to apply power to the encoder.   After a 1 ms delay for 
transmitter stabilization, the digital data on the paraUel inputs on the shift register 
are stored in a 23 stage register.    The register is read out serially.   This serial out- 
put is gated with the 10 kHz clock to generate the S/T message. 

5.2.1.3   (C)  Modulator 

The proposed modulation format for the W'AKS system is binary phase modula- 
tion, where difference between a mark and space is transmitted by changing the phase 
of the RF carrier by 180° (see Figure 5-5).   In order to maintain a high average power 
during each bit transmission and to minimize the transmission bandwidth and spillover, 
two other requirements must also be placed on the modulator.   The first requirement 
indicates that little or no amplitude modulation be placed on the carrier during the 
phase modulation process; and the second, that the bandwidth of the modulating wave- 
form be limited to just that necessary for the bit rate and modulation format involved. 

In order to preserve the benefits obtained by the use of prcmodulation filtering, 
a linear phase modulator is required such that the phase of the carrier varies linearly 
with the modulating waveform and thus, no amplitude modulation is introduced 

There are several basic types of linear phase modulators available for use in 
this application.    The final choice will be determined during the initial equipment 
design phase preceding the preparation of the design plan.   However, at ypical Armstrong 
linear phase modulator is described below. 

1 
i 

MESSAGE 

ENCODER OUT 

CARRIER PHASE SHIFT 

1     1 3 0      | 1       i       0 

1 
1 

180u 1180° I 180u 

HIGH TO LOW CHANGE -♦ "1" 

LOW TO HIGH CHANGE —» "0" 

Figure 5-5   (C). 
(CONFIDINTIAl) 

Split-Phase PSK Bit Structure (U) 
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The modulating voltage is applied to a balanced mixer which is also fed by the 
basic carrier oscillator.   The resulting output is a double sideband signal with the 
carrier suppressed by the rejection balance of the mixer.   When a 90° shifted carrier 
is reinserted to the DSB signal in the adder, a phase modulated signal is produced.   In 
this technique, the maximum linear phase shift available is in the order of 0. 5 radian; 
therefore, frequency and thus phase multiplication must follow to increase the phase 
shift to  TT radian.   A small amount of amplitude modulation is also produced which is 
eliminated by the limiter and the class C amplifiers in the transmitter output and drive 
chain. 

5.2.1.4 (C)   Transmitter 

5.2.1.4.1   (C)   General 

The S/T requires a high stability VHF transmitter operating at a single crystal 
controlled frequency in the range of 138 to 174 MHz. 

A block diagram of the transmitter module is shown in Figure 5-(i.   The basic ele- 
ments are a fifth-overtone-mode crystal oscillator, X2 multiplier, output amplifier, 
and antenna matching networks. 

5.2.14.2   (C)   Oscillator 

The oscillator is a Pierce configuration, which offers excellent frequency stabil- 
ity for crystal oscillator operation. 

The Pierce oscillator utilizes a filth-overtone-mode crystal as a series component 
in the feedback network.   Capacitors used in the feedback network are chosen to satis- 
fy the oscillation criterion as well as to swamp out device capacitances.   The RF out- 
put is taken from a low-impedance point on a capacitive divider, thereby providing a 
constant load on the device. 

The crystal is operated at the fifth overtone and has a specified stability of ±25 ppm 
from -550C.   Overall oscillator stability is tßü ppm over the temperature range. 

"the oscillator utilizes an FET device which has a flicker noise (l/f) corner fre- 
quency of approximately 100 Hz compared to bipolar flicker noise corner frequencies 
of about 10 kHz.   This factor, coupled with the high Q of the oscillator, minimizes 
the incidental frequency modulation. 

5 2.1.4.3   (U)   Multiplier 

A class C multiplier will be used to take advantage of the fact that the oscillator 
is unmodulated.   The multiplier consists of a one-stage 2N918 class C amplifier with 
a parallel resonant tank circuit on the output.   The capacitive branch of the tank cir- 
cuit is a capacitive divider used to match to 50 ohm mixer input.   The multiplier bias 
is set by the oscillator output level.   See Figure 5-7. 

5.2.1.4.4  (C)   Output Stage and Antenna Matching 

The power amplifier will be two (2) cascaded 2N3866 stages giving 19 dB of gain. 
This gives a +18 dBm power amplifier output and a +17 dBm output to the antenna when 
in the 50 mW mode of operation. 
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Figure 5-6   (C).   Sensor Transmitter Block Diagram (U) 
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Figure 5-7  (U).   Multiplier Schematic Diagram (U) 
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The four pole output filter net\\ork components will be resonated at. the desired 
frequency to attenuate the spurs generated in th Class C output. stages (see Figure 
5-10). 

Figur -1 utput Fil r ( ) 

5.2 .1. 4 . 5 ( 

Th pow r wi II b uppli by an 1 - vo lt. battery. Th batt r voltag will be 
nnect d dir tl ·to th final amplifi r whi hi bia ed las and will re main in 

th utoff mod until driven n b · the pr din~ s tag . Th remaining irc uits will 
b supplied from a wit hed 12-\· It r gulat r ontroll d b th pow r ontrol 
ircuit. Th final state will hav about , ffi i nc and wi11 draw 

= 

5. 2. 1. 5. 1 (C General 

= . 7 rnA for high power lev'31 
at end of battery life 

Ph sical size is of prime importance for the antenna to be used with the WARS 
subsystem components. The antenna will be the only part of the units above ground 
level and , therefor , is to be as inconspicuous as possible. The antenna must also 
be simple in construction to a void high cost of parts and assembly. 

An antenna which best meets the above requirements is the quarter wavelength 
monopole shown in Figure 5-11. Such an antenna consists of a vertical radiator and 
four radiwls. The radials are 90 degrees apart with respect to one another and form 
the necessary ground plane. This same antenna wilt be used for all three units: S/ T , 
R/ R, and R/ 1. 
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Figure 5-11   (U).   Antonna I'sing Four Ground-Plane Kadials (V) 

5.2.1.5.2   (C)   ExpectCHJ Pcrlormancc 

A breadboard model of the antenna has been built with the radiator 17. (i inches 
long (quarter wavelength at Ifiö MHz) and the ground plane radials 21 inches long. 
The antenna was mounted on one end of a metallic box with dimensions of 2x4x10 
inches.    The ground plane was 2 inches aiwve the IMIX ton.    The container was buried 
so that the top was flush with ground level. 

The vertical radiator and ground radials. made of 12 gauge copper wire, were 
trimmed until the antenna exhibited the best electrical characteristics.   With dimen- 
sion A  - Iti. 5 inches and dimension H     20. 5 inches, the antenna had a bandwidth of 
20 MHz (Ifil-lrtl MHz.) with the VSWU brlow 2:1 in the frequency range.   In the fre- 
quencv band of interest,  162-174 MHz, the VSWR was below 1. 7:1, as shown in 
Figure 5-12.   The gain of this antenna was -2. 1 dB with respect to a half wave 
dlpole at the beam maximum.    This is shown in Figure 5-13. 

Next, the radials were depressed so that contact with the ground was made.    The 
soil was moist, due to rain, and this therefore made the ground a good ground plane. 
Ground loading dropped the VSWR to 1. 1:1 at lfi4 MHz, and below 2:1 over a 25 MHz 
band (155-180 MHz).   Again, in the frequency band of interest, the VSWR was below 
1. 5:1.    The gain was - 3 dB with respect to a half wave dipole at the beam maximum 
(see Figure 5-13). 

The wire radiator and radials were then replaced by 1/2 and 1/4 inch metal 
tapes and the experiments repeated.    Little improvement in bandwidth or VSWR was 
observed. 
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figure 5-12   (C).    Performance of Proposed Antenna (U) 

5.2.1.5.2   (Cj   (Continued) 

Subsequently, experiments were conducted with different number of ground plane 
radials.    The results are shown in Table 5-1.   With no radials, the antenna exhibits 
the best VSWR due to ground losses.   As the number of radials is increased, the 
antenna shows better and more consistent performance.   The best change in gain is 
shown in going from three radials to four.   Although six or more radials would give 
somewhat better performance, the cost versus improvement ratio would be quite high. 
Therefore, considering cost and performance, the monopole with four ground plane 
radials is judged to best fulfill the antenna requirement. 

In summary, the proposed antenna design may be described as follows: 

a. The antenna dimensions will be: 

Radiator:   Ifi. 5 inches long 

Radials:   20. 5 inches long 

b. Four (4) ground plane radials will be used. 

c. Twelve-gauge wire or 1/2 inch metal tape will be used to construct the 
radials. 

d. Bandwidth of 20 MHz (161-181 MHz) can be achieved with a VSWR better than 
2:1. 

e. A gain of -1 dBl can be achieved. 
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Figure 5-13   (C).    Elevation Pattern of Proposed Antenna (I1) 

f.     Soil conditions will have an effect on the characteristics of the antenna; i.e., 
moisture content of the soil will vary the performance of the counter-poise 
and hence, the antenna characteristics. 

5.2.1.6   (C)   Battery 

5.2.1.6.1   (C)  General 

The cells proposed to supply power to the units of the WARS subsystem are the 
Union Carbide Alkaline E95 "D" and E-93 "C" cells.    The electro-chemical system of 
these alkaline cells consists of a zinc anode of large surface area, a manganese- 
dioxide cathode of high density, and a potassium-hydroxide electrolyte. 

The alkaline cell was selected for the following reasons: 

a.    It has good weight and volumetric efficiency. 
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b. The shelf life characteristics of the alkaline cell is considered good in that 
after one year storage at 70*F it can still be expected to biipply more than 
90% of its rated capacity. 

c. The internal Impedance is quite low.   This allows large currents during 
transmit periods with little change in the voltage level.   Impedance of the 
"D" cell is less than 0.1» ohms, and of the "C" cell less than'0.25 ohms. 

t f 

d. These cells are primary and are intended to be dispoeiftl.'of at the end of 
service life.   The low cost of this type cell makes it a co^t-effective item. 

e. The low temperature performance of the alkaline cell at -^0 F is good; it 
can be expected to deliver as high as 30(I of its rated capacity. 

The proposed alkaline battery packs will all have 200% of the pominal capacity 
required to provide six months of service life at TOT,   TTiis will assure about 3 to 
4 months of service at -20oF.   The alkaline cells may be used normally up to 130CF. 
Sustained periods of 160*F will result in some decrease in battery life. 

As is generally the case with electrochemical power sources, there are some 
design trade-offs which must be considered.    Thus the alkaline cell has the advant- 
ages listed above; however, it does not exhibit the highest volumetric efficiency. 
Consequently, the volume of the alkaline lattery pack will be greater than that of a 
mercury battery pack of equivalent capacity.    The weight, on the other hand, will be 
about the same.   The mercury battery pack was primarily rejected for the reason 
that at -208Fjmercury cells deliver only about 591 of their rated capacity. 

Another alternative which was considered was the use of silver cells.    Tills 
approach, however, was also rejected because ,0! the high cost of .silver-cadmium 
and silver-zinc cells. 

5.2.1.6.2   (C)   S/T Battery 

5.2.1.6.2.1   (C)   Required Capacity 

The total capacity required to power the S/T unit for 6 months Is calculated as 
follows: 

Continuous Drain: 

Encoder and Power Control 
Primary Detector 
Self Test 

10 MA 
300 MA 

50 MA 

Total 360 MA 
Capacity required for continuous 
drain for six months: (360 »A) (4320 hrs) = 1.6 Ah 
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5.2.1.6.2.1   (C) (Continued) 

Intermittent Drain: 

Encoder and Power Control 
Transvitter 

Toial 

20 mA 
25 mA 

45 mA 

The expected duty cycle is 0.02%; hence, the capacity required for the inter- 
mittent drain over six months (45 mA) (0.9 hr.) = 40. 5 mAh.   Therefore, the total 
capacity required is approximately 1.65 Ah. 

5.2.1.6.2.2   (C)   Pack Description 

A battery pack which will meet the above requirement consists Oi twelve E-93 
"C" cells.   This pack will provide an initial voltage of 18 volts, with a nominal 
capacity of approximately 3. 5 Ah at 70oF to an end point voltage of 13 volts.   The 
pack will occupy a volume of approximately 35 cubic inches and weigh about 3 lbs. 

5.2.2   (C)   Receiver/Relay (R/R) Unit 

5.2.2.1 (C)  General       i 

An overall block diagram of the R/R unit is shown in Figure 5-14.   The purpose 
of the R/R is to receive the alarm signals from as many as eight S/T units and re- 
transmit these signals to the R/I unit.   To accomplish this mission, the unit requires 
the following components: 

a. Receiver 

b. Demodulator 

c. Decoder 

d. Address Comparator/Encoder (AC/E) 

e. Transmitter 

t. T/R Switch 

g. Antenna 

h.    Battery 

The design of each of these are discussed in the following sections. 

5.2.2.2 (C)  Receiver  (Figure 5-15) 

The proposed receiver is one which was developed by Sylvanta under an Indepen- 
dent Development program.    The principal modifications required to adapt this 
receiver to the R/R application will be: 
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5.2.2 2   (C)   (Continued) 

a. frequency stability improvement 

b. operation over a wider temperature range, and 

c. replacement of the FM demodulator with a PSK demodulator. 

The receiver is crystal controlled and may be factory set to any frequency in the 
frequency band from 162 to 174 MHz.   It is of the single-conversion superheterodyne 
type with two stages of RF amplification and an 8-pole crystal filter in the 21. 4 MHz 
IF amplifier.   A schematic diagram and photograph of this FM receiver are shown in 
Figures 5-16 and 5-17, respectively.   The power consumption of this unit is less than 
6 mW (   2 mA at 3 V).   Although the schematic diagram appears conventional, exten- 
sive computer-aided design was used to obtain circuit optimization at the extremely 
low bias currents.   In each circuit, overall performance has been evaluated as a func- 
tion of operating power consumption. 

w 
nuRs»iT 
tiaivi 

• WMODULAIO« ■        •     wtom« 

Figure 5-14   (C).    Block Diagram of H/R 

The modifications which will lie implemented to meet the R/R requirements are 
listed below: 

a. 

b. 

Reduce the IF bandwidth to 40 kHz at the -6 dB points. 

Incorporate an 8-pole crystal filter to provide a /nun A HR =—l"' 

with less than 0.5 db peak-to-peak ripple in the passband. 

c. Incorporate a crystal-controlled local oscillator to operate at one-half the 
LO injection frequency of 140.6 to 152.6 MHz.   The frequency tolerance over 
the environmental range must not exceed tSO ppm. 

d. Replace the FM discriminator with a phase locked PSK demodulator. 
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5.2.2.2   (C)   (Continued) 

e      Incorporate a TU switch to protect the receiver input circuits during re- 
S+N I 

transmission     The receiver sensitivity must be -lüö dlJm lor     '    N = ti dB. 

f.      Incorporate a squelch circuit to gate off power to all decoding stages when the 
S/N at the IF output is inadequate to decode properly.    (This is to conserve 
battery power) 

A block diagram of the proposed H  U receiver is shown in Figure 5-1 f .   The HF 
amplifiers will consist of two common base amplifiers with high Q single-tuned inter- 
stage coupling and matching networks.    The input matching network will also be single- 
tuned and designed to match the input of the receiver to 50 ohms with less than 2:1 
V'SWH.   All transistors for the HF and IF amplifiers and the oscilloscope will be 
2N42ü9'.S.    The mixer will be active, with emitter injection of the LO and base injec- 
tion of the signal.   The output ot the mixer will be matched directly into the 8-püle 
crystal IF tilter at 214 MHz.    This filter will be a TC-F1L-Ü515, manufactured by 
TMC, Inc    The limiting IF amplifier will consist of \ cascaded cascode pairs with 
synchronously tuned single-pole bandpass interstage coupling networks.   The band- 
width of this amplifier, without the crystal filter, will l>e Ü.5 .MHz 

5.2.2.3   ((.')   FSK Demodulator 

The proposed demodulator is as described in 4.3,7.2. 

5.2.2.I   (C)   Decoder 

Power will lx; applied to the decoder when sufficient signal energy is received to 
quiet the receiver.     The decoder will then check the incoming signal for the Barker 
code frame marker.    ()nco this code lias t)een qualified, the remaining message will 
be clocked into the address comparator encoder (AC  E) for an address check and re- 
transmission.     The proposed decoder is doscrilxjd in detail in 43.7.1, 4.3.7.3, and 
1.3.7. t. 

(C)   Address Comparator Fncoder (AC  E), 

The purpose of the AC F is to accept the decoded message from the decoder, com- 
pare its address with the address of the H H. and, if a match is obtained, encode the 
received message and send it on to the modulator     In addition, this unit will also con- 
tain the power control circuits for the transmitter.   The functioning of this unit is 
described below. 

A block diagram of the proposed approach is shown in Figure 5-18,   In the quies- 
cent state, battery voltage will be applied only to the power-control flip-flop and the 
power switch     When a message is received, the receiver will generate a squelch 
signal and this will \ye used to temporarily enable the power switch     This applies the 
battery voltage to the regulator which provides a regulated +12 volts DC for the AC ^ 
circuitry.   A reset circuit, which will bo triggered when the +12 volts DC is applied, 
clears the binary counter, parity flip-flop, and clock inhibit flip-flop.    The AC/F 
will then l)e ready to receive data and clock pulses from the decoder     A 16-stage 
shift register will l)e used to store bits 8 through 23 of the incoming message.   The 
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5.2.2.3   (C)   (Continued) 

6 WARS ID and 3 Array ID bits will be stored in stages 1 through ti and 7 through 9, 
respectively, of the shift register.   A bit counter will count the incoming clock pulses. 
When 16 clock pulses are received, the decode gate will trigger the clock inhibit flip- 
flop to inhibit additional clock pulses, or noise.   The parity flip-flop will be set to a 
"one" state whenever the received-data is a "one. " After the received data has been 
serially read in, the output of the parity flip-flop should be in a "one" state if the data 
contains an odd number of "ones."   Next, the WARS ID and Array ID bits will be com- 
pared with bits in the code plug and, if they are identical, a pulse will be generated 
The bits of the code plug wül be set prior to field deployment    A "one" will be pro- 
grammed by cutting a jumper wire which applies a positive voltage to the word com- 
parator     No action will be necessary to program a "zero" since the jumper wires 
will already be internally shorted to ground     The outputs from the parity FF and 
comparator will \>e applied to an AND gute which will set the power control FF to the 
Q state     The power control output will be an enable signal for the power switch and 
the 12-volt switch during the transmission period     Note that the +12 volts will be 
applied to the transinttei   )nly after the incoming message has been checked 

Upon completion o! address irtformation, the message will be ready for trans- 
mission     To accomplish this, the power control output will trigger the transmitter 
delay one-shot to enable the clock-and-load command circuit     One millisecond of 
delay will \>e provided b\ the one-shot to permit the transmitter to reach the proper 
frequency and power level before the transmission takes place     The occurance of a 
load command pulse with a negative transition of the clock Cl' will cause a parallel 
transfer of data into the; "i-stage shift register     Thi.« parallel data will consist of the 
enable and frame marker bits     Note- that the data in the 1(>-Ktage register will IK' 
shifted one position to the right with the first negative transition ol the clock     Each 
additional negativ«! transition of the clock will serially read out the 24-stage shift 
register      The output and the inverted output of the register will be gated with the 
clock outputs in the encode gate to generate the "ones" and "zeros" of the message 
The encode gate will generate a "zero" when the register output is zero volts, and a 
"one" when the register output is *12 volts     The bit rate frequency is 10 kHz     After 
23 additional clock pulses have been counted by the bit counter, the decode gate will 
generate a pulse which will reset the power control flip-flop and turn off the clock 
Thus, power to the transmitter and the AC   K will Ije turned off.    The transmission 
time will tie approximately .T msec 

5.2.2.6   (C)   Transmitter 

The R R transmitter, whose block diagram is shown in Figure 5-19. will use 
several circuits identical to those of the S T transmitter     Identical will be the oscil- 
lator. X2 multiplier, modulator, and data filter     The portions which will differ will 
be: 

a      power amplifier. 

b      input power switching, and 

c.     antenna matching networks 

\. 
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5.2.2.6   (C)   (Continued) 

By referring to Figure 5-19, it can be seen that the -1 dBm mixer output will he 
applied to a 2N38üti pre-driver amplifier stage with 13 dB of gain.   This output is then 
fed to a 2N38«6 Class C driver amplifier which also has 13 dB gain and which drives 
the output stage with -^25 dBm.   The output power amplifier transistor will be the 
2N5641     This device will be operated Class C with 11.5 dB of gain and will provide 
4.5 or 0. 45 watts into the switch-selected matching network    To protect the power 
amplifier against very large V'SWR (open or short circuit) loads, it will be necessary 
to insure that the output transistor chip is capable of safely dissipating the total power 
applied to it.    The total (P..,) is given by 

P 
T 

P.    +P. 
in      dc 

■V 
I. 

where 

P,p      total power 

I'        the power irput from the previous stage 

P .    - power drawn from the battery 
dc     ' 

P.       power delivered tu the load 

(0i? 

rcxo K2 
•5 DBM 

DATA INPUT 
DATA 

AVPLIflER 

V ANTENNA PLUGS 
INTO EITHER 
OUTLET 

[ 

BAiANUD 
V.lXtR   R 

< 

6P0l£ 
.rev PAS5 

T  P 

SAITCH 

T R 
SWITCH 

DBM •13 DB 

?N}8b6 

'36 DBM 
f  

i WATT 

0. i WATT 

•?6 DBM 

ANTENNlA 
MATCH 

NO, 1 

1? DBM 

4.5 

AArrs 

ANTENNA 
MATCH 

NO. ? 

'13DB 
7M3866 

'?5DBM 

♦U.5DB 

Figure 5-19   (C) 

ICONFIDINTUl) 

R/R Transmitter Block Diagram (lT) 
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5.2.2.H   (C)   (Continued) 

For thia stage: 

P,   =0.3 watts, P.     4,5 watts, efficiency = 70 , in L 

dc 
V I. 4  5 

0. 7 ü.4 watts, approximately 
Efficiency 

Therefore, under matched load conditions- 

PT -- o ;J ^ »i i - 4 .: 2  2 watts 

and under conditions ot very iar^e V'SWH; 

V T t> 7 watts 

The 2X5041 v/ith proper chip mounting am) heat sink »s c-ajjal'le of dissipating 
11. ö watts at 2.'J'( , or it minimum ol     watts ai 75*L'     Therefore, the design will be 
within sale limits even under worst-case conditions 

The two matching networks will In,- connected to die colleclor of the 2N5(>41 in 
the same manner as it is done m the S   1 transmitter.   All circuits with the exception 
of the final amplifier will fx- powered from u 12-volt regulator line switched on by the 
At'   K unit     The final amplifier will IK- biased Class C and will be turn«! off except 
when driven on bv the previous stages     lor this reason batten voltage will lie 

* applied to the final amplifier i^all tyiies 

5.2.2.7   (C)    1' K Switch 

The T  K switch network utilizes a |iarall<.'l diode (1)1) on the receiver input net- 
work that is biased on by the power control during transmission and prevents the 
transmitter from damaging the receiver input     When the diode 1)1 is in a low imped- 
ance state during transmission,  1.1 and Cl present a high impedance to the antenna 
port.    During the receive mode.  11, Cl, and L2 reflect SOohmi-i to the antenna port, 
matching the antenna to the receiver input     The circuit i.^ depicted schematically in 
Figure 5-20.    Figure .■)-21 shows a Smith Chart representation of the impedance 
transformations described atwve 

During transmission, the output matching network not connected to the antenna 
reflects an open circuit to the output stage     The output matching network connected 
to the antenna reflects the proper load resistance to the output amplifier for the re- 
quired output power level.   In the Receive mode, the transmitter output amplifier is 
cut off and the amplifier output impedance is very high     The transmitter matching 
network is designed to reflect this high impedance as a high impedance to the antenna 
by taking advantage of reciprocity. ^■, ? - ^91. when designing for Z.    =    for R. = 

The received signal loss due to the transmitter will be less than 0.5 dB 

The antenna will employ a I'-plug feed that will connect A to B for output power 
#1, and B to C for output power *2     The antenna, therefore, will be connected to the 
receiver (port B) in either case 
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Figure 5-21  (C).    Receiver 500:500 Matching Network (U) 

5.2.2.8   (C) Switching-Mode Voltagr Regulator 

(COMH0IHT»Al) 

A switching-mode voltage regulator will be employed in the R/R and the R/I 
units to reduce the power usually dissipated in a conventional vc'tage regulator. 
This type of regulator utilizes a transistor switch and an LC network in addition to 
the conventional feedback amplifier and voltage reference.    The main advantage of 
this regulator is that it dissipates very little power.   Therefore, efficiencies of 
909r or better are possible. 

A block diagram of the regulator is shown in Figure 5-22.   It consists of the 
following elements: 

a. Regenerative transistor switch, 

b. An LC network, 

c. Freewheeling diode, 

d. Voltage reference, 

e. Feedback amplifier. 
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Figure iJ-22   (U).   Switching-Mode Voltage Regulator (U) 

5.2.2. ><   (C)   (Continued) 

The pulse rate of the transistor .switch is controlled In the feedback amplifier. 
When the switch is on, current flows through the inductor L, charges the capacitor 
C, and supplies the load current.    When the switch turns off, the back emf of the 
inductor drives the current through the freewheeling diode and continues to charge 
the capacitor until the energy stored in the inductor is dissipated.    The switching 
frequency varies with load and input voltage.    Because the energy is sto *ed in ele- 
ments L and C and not dissipated in a series-pass transistor network as in a conveii- 
tional regulator, the steady state input current to this regulator can be less than the 
output current.    For example: 

v  - efficiencv 

in 
out 

in 

out 
P. 

in 

out   out 

in 

If 

then 

out -    3 V 
V 

out =    3 mA 

T) =    0.!) 

V. 
in 

-    28  V 
t 

I. 
in 

=    O.ßmA 
t 
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5.2.2.8   (C) (Continued) 

With a high-gain, low-power operational amplilier, used as the feedback ampli- 
fier, very low outout ripple may be achieved.   If necessary, further decoupling is 
possible using a capacitance multiplier circuit. 

5.2.2.9   (U)   Antenna 

Same as described in Section 5.2. 1. 5. 

5. 2.2.10   (Cj   Battery 

5.2.2. 10. 1   (Cj   Required C'apacitv 

The total battery capacity required to power the R/R unit is calculated as follows: 

Continuous Drain 

Receiver 

AC/E and Power Control 

0.25 mA 

0. 02 mA 

Total 0.2 7 mA 

Capacity required for continuous drain for six months: 

(0.27 mA) (1320 hours»""  1.2  \h 

Intermittent Drain 

AC/E and Power Control 

Decoder 

Transmitter 

Total 

50 mA 

.")0 mA 

450 mA 

550 mA 

The expected duty cycle io 0. 1 : ; hence the capacity required for the intermittent 
driin over a six month interval is (550 mAi (4.32 hours) - 2.4 Ah.    Therefore, the 
total capacity required to power the R/R unit will be 3. R Ah. 

The battery which is proposed to power the R/R unit will consist of eighteen E-95 
"D" cells for an initial voltage of 27 volts.   This battery pack will have a nominal 
capacity of 7 Ah at 70°F to an end point voltage of 18 volts.    The volume will be about 
80 cubic inches and weigh a'bout six pounds. 

5.2.3   (C)   Receiver/Interface (R7!) Unit 

5.2.3. 1< (C)   General 

The purpose of the R/l unit is to receive signals sent by the R/R units located 
within the same Wide Area, decode these signals, compare the WARS address of the 
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5.2.3.1   (C)   (Cuntinued) 

received sipial with that stored in the R/I and,  il a match is obtained, restore the code 
format and transfer the received message over a wire line to a Long Hange Transmit- 
ter (LHT).    To accomplish this mission, the R/I unit will require the components 
shown in the block diagram of Figure Ö-23.   The design of each of these is discussed 
in the following sections: 

5.2.3.2   (U)   Antenna 

Same as described in Section  5.2.1. 5. 

0.2.3.3   (C)   Kecelver 

The receiver for the K/I unit will be similar to ihe one described in Section 
5.2.2.2.     The only difference is the requirement for an improved sensitivity.    As 
shown in Section 1.3. 1Ü, a sensitivity of -112 dBm is required to produce a 

ti dB      :-~    at the IF output.    Hence, this receiver must be 7 dB more sensitive than 

the one in the U 11 unit.   One to two dB improvement will be obtained by elimination of 
the T/U switch, since no receiver blanking is required in the U/I.    The remaining 
.") dB will (>e obtained at the expense of increased current consumption in the HF ampli- 
fiers and mixer to improve the noise figure and gain of these stages.   The operating 
current of this receiver will be 3 mA at 3 V as contrasted to the 2 mA for the H/H 
receiver. 

The increased current consumption will also provide an improved dynamic range 
and better spurious response characteristics for the H M receiver.    This will have a 
particular advantage in that this receiver nun be exposed to signals from a nearby 
four-watt UK transmitter while the H U receivers will have to cope only with the 
100 mW S T transmitters    In all other respects the U/l receiver will be identical to 
that used in the \\ H unit. 

."). 2. 3. \   (Ti   Demodulator 

Same as described in Section .").2 

V 

RECEIVER 
PSK 

DEMODULATOR 
DfCODER     - 

ADDRESS 
COMPARATOR 

ENCODER 
TO ,R1 

Figure Ö-23   (O.    Block Diagram.  H T Vnil (1) 
'CONriOlNTlAl) 
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5,2. :i. 5  (I)   Decoder 

Same us described in Section 5.2.2.4. 

5.2. 3. 6   (C)  Address Comparator/Encoder (AC/E) 

The AC/E circuits ot the HI unit, shown in Figure 5-24, will be siniilar to those 
used in the R/H unit, with the following exceptions: 

a. Ünlv the WARS II) bits \,\ill be compared.    This, again, will be programmed 
via a code plug. 

b. Since the R/l unit does not include a transmitter, no delay for transmitter 
turn on or power switching to the transmitter is required.    The code trans- 
mission time will be approximately 2.15 ms. 

c. The binary message out ot the Encode (late will be fed into a Line Driver, 
which will then semi the message over a transmission line to a I^ong Range 
Transmitter (I.Ki'i.    The bine Driver will provide the power required to 
send data over a low-impedance transmission line. 

5.2.:!. 7   I(J   battery 

5.2..'1.7. I    ((')   Required rapacitv 

The total kitten rapacitv required to power the H  1 unit has been estimated as 
follows: 

Conlinuoiis Dram 

Receiver 

AC   F 

Total 

500 nA 

15 ..A 

51 5 if A 

Capacity for continuous drain for six months is: 

(515 uA)   X   i l.rjo hrs)   -2.2 Ah. 

Intermittent Drain 

AC/E 

Decoder 

Total 

50 mA 

50 mA 

100 mA 

The dutv evele of the HI unit may, as an upper txiund. bo as much as eight times 
that of the R  R unit.    The duty cycle of the R/R unit was assumed to be 4. 32 hours 
in a six-month period.    Therefore, the total on-time of the R/l unit could be as much 
as 35 hours.    Hence,  the intermittent drain capacity will bo (100 mA) X (35 hrs) 
3. 5 Ah,    Therefore,  the total capacity of the unit for six months will be 5. 7 Ah. 
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5.2.3.7.2 (C) PackDes ription 

The batter proposed or th R/ 1 Wlit will consist of twenty-four E-95 "D" cella 
connec ted in a series parallel ombination to provide for an initial voltage of 18 volts 
and an end point oltag o 13 volts with a nominal capac ity of 12 Ah at 70 °F. Tbe pack 
is estimated to occ up a olum of appr ximately 130 ubic in hes and weigh about 
nine pounds. 

5. 3 (C) 
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B*niRv 

Figure 5-25   (It.    Primary Chassis Concr-pt (U) 
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UNCLASSIFIED 
5u 3.2.1.3   (U)   Disadvantage« 

Unless a complex shape is being tonsidered, a fabricated chassis will always 
weigh less than a cast one. 

The flexibility achieved by providing separate connectors is negated by the re- 
quirement to conceal the unit.    In this case it would require three separate holes plus 
cable concealment, ur one large hole. 

This could be reduced by incorporating the batteries within the unit, but only at 
the cost ot a mure bulky package and the expense of battery holders.    The amount of 
space available for additional circuitry, however, has a practical limit since space 
usually increases size, weight,  and cost. 

In summary, while this concept is attractive in many aspects, it does not aopear 
to possess the degree of modularization and flexibility envisioned for this program. 

').'i.2.2   d»   Functional Modules 

This design approach considers individual modules, each possessing a complete 
circuit function.   The modules all possess a common physical interface, and thus can 
be combined in a varietv of ways resulting in great system flexibility. 

5.3.2.2.1    (l)   Cylindrical Chassis Modules 

This concept would use cylindrical external chassis with circular printed circuit 
assemblies grouped within, as shown in Figure .')-2*i. 

5. ."i. 2.2. 1. 1    (lj   Fabrication 

The chassis is formed from a tut*- closed at one end and sealed at the other with a 
rolled double seam.    Individual modules are assembled in series. 

5. 3.2.2. 1.2   (C)   Advantages 

Cylindrical shapes offer a high riegrer of strength, and are economically avail- 
able in many sizes and low weight materials.    The assembly of the circular PC cards 
can be done inexpensively on a flow solder machine and eliminates the need for most 
internal plugs and connectors.    The series connection of the modules provides an 
almost unlimited degree of flexibility in design, application, and future expansion of 
the system. 

5. n.2.2. 1. .t   (D   Hi sad vantages 

The sealing of the upper lid on the cylinder represents a special process requiring 
special tooling.   It also encumbers adjustment and maintenance of the modules.   While 
the cylindrical chassis is an inexpensive item of a throw away nature, the opening and 
closing of this system imposes special requirements on supply and maintenance organ- 
izations.    The use of circular cards requires that more cards of a smaller size be 
used.    This results in some circuit discontinuities and design inconveniences.    The 
replacement of individual cards also tend to be more difficult and thus requiring a 
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Figure 5-26   (U).   Cylindrical Chassis Module (U) 
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5.3.2.2.1.3  (U) (Continued) 

no-maintenance, throw-away design.   While throw-away concept is a possibility, it is 
not felt to be justified at this time by the cost of the modules. 

In summary, the cylindrical modules possess the degree of flexibility required by 
this program.   Their major drawback Is the difficulty in access for adjustments or 
maintenance.   This limits the application of this concept. 

5.3.2.2.2   (U)   Rectangular Modules 

This concept calls for a series of rectangular chassis, with single function 
circuitry in each, as shown in Figure 5-'i7. 

5.3.2.2.2. I   d)   Fabrication 

The design requires continuous extrusions to form the sides of a square chassis. 
Fabrication consists of making two opposing extruded sides of a standard length, 
each containing PC" board slides.    These opposing sides are mated with two flat sheets 
by welding, and the resultant form cut into   lengths to form the individual modules. 
'Hie top housing assembly contains a small motherboard that interfaces with the circuit 
boards.   Additionally, it provides a mounting space for the Antenna RF connectors. 
Code Plug Cap, auxiliary sensor connectors, and self-destruct circuitry if requirod. 

5. \\. 2.2. 2.2   (U)   Advantages 

The square extruded shape offers all the advantages ol accessibility possessed 
by the primary chassis, with none of its limitations in terms of deployment.    The 
square shape, like the cylindrical, lends itself to each deployment.    The series 
stacking nature of the modules, and the lack of external cables also are attractive 
features.    Battery size can be readily altered with this configuration should the need 
arise for longer or shorter operational times. 

The system can be assembled in minutes using the snaplock connectors which 
fasten the modules together: tested, disassembled, and transported to a deployment 
site in back packs.   The square shape provides the greatest packing density, while 
the modularization offers a variety of weight distribution combinations to the carriers. 
Future needs and requirements of the system can be met through:   (1)   replacement of 
a module, (2)   addition of a module.   (3)   increasing or decreasing the size of a mod- 
u\e to utilize new circuitry, or   (t»   combining new and existing cards. 

5.3.2.2.2.3   (I)   Disadvantages 

Cost of fabrication of this concept will be midway between the Primary Chaseie 
and the Cylindrical Chassis.   It requires fewer connectors than casting but more than 
the circular cards, because a motherboard and internal connector are used. 

Sealing of the Individual modules against one another will require careful con- 
sideration to assure a functional and producible design. 
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ANTENNA 

CODE PLUG 

PRIME & 
AUXILIARY 
SENSORS 

TRANSMITTER/ENCODER 

SEISMIC DETECTOR/PROCESSOR 

BATTERY 

(COMnMNTIAl) 

Figure 5-27  (C).   Artist's Concept of Proposed S/T Package (U) 
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5.3.2.2.2.3   (U)   (Continued) 

In summary, it seems that this concept offers the best approach not only for a 
producible design but also to meet the requirements of flexibility in application and 
simplicity of production. 

5. 3.2. 3   (U)  Summary of Packaging Concept Analysis 

The functional module "oncent offers greater flexibility to the user in immediate 
assembly of a required sys.em, but at a greater cost than the Primary chassis.   This 
approach is, therefore, selected to be used in the physical design of the WARS 
hardware. 

5.3.3   (C)   Review ot Other Physical Design Parameters 

5.3.3.1    (C)   Adjustments 

Due to the environmental requirements of the WARS hardware, every effort was 
made to limit interfaces between the environment and the unit's internal structure, 
and to reduce the unit complexity.    This impacts mostly in the area of controls.    The 
required functions are detailed in Table 5-2. 

Fable 5-2    (C),   Adjustments Required   ((U) 

Function S'T H/R R/l     | 

Activation Field Field Field   I 

Sensor Cain \Uso N.A. N.A. 

XMTR.  Frequency Base Rase N.A. 

XMTH.  Power Field Field N.A. 

Rec.   Froquencv S.A. Base Base    I 

Code Rase Rase Base    j 

Auxiliary Sensor Field N.A. N A.     i 

Day/Night Activation Rase Rase Base 

5.3.3.2   (C)   Controls 

5.3.3.2.1 (C)   Init Activation 

The unit will become operational when the Battery is attached to the main nousing. 
This is done to eliminate an extra switch access hole. 

5.3.3.2.2 (C)   Seismic Sensor Sensitivity 

The two-position gain switch will be provided on the side of the seismic sensor. 
The actual switch will be located internally to the seismic sensor and activated mag- 
netically through the unit's case. 
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5.3.3,2.2   (C)   (Continued) 

This wil! be accomplished by sliding a plastic switch containing a magnet from one 
detent to another; resulting in the required switching action while preserving the unit's 
environmental seal. 

5.3.L;.2.3   (Cj   Transmitter Power       x^ 

A power level change of 10 dB will be provided by installing the Antenna in one 
of two positions.    Three RF connectors will be provided on the top housing cover of 
the R/R unit.    The central plug will be for the receiver while the two outer plugs will 
be for the transmitter.   Only one of the transmitter plugs will be utilised;   one being 
for low power output and the other for high.    The antenna assembly itself will have 
only two plugs:   the central receiver plug and a transmitter plug.    Installation of the 
antenna can occur in two positions ISO" apart, 
depends on the transmitter output required. 

Which of these positions is chosen 

Two RF connectors will be provided on the top housing cover of the S/T unit. 
Transmitter power output will be selected by selection of the proper connector for 
insertion of the antenna. 

r 

r>. 3,3.2,4   (C)   Transmitter and Receiver Frequency 

Frequency changes will bo accomplished hv replacing a transmitter or receiver 
card with another of the desired frequency. 

5.3.3.2.5   ((')   Coding 

Code plugs will be contained under the removable code caps on the upper housing 
of each unit.    The code plugs will be programmed by clipping and removing wire links, 
thus providing code flexibilitv using a common plug furnished with all units. 

5. 3. 3.2, 6   (C)   Day/Night Activation 

Operation of the WARS System at night only will be made possible by removing the 
code olug cover and replacing it with a clear plastic cap which contains a light- 
sensitive cell.    This will be held in position by a threaded wing.'   Circuitry for this 
type of operation may he provided with each unit (optional).    To make use of it, only 
the cell will need to be installed at the base. 

5.3.3.3   (C)   Maintenance 

5.3.3.3.1    (C)   Accessibility 

All units will offer complete accessibility to the circuits and components once 
they are opened for inspection, since all circuitry will be exposed when the cover is 
removed.    Test points which will provide test access to major circuit functions will 
be provided internally to reduce access posts.   Those circuits that require alignment 
(Transmitter and Receiver) will be placed at the outside of the circuit assembly so 
that the operator can perform the adjustment with no additional disassembly other 
than removal of the unit housing. 
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5. 3. 3. 3. 2 (U) Maintenance Ground Equipment 

The maintenance philosophy has not been defined as yet; however, as a minimum, 
it is recommended that the following asoects be considered. 

5.3.3.3.2.1 () Field 
1. 

A simple Go-No-Go tester is r·ecommended to prO\'ide the installation crew with 
final check on equipment oerformance before they leave the scene or activate the dis­
able mechanism. This test set can be a hand-held , self-powered unit of small size 
designed to check out the operation of all major ir uit functions within the unit. 

5.3.3.3.2.2 

In addition to the Field t t s t , th ba e i ex"t)ected to be equipped with a 
Go-No-Go t t r for individual card , allowing fault-i olation down to a defective 
board or chas is ass mbl •. 

5.3.3.4.l ( 

Maximum uti lization will b fan) mmon ·ircuit de ign that exist be-
tw n th unit . Pr s nt I ign plan ·all f r a ingl t1·an mitt r / modulator design 
for both the / T and th H/ H unit . Th 1)3. i rliffercn in th e ·de igns will b in 
th buff rand final HF Ampllfi r I ·au f th diff r nt power output requirements 
of thes units. T s tandar liz n transmltt r d ign, a ·ommon board will be used in 
both appli ati n with t oti n that the buff r and fina 1 amplifier will b<' on a 
scparat ub-board . Thi. uh-1 ar'(l, "hi ·h olug dir ' tlv lnt thC" main board, will 
be easil int r ·hang('(!. 

The same approa h wi II b u l'd n ttl<> r «:>i v(>r d sign In that th varying sensi­
ti vity requi rem nts of th H/ R and Rl l "i 11 b met by using a common d iign with a 
plug-in R. F. tag . imilarh·, a omm n board will used for the R/ R and R/ 1 
Address mparator / Encoder. The d ign will I idcnti al cxc pt for the compon-
ents of the power swit hand for ch king an additional thr bits which will be 1 ft 
off the P./ 1 board. 

5. 3. 3. 4. 2 ( ') Chassis Assemblie 

Battery and circuit requirement dictate chassis requirements. However, b 
assembling these in the most favorable manner it is oossible to achieve a design that 
will use the same basic chassis for both the R/ R and R.I. 

The impact of this t~'pe of maximum circuit and chassis utilization will not only 
reduce oroduction cost~ but also maintenance and logistic requirements as well. 

5.3.3.4.3 (~) Antenna 

The Hntenna design employed will be the same for a11 three units. This is 
described in Section 5. 2. 1. 5. 

5-46 

COIFIDIIJIAl 



CONFIDENTIAl 
.. 

5. 3. 3. 3. 2 (U) Maintenance Ground Equipment 

The maintenance philosophy has not been defined as yet; however, as a minimum, 
it is recommended that the following asoects be considered. 

5.3.3.3.2.1 () Field 
1. 

A simple Go-No-Go tester is r·ecommended to prO\'ide the installation crew with 
final check on equipment oerformance before they leave the scene or activate the dis­
able mechanism. This test set can be a hand-held , self-powered unit of small size 
designed to check out the operation of all major ir uit functions within the unit. 

5.3.3.3.2.2 

In addition to the Field t t s t , th ba e i ex"t)ected to be equipped with a 
Go-No-Go t t r for individual card , allowing fault-i olation down to a defective 
board or chas is ass mbl •. 

5.3.3.4.l ( 

Maximum uti lization will b fan) mmon ·ircuit de ign that exist be-
tw n th unit . Pr s nt I ign plan ·all f r a ingl t1·an mitt r / modulator design 
for both the / T and th H/ H unit . Th 1)3. i rliffercn in th e ·de igns will b in 
th buff rand final HF Ampllfi r I ·au f th diff r nt power output requirements 
of thes units. T s tandar liz n transmltt r d ign, a ·ommon board will be used in 
both appli ati n with t oti n that the buff r and fina 1 amplifier will b<' on a 
scparat ub-board . Thi. uh-1 ar'(l, "hi ·h olug dir ' tlv lnt thC" main board, will 
be easil int r ·hang('(!. 

The same approa h wi II b u l'd n ttl<> r «:>i v(>r d sign In that th varying sensi­
ti vity requi rem nts of th H/ R and Rl l "i 11 b met by using a common d iign with a 
plug-in R. F. tag . imilarh·, a omm n board will used for the R/ R and R/ 1 
Address mparator / Encoder. The d ign will I idcnti al cxc pt for the compon-
ents of the power swit hand for ch king an additional thr bits which will be 1 ft 
off the P./ 1 board. 

5. 3. 3. 4. 2 ( ') Chassis Assemblie 

Battery and circuit requirement dictate chassis requirements. However, b 
assembling these in the most favorable manner it is oossible to achieve a design that 
will use the same basic chassis for both the R/ R and R.I. 

The impact of this t~'pe of maximum circuit and chassis utilization will not only 
reduce oroduction cost~ but also maintenance and logistic requirements as well. 

5.3.3.4.3 (~) Antenna 

The Hntenna design employed will be the same for a11 three units. This is 
described in Section 5. 2. 1. 5. 
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5.3.3.7.2 ()Arming 

The actual energizing of the d stru t me hanism will not occur until the w1it has 
been emola ed and fWlcti nail · t st.ed. En rgizing th destruct ircuit will requiJ· 
the insertion , b r wing in, o a magn tic plug into a sealed a\ity in the upper 
housing. This plug will lose a proximity swit h wbi b omplete the destruct 
circuit. The a ·tivating magn t will b contained within a mold d plasti key , as 
shown in Figur 5-2 . Thi key, wb n r " into th tapered hole, will cause it 
to jam at th bottom of its tra v 1 and thu h ar ff at its n k n triction. This 
lea v the unit s aL d with no "a • t n agn t. D truc ti n will b effected 
on tilting, tampering, r nd batt 

CONNECTOR RF 

ARMING KEY 

COVER 
CODE PLUG 

PIPE THREAD 

REED SWITCH 

AUX SENSOR 
CONNECTOR 

Fitture --2 10. . lechanism for Self-Destruct Arming ( ) 

ICOWiawTIAl) 
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5. 3. 3. (C) Antenna ompatibiliry 

The antenna ign for th unit will 
plane. A single on!igurarion will 
a self-contained unit, isting o 

m 
1)-

futur 
f fl Xlbilit .\' i1~ m eting 
~ apabl of ' xnansi n 

r(>Qui r· m nt for fl 

a 

nt 
imilar 

nna 

t..anda rd 

• t • 1 ' · ou r ( c "ill ht• c• ·t rna I I< th( unit and 
ut :lift C' IJOR tt ( inl(•rfa< < of 1!1< mn<iul<> .. 

uPoh ' > IW~<· throu~h tht' 

nd c n" r 11 n an b mount(o(j m · mann<>r 

nfigura 1on. i '<>r r('(}uired 1 is an bC' 
nna r m fr m th unit and nnectlng th 

It i within the caoobi lit\· f t~ , IT uni to u e almost anv tyne of urrently 
available sens r. In all ase8 el rica) interfa <' betwc n the s ns rand the 
mit will remain the samE'. The or os(>d d~>sign uses a SPismi s nsor a a plug­
in module. This ffers the advantae; of "inglc sensor mnloyment in thf' has lin 
system. 

Au:dliary sensors ·ill interface with he two aYailable olug In at don th 
central module housing. Any tyf)e of sensor can be mployed with th s ismic sensor. 
This is discussed further in Section 6. 2. 
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COIIFIDEIITIAL 
5.3.4.4 Special Feature Equipment 

This subject is O\'ered in ba. t r . 

5.J.5 (C) 

5. 3. 5.1 

The 

a nang 
angl s t 
the olug, 

'flv. 
p0n nt 
of & • • • 

ompooent Pa 

S/ T t:nit 

Th · nlu!-: - •n on ·nna unt dl 
ln I n~h ln i , uri I l' n I& 1m. 

Th ' H 

m 

5-2 7. will be 
n od r t Tran mitter, and 

ul will appro imat ly 
nl~ in h ig-ht. The nt nts 

5 ' 'D ' ' cells . The e c lls will be 
tacke-d b<>hind and at r·ight 

m ld-p ttt:'d nl'l sing the cP llf', 
· mnl ted modul f 4" in h ight. 

f appr imatC'l~· 200 om­
ulttng in a nac. kngc; ht"ight 

. < J uf aoor· ·trnat lv 2:!5 < moon<:'nts. 
1 r t· 1· .>, · nd tht Ent•Od< r· mnd c.' H lht remaining 

I " l ard r ultln~ 111 an v('rall packag<' 

r u amatc•h 1" hi~h , 1- J / 2 " whJ<>, and :l - 1/ 2" 

The hn 1~ of ight n E-95 "D" c II . The ll s wi II b 
arranged in a ~ta k : .- bv 1 ·i h he . ra 3 II s st.a kPd be hind and at right ang lcs 
t the main sta k. Thi c 11 stac k ill fa riratcd in th sam mann r as th /T 
and will r ult in a hattpn· ·ith an O\crall h{>ight of 7' ' . 

The Rec iver, Transmitter / Encoder ~ ilt be comnosed of aooroximat.ely 480 com­
ponents: of the e. the Recei\'er will requir 210 and th Transmitter and the Encoder 
135 each. 

These circuits will occtmv four 3" x 7" boards resulting in an overall package 
height of -1 .'2" including the t.~Dper housing. 
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RECEIVER/TRANSWITTER/ 
ENCODER 

BATTERY 

(COMriKNTIAl) 

Figurp 5-30  (O.   Artist's Concpnt, R/R Unit (U) 
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5.3.5.3   (C)   R/I Unit 

The R/I package, an artist's conceot of which is shown in Figure 5-31, will be 
comoutted of three modules in the same manner as the R/R,   These modules will be 
of the same width as the R/R and will differ only in length and content as described 
below. 

The battery suooU will consist of twenty-four E-95 "D" cells.    These cells will 
be arranged in a stack of 6x3, with the extra ü cells stacked behind and at right 
angles to the main stack,    llie cell slack will be fabricated in a like manner as the 
S/T and will result in a battery with an overall height of 6-1/2". 

The Receiver/Encoder will be composed of anproximalcly 34 5 components; of 
these, the Receiver will require 210 and the Encoder the remaining 135.    'Hiese 
circuits will occupy 4 buardb resulting in an overall package height of 6-1/2" includ- 
ing the upper houaing. 
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Figure 5-31   (CK   Artist's Concent, R/I Unit  (U) 
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~tioo 6 

SPECIAL FEATURES 

6. 1 (U) GENERAL 

This chapter discusses features which -.ill greatly enhance the Oexibility and 
adaptability of the WARS subsystem and funher ensure its compatibility with widely 
varytnc world-wide applicatiODS and/ or modes of operation. All of the features 
discussed can be provided by simply substituting a component or inserting an additional 
component in the baseline system. No redesign of the system described in Chapter 5 
will be required provided that a deeisioo as to what features wUl be used with the 
Baseline System is made prior to initiation of the hard .. '1lre design. 

What the required ·omponents are. bow they function. and what some of the applica­
tions may be art discussed in the follo .. 1ng eetion on a per-unit basis. i.e .• t.he 
features which can be provided "' ith the T unit are taken up first. followed by t.hose 
of the R/ R, anrf then R/ 1. followed by a brief a~:ilysi of the impact of on-site alarm 
processing on th ove rall perf rm.ance of the.> n~ sy tern. 

6.2 (C) F Ttlt: ~ 'I l'='IT 

The optlonnl f • tu rc "hich ·:tn • provirle<i " 'ith the S/ T unit aJ•e : (1) Auxiliary 
Detector and It fl ., oclat •d :t>_n o r C mbinatlon Lotti rnodut • (2) Subterranean 
Antenna, and 13 Diurnal S"·lt<·h. Tht- av:lila.hte opt.lonR are depicted In Figure 6-1. 

description of each c f the • folio"'· 

The AwdlJ ry Oeh'<.'t r m ' v be u cd in thr different modes of operation: (a) as 
an independent secondar · sen~or. lbl as a ub Utute for the Primary Detector, 
and (c) - in conjunction with the Prima roy Detector where the latter Is used as a 
pre-qualifier. These modes of operation wlU be realized by inserting a Sensor 
Combination Logic module Into the baseline S/ T, between the Primary Detector 
and the Encoder. Tbe operation of this rnodulr is described next. 

6. 2. 1. 1 (C) Sensor Combination Logic Module 

This module, shown in a block diagram form in Figure 6-2, will normally operate 
iD Mode A. Operation in the other ~'0 modes wiU be accomplished by selecting the 
proper switch seUing. Each of the three modes are now discussed below. 

6. 2.1.1.1 (C) Mode A, Primary Sensor With or Without Auxiliary Sensor 

When operating in Mode A, the Primary and Auxitlary sensors are both operational 
8Dd not depeudent on each other. In Mode A, the unit can operate with only the Primary 
aeuor or with both the Primary and Auxiliary sensors. An alarm from the Primary 
Deledor will tum oo the S/ T while an alarm from the AwdUary Detector will control 
tbe meesage bit resetved for the status of the Auxiliary Detector. 
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Figure 6-1   (U).   Options of S/T Unit  (U) 

6.2.1.1.2   (C)   Mode B. Auxiliary Sensor Without Primary Sensor 

In Mode B, the Auxiliary sensor replaces the Primary sensor.   In this mode, 
only alarms from the Auxiliary sensor will be transmitted.   This function can be 
readily realized by breaking the connection between the Primary sensor and the 
S/T unit. 

6.2.1.1. 3 (C)   Mode C, Auxiliary Sensor Qualified by Primary Sensor 

In Mode C, the Primary sensor controls the Auxiliary sensor.   The Auxiliary 
sensor will be maintained in an off state during a period of inactivity.   When an alarm 
occurs in the Primary sensor, power will be switched on to the Auxiliary sensor for 
a period of 5 to 60 seconds, depending on the specific sensor used, to permit that 
sensor to alarm.   An application of Mode C might.be when the Primary sensor controls 
a passive infrared sensor employed for personnel counting.   This is further described 
in Section 6.2.1.2.3. 

6.2.1.2  (C)  Candidate Sensors 

The sensors to be discussed here were selected on the basis that they offer detec- 
tion characteristics different from those of the seismic sensor proposed for the 
Primary Detector.   Thus, only the magnetic, radar, and passive IR will be considered 
here; however, there is nothing chat would preclude the use of any other sensor as well. 
In fact, the only constraint that a candidate for the Auxiliary Detector must meet is the 
electrical interface requirement with the S/T unit. 
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Figure 6-2   (C). 
'CONFIOINTIAl) 

niock Diagram, Sensor Combination Logic Module  (U) 

fi. 2.1.2.1   (C)   Magnetic 

6.2.1.2.1.1   (C)   Description 

Magnetic sensors are used to detect the passage of ferrous metal by sensing a 
local change in the earth's magnetic field.   A device called MAGID, DT-368/GSQ, 
which has been used in SEA, employs two search coils in a differential mode to sense 
a local change while remaining insensitive to magnetic changes which occur over a 
large area.   Figure 6-3 depicts a typical installation of this sensor.   Emplacement of 
the unit is rather time-consuming since considerable digging is necessary to conceal 
the three components of the MAGID plus the connecting cables.   Some of the more 
important characteristics of this unit are as follows: 

Range: 

Weight: 

Life: 

3-6 meters for man with rifle 

12 pounds 

45 days minimum 
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6.2.1.2.1.1  (C)  (Continued) 

Known sources of false alarms: 

Development Agency: 

Contractor: 

Lightning, nearby radio transmissions 

U.S. Army (MERDC) 

Honeywell 

Magnetic sensors using flux gates and thin-film magnetometers are currently 
being developed under the Magbuoy program at TSAMERDC.   Once developed, these 
will be more suitable for WARS application than the MAGID. 

Projected characteristics of Magbuoy are: 

Range: 

Weight: 

Life. 

Known sources of false alarms: 

Development agency: 

Contractors: 

6.2.1.2.1.2 (C)  Application Considerations 

Equal to or better than MAGID 

10 pounds 

45 days 

No field experience to date 

U.S. Army (MERDC) 

Grumman, Burroughs 

The magnetic sensor will find Its application almost exclusively in avenue-of- 
approach arrays.   The limited detection range of the device makes it mandatory that It 
Is used where the path to be taken by the Intruder is well defined.   Since the magnetic 
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6.2.1.2.1.2  (C) (Continued) 

sensor is capable of detecting ferrous metal which is almost always possessed by an 
attacking force, it may be used to aid in the discrimination of threat from animal« and 
indigenous personnel.   The value of employing this technique in a given urea will best 
be determined by the user after learning more of the daily activities of the indigenous 
personnel. 

Should it be decided that a magnetic sensor will be included in an array, it may be 
used as a Primary Detector or as an Auxiliary Detector.   Ordinarily, use of the 
magnetic sensor as an auxiliary sensor will be the best choice.   In this arrangement, 
the magnetic sensor and the Primary Detector will be operated in Mode "A".   To 
(onvey to the CSC the Information that the auxiliary sensor has alarmed, the special 
bit reserved for this purpose in the S/T message will be changed to "1".   Figure 6-4 
depicts the use of a magnetic sensor as an auxiliary sensor in a trail array.   Note that 
the sensor is placed near the trail to make best use of its limited detection range. 

?n 

MAGNITIC SINSOR 

\^ 
S T UMl [yUIPPID WITH 

A SflSMIC PRIMARY 

DtTlCTOR 

(CONFIOINTIAl) 

Figure fi-4   (C).    Magnetic Sensor in a Trail Array   (U) 

6.2. 1.2.2   (C)   Radar 

6.2.1.2.2.1   (C)  Description 

When an intruder is moving in the vicinity of the antenna of a doppler radar, a 
reflected signal will be received which is shifted in frequency from that originally 
emitted.   Doppler radar techniques for personnel detection have been used widely for 
a number of years.   Generally, these radars have been manned by operators who make 
the final decision when a target has been detected.   Recently, however, units have 
been developed which rely upon nutomatic signal processing In the unit to perform 
the discrimination function. 

' 

6-5 

CONFIDENTIAL 

■■■ 

MM^^^MHMM 



CONFIDENTIAL 
6.2.1.2.2.1  (C)  (Continued) 

Radars of this type, of course, would be very attractive for obtaining surveillance 
over suspected launch sites.   One such unit is reported to be under development by 
Conductron Corporation.   The preliminary performance characteristics ofthat unit 
are as follows; 

Range: 

Frequency: 

Weight: 

Life: 

Suspected sources of 
false alarms: 

90 meters nominal for one man 
through light forest.   Up to 160 meters 
over open ground. 

Selectable among 10 frequencies in 
a 100 MHz band centered at 430 MHz. 

7.5 pounds 

52 weeks with 25(? duty factor 

Wind-driven objects, other 
rf emissions, animals 

Conductron Corporation Developer: 

An artist's concept of this device is shown in Figure 0-5. 

6.2.1.2.2.2   (C)   Application Considerations 

The doppler radar will be useful in both avenue-of-approach (waterway) and launch 
area arrays. 

Waterway approaches of considerable width (up to about 90 meters for the unit 
described above) can be covered from bank to bank.   It is possible also that the unit 
may be able to compensate for tidal variations of water level better than other sensors. 
Figure 6-6 depicts the deployment of a radar with a cardiold-shaped antenna pattern 
for detection of watercraft. 

Radar appears to be particularly well suited for launch area applications because 
of its great range.   A single radar with its 90-metcr detection range can replace three 
seismic sensors in the fence array covering a suspected launch area. 

6.2.1.2.3  (C>  Passive Infrared 

6.2.1.2.3.1   (C)   Description 

The passive infrared sensor monitors the infrared energy in its field of view and 
notes when a change occurs as a result of an intruder entering into It.   Typically, two 
fields of view separated by a small angle are used, together with logic circuitry, to 
reduce false alarms due to natural variations in infrared energy.   In such a scheme 
the intruder Is required to enter first one field of view and then the other within a 

'f 
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Figure 6-5   (C).   Remote Radar Intrusion Sensor   (U) 
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LOCATION OF RADAR 

Figure 6-6  (C).   Use of Doppler Radar for Watercraft Detection  (U) 

(CONFIDCNTUl) 

6.2.1.2.3.1   (C)   (Continued) 

specified time to produce an alarm.   A passive infrared sensor called PIRED, 
DT-367/GSQ, has been used in SEA.   This unit has the following characteristics: 

Range: 

Weight: 

Life: 

Known sources of false alarms: 

Responsible Agency: 

Contractor: 

15 meters for a single man 

3. 5 pounds 

45 days 

Movement of detection head by wind. 
(Avoidable with good Installation 
procedures). 

U.S. Army (MERDC) 

Hughes Aircraft 

A similar unit has also been developed by Barnes.   The chpracterlsties of this unit are 
reported to be: 

Range: 

Weight: 

Power Requirement: 

Suspected false alarm sources: 

Developer: 

20 meters for a single man 

Unknown 

12 mW 

Same as those mentioned above 

Barnes 
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6.2.1.2.3.2  (C) Application Considerations 

A passive Infrared sensor can bc> used effectively in either trail or waterway 
arrays.   Ir a trail arm., the most obvious application is high-resolution counting of 
personnel.   Figure 6-7 shows an IR sensor used as an auxiliary sensor in a trail array. 

(CONFIDENTIAl) 

Figure ♦;-7   (C).    Passive Infrared Sensor for Personnel Counting   ('') 

To achieve high resolution in counting, the IR sensor must be able to emit a fairly 
high alarm rate (approximately one or two alarms per second).   Should conditions 
arise which cause false alarming, these will also be transmitted at a high rate and 
thus cause increased message lo?s, high battery drain, etc.   By inhibiting the alarms 
from the passive infrared sensor except for, say, eight seconds after each seismic 
alarm, the probability of false alarms will be greatly reduced. 

A passive infrared sensor, may also be used as the Primary Detector in a waterway 
array.   Figure fi-8 shows an array of sensors covering a narrow stream (less than 
20 meters in width).    For wider streams it is necessary to provide a similar array for 
the opposite bank.    Probably the greatest obstacle to the successful application of 
passive Infrared sensors on waterways is the difficulty of compensating for the tidal 
and seasonal water level variations. 

6.2.2   (U)  Subterranean Antennas 

Under certain conditions, it may be desirable to bury the S/T units entirely under- 
ground.   Certainly, in areas with insufficient ground cover or highly populated areas 
such a capability would greatly enhance the chances of covert operation.   Therefore, 
the feasibility of supplying such an option was briefly examined.   A discussion of 
this follows. 

> 
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(CONnOCNTIAt) 

Figure 6-8  (C).   Passive Infrared Sensors in a Waterway Array  (U) 

6.2.2.1  (U)  Expressions for Calculating Field Strength 

The work of Banos (Reference 1) is directly applicable to this problem.   Bancs 
derives expressions for the field strengths at any point in air due to an infinitesimal 
dipole beneath the surface.   He assumes free-space properties for the air and considers 
both vertical and horizontal polarization.   Using a Green's function integral formula- 
tion and assuming that the conduction currents exceed the displacement currents in 
the earth, he derives the following expressions for the electric field components In 
the far field for a horizontal dipole buried close to the surface. 

When   r > 5 X 

E 2r 

J kj p      j k2 r  + j kj h 

2    e 

2ffcmr 
(1) 

J2z n (2) 

where 

i = -1 

n = index of refraction in earth  = 

k2 = w./(%v 

P = dipole moment 

a = conductivity of earth 

r = horizontal antenna separation 

2'   1 

1 Banos, A. (1966), "Dipole Radiation in Presence of Conducting Half Space", 
Pergamon Press, Oxford, England 
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6.2.2.1  (U)  (Continued) 

^     =   J / w»ioa 

h       =   depth of transmitting antenna 

i (JC     =    radian frequency 

6.2.2.2  (U)  Derivation of Path Loss 

In the preceding section expressions for the electric field components were given 
in terms of known variables and p, the dipole moment. If Al is the effective length 
of the antenna and  I  is the current flowing into it,  p is determined from p = I Al. 

The loss from input power to received power is given by 

W. 
L      =10 log in 

10    W, (3) 

where 

W. 
2 2 ;   I   Re(Z.  )   =   I  R.   (input power to the transmitting antenna) 

R in the real part of the impedance seen at the transmitter looking 
into the transmitting antenna 

VV power delivered to the load of the receiving antenna. 

The voltage developed across an antenna is given by 

V       =   El. (4) 

and the maximum power delivered to the load of the receiving antenna is 

W 
L 4R, (5) 

where it is assumed that the receiving antenna's radiation resistance is equal to the 
receiver's load resistance and all other losses are negligible. 
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6.2.2.2  (U)  (Continued) 

Thus, by substituting Equations (4) and (5) into Equation (3), one obtains 

W. 4 I   R.   R. 
in in    L 

W. 
E2l2 

(6) 

It can be shown that 

2 4 
I\ 16irafr © c\. 

(7) 

For a quarter-wave dipole buried in a conductive soil, the input resistance is given by 
(Reference 2). 

R o 
in (8) 

where 

A I -    / 
4Moaf 

(9) 

Furthermore, assuming a  A./2 dipole for the receiving antenna 

and 

R.   =   R    =73« 
L r 

I      =   0.32X 

After the individual terms listed above are substituted into Equation (6), it can be 
shown that 

L     =   -   49.5   +   35 log10 fMHz   +  40  log10 r  +   5   log10 a (10) 

'Brezovic, R.T. and Steinbergs, A.Z., Short-Range VHF Communications Through 
Earth Subsurface, June 1969, Sylvania Technical Memorandum No. 69-SSO-009 
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6.2.2.2  (U)  (Continues, 

Because the loss increases as 3.5 power of the frequency, it is necessary that 
some lower frequency, such as 50 MHz, is used for a submerged S/T-to-above ground 
R/R link.   At this frequency 

L =   10   +  40 log r  +   5 log a 

-3        -2 -1 The conductivities oi a= 10    ,10    , and 10     correspond to values Denee and 
Tamir used for soils under thin, medium, and thick forests, respectively. 

Then, 

(11) 

Lthin     =    40 log r - 5 

Lmed    =    40 log r- 5 

Jthick 40 log r + 5 

(12) 

(13) 

(14) 

Figure 6-9 is a plot of the above relationships. 
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Figure 6-9  (U).   Ground-to-Air Path Loss at 50 MHz   (U) 
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6.2.2.3 (U)  Experimental Verification 

To check out the data presented in Figure 6-9, the results of a test conducted under 
the auspices of a Sylvania Independent Research and Development program were super- 
imposed on top of the calculated path loss curve for a = 0.01.   This is shown in 
Figure 6-9 by the cross-hatched line.   The experimentally found path loss is about 
8 db higher than the calculated values.   This discrepancy is believed to be due to 
imperfect antenna-to-earth coupling which is not accounted for in the calculations. 
Therefore, careful embedding of the antenna will be essential in reducing losses. 
Nevertheless, the experimental data shows that about a one-half watt transmitter 
power at 50 MHz should be sufficient for transmitting alarms from the completely 
submerged S/T to a 200-meter distant R/R. 

The antenna which was used in this test is the same as could be used in the WARS 
application.   A brief description of it is given in the next section. 

6.2.2.4 (U)  Candidate Antenna 

An antenna which has been developed by Sylvania for subterranean applications is 
shown in Figure 6-10.   It is constructed of 0.625-inch diameter aluminum rod.   The 
two arms are joined by a miniature balun transformer which is used for isolation and 
Impedance matching.   The center section is constructed from 0. 750-inch fiberglass 
rod.   The insulation for the center half is made from 0. 750-inch phenolic tubing with 
a 0.0675-inch wall thickness.   All joints are press fitted and sealed to eliminate 
moisture and possible electrolysis problems. 

6.2.3   (C)   Diurnal Switch 

6. 2. 3.1   (C)   For Power Control 

Some theaters of operation will require intrusion information only during the night- 
time hours.   For this application, intrusion detection and reporting during day-time 
may not only be unnecessary, but even undesirable.   This requirement would necessi- 
tate inhibiting or turning off the sensor power during daylight hours and enabling or 
turning it on during nighttime hours.    Such mode of operation would also reduce the 
continuous power drain, thereby extending the life of the unit.   The day-night, off-on 
function can be accomplished with the use of a diurnal switch.   The baseline S/T unit 
can be shut down by turning off the +12-volt regulator in the Primary Sensor Module. 
The diurnal switch and associated comparator logic can be fed into an AND gate along 
with the +12-volt regulator switching translator.   In this application, the +12-volt 
regulator will operate normally when the Diurnal Power Switch is not attached.   When 
the Diurnal Power Switch is connected, the +12-volt regulator will assume the day- 
night, off-on function.   During the off period, the system current drain can be reduced 
to that required by the diumal switch and comparator logic (approximately 10 »xa). 

. 
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6.2.3.2   (C)   For Self-Test Control 

The self-test method proposed for the baseline system^transmits a self-test 
message once every hour provided no sensor alarms have occurred during the pre- 
ceding hour.   A method employing a diurnal switch would reduce the frequency of 
self-test message transmissions to two per day.   A self-test message would be trans- 
mitted every time there is a day-night and night-day transition.   There would be no 
dependency on the alarm rate, since two self-test messages, based on the presence 
of daylight, would be transmitted daily.   A photosensitive device can be used as a 
part of a comparator which will detect the change in resistance of the device as the 
light Intensity varies.   The comparator output could be Integrated to prevent the 
generation of multiple self-test messages during periods of transition or during 
changes in daylight intensity.    The output of the comparator could be fed into a dif- 
ferentiator which, in turn, would trigger a self-test message transmission. 

This method will, however, require care during implant to ensure that the photo- 
sensitive device is not buried or covered by opaque objects. 

6.3   (C)  Options of the U/H Unit 

The options which can be provided with the R/R Unit are depicted in Figure 6-11. 
By plugging anv of the shown equipment into a plug provided on the R/R Unit, the 
equipment will be electrically inserted between the Address Comparator/Encoder 
and the Modulator.    The inserted equipment will thus be placed in a position to oper- 
ate on the already authenticated and regenerated 23-bit message before the latter is 
transmitted.    These operations are covered below under the individual equipment 
discussions. 

6.3.1 (C)  Spurious Alarm Suppressor (SAS) 

6.3.1.1 (U) Theory of Operation 

The theory is based upon differentiation between alarms which are emitted: 
1)   at a low level from all sensors in a random manner;   2)  at a high level from all 
sensors; and   3)   consistently and preriominately from one or two sensors.    The first 
kind is usually associated with false alarms, the second with rain or planes and only 
the third type is typical of that produced by intrusions. 

A block diagram of the SAS is shown in Figure 6-12. 
explained as follows. 

The operation can be 

When an alarm is received, it will be passed on to the buffer where a standard 
signal is generated.   For example, this may be a pulse of ten volts amplitude for 
four seconds each time an alarm occurs at the associated sensor.   After the four- 
second period, the signal would return to a zero level.    The signal from the buffer is 
then passed through a resistive weighing network containing the necessary amplifier 
for further buffering to a set of Integrators. 

If we let the state of the buffer X. be indicated by a "1" or a "0" depending upon 
whether the voltage from the buffer is in the high state or in the low state, the output 

of the resistive network to the j    integrator, Y. will be 
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Figure 6-11   (C).   Options of the R/R Unit (U) 
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6.3.1.1 (U) (Continued) 

5 
Y.   =  C 

J 
I    rX.   log  PJ   Ml - X.,   log (1 - P   )   1 
1=1       * l l ' 

(15) 

where P.   is a parameter associated with the i      sensor and is described below. 

The base of the logarithm is arbitrary and C is an arbitrary constant. 

The function of the buffer and resistor network is to deliver to the input of the 
Integrator a voltage which is the sum of voltages from each of the stages of the buffer. 

The contribution of the i     buffer is to be a voltage proportional to log p|, if X. = 1, 

and to log (1 - P^ ), when X. = 0. 

The numbers P. are probabilities of occurrence of an alarm at the i     sensor 
th ' 

when the j    condition is present.   Thus, when there are only random alarms, the 
probability of an alarm will be the same lor each sensor and will be represented by 
some small number, such as P.     0.005.   An example of what the other probabilities 
may be is shown below: 

For 

j       1;   low level random alarms: 

1 P 
1 

0. 005 

j       2;   high level random alarms: 

0. 

j   = 3;   alarms mostlv originating at the first sensor: 

P ■'   =0.8.  P1!      0.1,  P Ü = 0. 005,   P "! = 0. 05,  P'] = 0. 05 
1 <: .5 4 5 

j   - 4: alarms mostlv originating at the second sensor: 

P^J   - 0. 1,  P^J -0.8,  P'* =0.1,  P^ = 0.05, Pi = 0.05 
1 ^ .i 4 5 

j   = 7:   alarms mostlv originating at the fifth sensor: 

pj   = 0.05, P^ -0.05,  PI - 0.05,  P '  = 0. 1,  I'! =0. 8 
1 c .1 4 5 
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6.3.1.1 (U) (Contiimedt 

The integrators should be the RC type with a long time constant compared to the 
timing of the buffers; for example, 5 minutes. 

The output of the integrators will be passed through variable gain amplifiers whose 
gain is changed by an Automatic Gain Control (AGC) voltage.   A desired range of gain 
is at least 10 to 1. 

The output of the amplifiers are added in two adders.   One adder adds all of the 
outputs representing the presence of an intruder.   This sum will then be added to the 
outputs associated with the sources of false alarm to form the AGC voltage.   The function 
of the AGC voltage is to maintain the output of the final summer at a nearly constant 
level independent of the input levels to the integrators.   Consequently, an increase in 
the AGC voltage will decrease the gain of each of the amplifiers equally until the desired 
level is again restored. 

The affect of the AGC will be to depress the level of the output associated with 
one condition when states X., Xo, X.-; are such that another condition is more 
likely as Indicated by an increased output from the associated integrator. 

The output of the adder associated with the presence of an intruder will be compared 
with a threshold.   This threshold should have a built-in hysteresis, i.e., should switch 
to the "on" state as soon as the input exceeds the present value, but return to the "off" 
state at a much lower level to avoid the AGC action from closing the gate before the 
transmission is completed.    Thus, when the threshold is in the "on" state, the sensors 
will be passed through to the transmitter whereas, when the threshold is in the "off" 
state, no alarms will be passed through. 

8.3.1.2 (C) Hardware Design 

The block diagram configuration of I-^gurc 0-13 shows a spurious alarm suppresswi 
composed of three main portions:   Thf> input section, the analog processing section, and 
control section.   The sensor alarm transmissions are decoded in the input section in 
random order of occurrence and the steering logic provides the decision as to whether 
the data is to be transferred to the accumulation register or read out directly to the mod- 
ulator.   If the analog processor has supplied an enabling level to the steering,logic all 
data accumulated and present at the input is to be transmitted unconditionally.   The input 
portion of. the analog processor consists of four-second one-shots for temporarily holding 
the alarm asynchronously.   The input decoder analyzes the sensor ID to decide which of 
the five one-shots is to be triggered. 

The one-shot time duration selection (4 seconds in this case) is based on such 
factors as maximum alarm rate, sensor spacing, sensor range, and other related 
system parameters.   The analog processing section analyzes the statistical distribu- 
tion of alarms at the input to determine whether valid intrusions exist.   The exis- 
tence of valid intrusions as determined by the analog processor, produces an enabling 
logic level which' allows the transmission of the alarm words present at the accumu- 
lator and input register with their respective sensor identification.   The steering logic 
controls the transmission of the sensor alarms when the analog processor supplies the 
enabling level. 
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6,3.1.2 (C) (Continued) 

The analog processor section consists of the resistive weighting and summing 

networks, electronic integrators with transfer functions of the form G 
l+pRC(l + G) 

operational amplifiers with provision for AGC feedback loop, and a threshold 
detector which supplies the enabling level for the steering logic.   The theory of 
operation of the analog processing section was discussed in Section 6.3.1.1. 

The input register decoder also analyzes for presence of a test message by 
examining the sensor status bits.  If a test message is present at the input when 
no intrusion activity exists, the steering logic will command a readout directly 
from the input register to the modulator. 

It has been estimated that three printed circuit boards 6" x 4" will be required 
to house the 28 IC's and 180 other components required to implement the SAS cir- 
cuitry.   Eveready #520 battery may be used to power the circuits.   The overall 
package size is estimated to be 6" x 6" x 9-1/2".   An artist's concept of the SAS 
unit is shown in Figure 6-14. 

T 

5 1/?' 

9 1/?' 

n     r 

-6"- 

Figure 6-14   (U).   Artist's Concept, Spurious Alarm Suppressor (U) 
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6.3.2   (C) Alarm Pre-Processor 

6. 3.2.1   (C) Theory of Operation 

There are several reasons why it may be desirable to do a certain amount of the 
alarm processing within the Wide Area.   Some of these reasons are: 

a. The number of Wide Areas is too small to warrant employment of a full 
scale CSCPD. 

b. The "on-air" time must be kept to a minimum in order to reduce reliability 
of interception, location by direction finding, or jamming. 

c     Extend the life of the system. 

d.     Reduce the complexity and/or the number of channels required by RSDCS. 

In order to determine what pre-processing might be done at the R/R, we will 
re-examine the material discussed in Section 4.2. 5.    There it was shown that, 

a.     Direction of travel can be found by noting whether sensor #1 or sensor *5 
alarmed first. 

Approximate velocity of the intruders, V, can be found from 

T (16) 

where 

D   = separation between two adjacent sensors 

T   = time it takes for the pivot man of an intruder group to 
travel from one sensor to the next. 

Approximate count of the intruders, C, can be found from performing 
the following calculation: 

(N) (V) (RI)   -   2 R 
/"»  **** D (17) 

where 

N   = total number of alarms reported by one sensor 

Rl = interval between alarms 

S  = expected average spacing between intruders 

Rp. = radius of the circular detection area of a sensor. 
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6.3.2.1   (C)   (Continued) 

Let us now more closely examine the equations stated above to determine how 
many of the terms are actually unknowns.   Thus, D and RD for the trail array type 
of sensors were specified to be about 50 and 10 meters, respectively.   Although 
these distances will never be known with any great accuracy, these must be treated 
as constants since the alarms will not convey any more Information about them, any- 
way.   Another parameter that Is known Is RI since this was specified to be 4 seconds 
and can be controlled quite accurately.   The expected average spacing between in- 
truders Is difficult to determine but, in general, will be approximately 4 meters. 
By substituting these constants into Equations (16) and (17), the following simplified 
expressions are found: 

V   as 
50 
T (18) 

NV (19) 

Thus, the only two parameters which need to be extracted from the received 
alarms are T and N.   What these parameters are for each sensor Is shown In Figure 
6-16 for a trail array intruded by a group of people moving from left to right. 

To estimate how many bits will be required to represent these measurements, 
we must determine the maximum values that N and T may take on.    For T, this can 
be determined by recalling that the expected bounds for V are 

0.6 <   V <  1.2 meters/second. 

From this 

41   <   T  <  83 seconds. 

Hence, 7 bits will be required to represent all values of V. 

To determine the bounds for N, we must decide on what the maximum number of 
intruders will be In any group passing an array.   For the general case this would be 
impossible; however, for the RAM threat one may safely assume that the number C 
will rarely exceed 40.   Having established C max' it can be shown that 

5  <   N  <   75 

Hence, again, 7 bits will be required to represent all values of N. 

Direction can only take on two different values;  from left-to-rlght and from 
right-to-left.   Therefore, only one bit will be required to convey direction 
Information. 
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6.3.2.1   (C)   (Continued) 

Consequently, the structure of the message leaving the pre-processor will be 
that shown in Figure 6-15.   Note that the Sensor address has been dropped since this 
is no longer needed.   Depending on the reliability of the overall R/R-to-CSDPD 
communications link, this message may be repeated several times In rapid succes- 
sion before it is discarded and the pre-processor reset to handle another Intrusion. 

FRAME 
MARK 

(5) 

ARRAY ID 
(3) 

ENABli 
(21 

WARS ID 
I6i 

1 
17) 

2 
171 

4 
171 

1 
(71 

3 
17) .71 

DIRECTION 
(11 

7 

/ 

PARITY 
(II 

7.4MSfC!74BITSi 

(CONFIOENTIAl) 

Figure 6-15   (C).   Message Structure for Pre-Processor (IT) 

Figure 6-16 illustrates quite vividly the advantage of using a pre-processor if 
reduction in data processing or on-air time is essential. 

The hardware design of a device capable of performing the pre-processing dis- 
cussed above is outlined in the next section. 

6.3.2.2   (C)   Implementation 

A block diagram of the proposed pre-processor  is shown in Figure 6-17.   The 
device will be designed to handle alarm messages from any array of five sensors. 
The message decoding register will accept the qualified 23-bit serial alarm mes- 
sages, examine the sensor identity, and provide an output on one of five lines 
accordingly. 

An alarm-counting register will be provided for each of the five sensors to 
accumulate alarm counts.   When the system is in the quiescent, no-traffic state, 
all counters, registers, and flip-flops will be in the cleared, or reset, state.   A 
sensor alarm at either end  of the array will cause the control flip-flop to be set, 
thus starting the running-time oscillator and counter.   At the same time, the direc- 
tion logic will determine whether the target is approaching from the left or right and 
set the direction bit accordingly.   Likewise, the time-counting register for the next 
adjacent sensor will begin to count running-time clock pulses until the first alarm 
count is received for that sensor. 
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Figure 6-16  (C). Number of Bits Sent by an Array as a 
Function of Number of Intruders (U)     COMMDINTUI 

6.3.2.2   (C)   (Continued) 

In order for the running time to continue, either of the two end sensors must 
accumulate three or more alarm counts within the time frame T .   If this criterion 

is not satisfied, the system will automatically be reset to the no-traffic state. 

If running time is allowed to continue by virtue of the initial traffic at the first 
sensor, the alarm counter and time data will accumulate at the second time-count 
register.   As the target approaches the next sensor in the array, the first alarm 
count from the second sensor will be used to halt and store time Tl in the alarm time 
data storage register corresponding to the second sensor.   Accumulation of alarm 
count and reading of initial alarm time at each successive sensor will be accomplish- 
ed progressively in a like manner.   The sequence of time accumulation initiation 
and halting will be controlled by the direction bit.   When sufficient time has elapsed, 
as controlled by the running time counter, the stored data of direction, sensor alarm 
counts, and time of alarm will be read into a parallel-to-serial encoder, along with 
the preamble and address data, for construction of a new message.   The latter will 
contain, along with a direction bit, four discrete values for time traveled between 
successive sensors (7 bits each) and four discrete values for alarms per sensor (7 
bits each). 

It has been estimated that three printed circuit boards approximately 6" x 3" In 
size will be required to house the 31 I. C. 's and 17 other components required by the 
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Figure 6-17   (C).    Pre-Processor Block 
Diagram   (U) 
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6.3.2.2   (C)   (Continued) 

Pre-processor circuitry.    Eveready #520 battery may be used to power this circuitry. 
The overall package size is estimated to be 6" x 6" x 7-1/2".   An artist's concept of 
the Pre-processor is shown in Figure 6-18. 

FT 

41? 

7 17 

1 

)' 

V± 

Figure 6-18   (U).   Artist's Concept of Pre-Processor (lT) 

6.3.3   (C)  Alarm Processor 

6. 3. 3. 1   (C)   Theory of Operation 

By performing a couple of additional operations on the results of the Pre- 
processor, complete data processing will have been accomplished within the Wide 
Area.   These two operations are:   1)  calculation of the speed and count as observed 
by each individual sensor, and  2)  calculation of the average speed and count as 
observed by the entire array.   A device which contains a pre-processor and the 
necessary arithmetic logic will be called an Alarm Processor.   A block diagram 
of such a unit is shown in Figure 6-19. 
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Figure 6-19   (C).    Block Diagram, Alarm Processor (U) 

fi. :?. :i. 1    (Cj   (Continued) 

Employment of this unit will not only pssentiallv eliminate the noed for WARS 
data processing at the CSC PI), but also further reduce thr length of the message 
which must be relayed from each array to tho CSCPI).    To estimate how many bite 
will be required in this message, we will recall that 

0.(5 1. ? meters   second 

and 

1   <   C  <   intruders per gruup, 

■ From this, it can be seen that four bits will be required to report velocity with 0. 1 
meter/second resolution and six bits will be required to report the estimated number 
of intruders in the column.    Consequently, the message structure resulting from the 
use of the Alarm Processor will be as shown in Figure fi-20. 

The arithmetic logic, or calculator, will be energized and perform its function 
only upon a command from the pre-processor.   A command will also be given for 
the calculator to read the calculated final values into the parallel-lo-serial encoder. 
Since the pre-processor will be as described in Section 6. 3.2, only the calculator 
will be discussed here. 
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Figure 6-20   (C).    Mossagr- Structure for Processor (U) 

6.3.3.2   (C)  Calculator Design 

The purpose of the Calculator, a block diagram of which is shown in Figure 6-21, 
is to manipulate four time words (T. ... T ) and four number words (N   ... N.) 

producing C.,, and VAV as defined below: 

Vn      =  D/T (20) 

V       \L + V   + V 1 +    2        3       4 
'AV 

(21) 

C =   N    V    -5 n n    n 

AV 

C, + C„ + Cn + C, 
1       2       3       4 

(22) 

(23) 
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Fieure 6-21   (C).   Calculator Block Diagram (U) 
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6.3.3.2   (C)   (Continued) 

The flow diagram. shown In Figure 6-22, Indicates the sequence of operation of 
'he Calculator.   A start pulse is received from the pre-processor Indicating that all 
data Is ready.   All accumulators and counters will be reset.   The K counter la then 
Incremented to 1.   The logic will select T. and enter It Into the T   register.   It will 
then preset the V   counter to 12.   The V   counter will address the diode matrix (or r n n 
the ROM) and the control logic will then look at the comparator to determine If the 
time word at that address (12) In the ROM Is less than or equal to T..   If not, the V 
counter will be decremented to 11 and the comparator will again be interrogated. 
This will continue until the time word output of the ROM is less than or equal to T, 
at which point the V   counter contains the velocity. 

f%Jt 

The control logic will then enable the V. v accumulator through multipler *2 to 
one input of the adder and enable the V   counter through multiplexer #1 to the other 

.AV accum and it wil. ..„,.. ,,.„..     1 

input of the adder.   (Recall that V.    is zero,)   The logic will enter the output of the 
adder Into the V.,, accum and it will then contain V, 

Since (K = 1), N, will be entered into the N   counter.   The V   counter and the 1 n n 
C   accum will be enabled to the adder through their respective multiplexers.   The 
logic will then add (C   + V ), V. times.   When completed, -5 is gated to the adder 
and added with the accumulation in C   producting C,.   C, will then be added with n 11 
CAV which at this point is zero. 

After the first pass, the accumulators will contain: 

C        =  C, n 1 

C        =  C ^AV       S 

VAV   =   Vl 

After the second pass, the accumulators will have: 

C        = C. n 2 

r      = c   + c CAV 1    L2 

V =   V   + V VAV        Vl     V2 
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6.3.3.2   (C)   (Continued) 

After the last pass, the logic will Increment the K counter to fire and thlt will 
halt the calculator.   Then, 

C        = C      ACCUM less the two least significant bits 

VAV  =  V
AV ACCUM less the two ,eaBt significant bits 

This completes the calculation. 

It has been estimated that four 6" x 4" printed circuit boards will be required to 
house the 78 I. C. 's and 45 components required to implement the Alai'm Processor 
circuits.   An Eveready '»520 battery will supply power to the circuits.    The overall 
package size is estimated to be 6" x 6" x 8-1/2".   An artist's concept of this unit is 
shown in Figure 6-23.; 

6.4   (C)  Options of the R/1 Unit 

Only one additional optional feature is shown for the R/I Unit.   This device, 
called an Alarm Accumulator, will be connected between the R/I and the LRT.   A 
brief description of how this unit functions is given below.   Note that the processing 
options presented for the R/K can also be located at the R/l with slight modification. 

6.4.1   (C)   Alarm Accumulator 

Under certain conditions it may become necessary to provide a buffer between 
the WARS subsystem and the RSDCS where the alarm messages can be accumulated 
for a short time.    For example, if polling is used in order to make more effective 
use of the RSDCS channel, the alarms must be stored during the communication 
cycle. 

A block schematic of a device which is capable of accomplishing this is shown 
In Figure 6-24. 

The shown Alarm Accumulator will accumulate incoming random alarm mes- 
sages and serially readout, in controlled sequence and interval, each message re- 
ceived in Its identical, unique format, for retransmission by the RSDCS.   The alarm 
accumulator will have a storage capacity of 40 alarm words and will cycle auto- 
matically between the "accumulate" mode and readout mode.   Provision is also made 
for readout upon receipt of a remote interrogation command which will override the 
automatic cycling. 

As indicated in the block diagram, the device will accept the 23-blt message 
from the R/l.    In addition to the message, the R/I will also supply synchronization 
for the readln mode by means of the message clock pulses.   A message presence 
pulse from the R/I will also be required as a stepping command for the sequencing 
counter during the accumulate or read in mode. 

f'i 
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Figure «-23  (lT).   Artist's Concept of Processor (U) 
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6. 4.2   (Q    Use of R/R Options at R/I 

It will be merely mentioned here that all the optional features provided with the 
R/R Unit can also be designed to work at the R/I Unit.   The difference, of course, 
will be that an alarm processing device used at the R/I must be able to handle as 
many as eight arrays instead of the single one associated with an R/R Unit.   The 
theory of operation, however,   would be the same except for the addition of array 
decoding circuits which are required to separate the alarms on a per array basis. 

S. 5   (C)  Impact of On-Site Alarm Processing on the Overall BESS System 
Performance 

On-slte alarm data processing will impact on the overall BESS performance iii 
essentially three areas: 

1. US DCS operation. 

2. CSCPD operation. 

.'{.   Deployment Flexibility,including cost 

This section will cover each of these areas to demonstrate that on-site proces- 
sing adds the dimension of flexibility to HESS necessary to handle the variety of 
world-wide deployment situations. 

fi. 5. I   (Cj   HS1KS Operation 

The impact of on-site processing on the HSIK'S is a significant reduction in its 
data handling requirements.    As an example, a single intruder passing through a 
trail array will cause the array sensors to alarm approximately 20 times (4 alarms/ 
sensor, ö sensors/arrav).    diven that the alarm message transmitted by an S/T 
unit contains 2.1 bits, the total number of hits transmitted during the intrusion would 
be 20 x 23 = 460.    Using local processing, the intruder information of interest 
(direction, speed, and group size) would be extracted and relayed to the Air Base 
In single 28 bit message (see Figure G-20).   Assuming (as a worst case) that the 
message is repeated 4 times to      mre correct reception, the total number of bits 
transmitted would be 4 x 28 - ' ,,.    This represents a 4 to 1 reduction in RSDCS 
data load in the worst case, I.e., single man Intrusions.    Note that for an Intruder 
group of any length the message length emitted by the processor always remains at 
28 bits.    Therefore, as Intruder groups get longer the reduction In RSDCS data load 
becomes more dramatic.    Tills Is Illustrated clearly In Figure 6-25. 

If the local pre-processor were used Instead of the processor, the reduction In 
RSDCS data load would not be as great but still quite significant as illustrated by 
Figure 6-26. 
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6.5.2   {£)   CSCPD (^oration 

Local processing or pre-prcx-ossing impacts on the  CSCPD is essentially two 
ways: 

a. The amount or density of data that must ho handled by the CSC processor, 
and 

b. The complexity of the processing that must be done. 

When using local processors in the WARS subsystem, the data arriving at the 
CSC is ready for immediate interpretation after proper decoding.    That is, the in- 
coming messages contain the sensor, array, and Wide Area addresses, and the 
measured intruder parameters.   Therefore, in small deployment situations, the 
CSC would simply consist of a message decoder and a convenient display, such as 
a standard teletype(s).   More elaborate displays could, of course, be used for ease 
of data management, but the simple teletype display would allow a newly deployed 
BESS to be In operation almost Immediately after the WARS and RSDCS equipment 
Is deployed. 
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If local prc-procossing were employed, the CSC would require centralized pro- 
cessing capability since the messagp data arriving at the CSC would not be in a form 
for immediate interpretation.    However, as illustrated in Figure 6-26, the reduction 
in data density realized through the use of pre-processing would greatly reduce the 
data handling or computational requirements of the CSC. 

6.5.3   (C)   Deployment Flexibility 

Perhaps the most important impact of on site processing on the BESS is the 
flexibility It adds to the BESS concept     As illustrated in the previous section, local 
processing will allow the deployment of BESS at a small installation ( < 500 sensors) 
with a minimum need for CSC data processing capability.   It is also cost-effective as 
illustrated by Table 6-1.    Note that the cost given for a WARS central display with 
processing is an estimate for a production unit which could be used as an alarm data 
processor serving 2000 or moro deployed sensors.    This includes message decoding, 
calculating, and display equipment. 

In addition to its desirability for small installations, local processing allows the 
orderly growth of a given installation.    This Is Illustrated In Appendix C which 
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Table 6-1  (U).   Cost Comparison of BESS Equipment 

for Small Installation  (U) 

COST COMPARISON BARE BASE 

BASE LINE BASE LINE + PROCESSOR    | 

165 Sensors 51,000 51,000 

33  Receiver Relays 23,000 23,000                   ! 

9   Processors 33,000                    | 

5  Receiver Interface 3,000 3,000                    | 

1   WARS Central Display 136,000 
(with processing) 

1   WARS Central Display 
(without processing) 5,000 

TOT A L 213,000 115,000                    | 
<                                               ■  —                  ..                 J 

6. 5. 3  (C)   (Continued) 

presents a scenario of the growth of the BESS for n hypothetical air base starting from 
a small configuration. 

Table i\-2 gives a cost comparison for a large base installation (2000 sensors) for 
various levels of local processing.   It can be seen thai centralized processing at the 
CSC Is the most cost effective approach to HKSS (icployment in this situation, by at 
least IS'T in cost. 

6.5.4   (C)   Summary of Local Processing Impact on BESS 

Summarized below are the more important leatures of on-site processing as It 
Impacts on BESS: 

a. Make BESS adaptable to any size base or Installation. 

b. Permits rapid deployment of WARS sensors with immediately useful output. 

c. No requirement for full CSCPÜ for smaller installations. 

d. Lower hardware cost for small base installations (for example, 25 Wide Areas 
with 500 sensors). 

e. Reduces the Impact of physical attack on the CSC, i.e., in many cases the 
CSC can be simply and cheaply replaced If destroyed. 

f. Allows an alternate command post access to WARS data at low cost. 

g. Gives a factor of 10 reduction In average RSDCS on air time making the RSDCS 
less vulnerable to RF direction finding. 

h.    Factor of 10 reduction In RSDCS on air time allows a 10 to 1 reduction In 
RSDCS bandwidth requirements, or utilization of full bandwidth for reduction 
of Jamming vulnerability. 
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Section 7 

APPLICATION OF WARS IN KOREA 

7.1   (U)  OBJECTIVES AND ORGANIZATION OF THE STUDY 

The purpose of this study was to estimate the applicability of the WARS concept to 
air bases in South Korea.   In order to accomplish this objective, a brief examination 
was made first of the overall situation in South Korea and then a more detailed analysis 
was conducted of two scenarios: (1) Osan, an actual air base, and  (2) Samyong, a 
hypothetical air base.   Subsequent to this, an example was worked out of how a limited 
version of the WARS subsystem might be deployed in South Korea to warn the Osan Air 
Base of an impending attack. 

7. 2   (C)   FACTORS BEARING ON THE PROBLEM 

7.2.1  (C)  General Background 

While there are differences in weather and topography between Korea and other 
places in the world, such as Vietnam, primary consideration for determining the degree 
of validity of the WARS concept must be given to the fact that air bases in Korea are 
located in secure areas, and have no history of stand-off attacks.   Consideration must 
also be given to the elements which provide a large measure of this security:   the 
densely populated areas which extend from the base perimeter fence outward beyond 
the 5 to 15 mile annulus. 

At the present time, the North Koreans are infiltrating agents/saboteurs into 
South Korea for the purpose of establishing guerrilla bases and organizing a communist 
infrastructure.   These highly trained groups Hve proven their combat effectiveness by 
conducting harassment raids along the demilitarized zone and even on the capital itself. 
This indicates they have the capability to launch limited standoff attacks against air 
bases amd AC&W sites.   The majority of these infiltrators are brought into South Korea 
by sea, landing 25 to 35 man groups in the proximity of known guerrilla strongholds. 
Although it is known that weapon cac> es have been established, to date weapons from 
these caches have not been »'.rfed against Air Force installations. 

This reluctance to attack air bases can be attributed, in part, to the lack of support 
given the communists by the South Korean populace - id the aggressiveness of the Korean 
National Police.   The possibility, however, exists that such attacks may be attempted 
in the future and therefore the U.S. and Korean commands must maintain up-to-date 
contingency plans which, among other things, should include early detection of an 
impending RAM attack on air bases. 

7. 2.2  (U)  Topography and Climate 

Korea is largely mountainous with broad fertile river valleys framed by rugged, 
general north-south ridges.   Elevations are not extreme, however, and only one peak, 
Paektu Mountain, is over 9,000feet.  The mountain mass slopes northeast to southwest, 
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7.2.2 (U) (Continued) 

giving way to broad plains along the Yellow Sea and on the southern edge of the Peninsula. 
The principal ranges run southward from the eastern extension of the northern frontier. 
The Taebaek Range, which parallels the east coast from Yonghung Bay In the North to 
roughly the 37th parallel in the South, forms the backbone of the Peninsula.   This 
rugged terrain is well-suited to guerrilla operations and a number of peaks In the 
South have been focal points of such activity since the outbreak of the Korean War. 
In addition to the Taebaek Range near Samchok, guerrilla sanctuaries have been 
established on the Chil Mountain, about 40 miles north of Yosu, the Halla Mountain 
on Cheju-do, and the Chiri-san Mountains in south central Korea. 

Most of the major rivers, including the Yalu, the Ch'ongch'on, the Taedong, the 
Imjln, the Han and the Kum, flow into the Yellow Sea.   The Naktong drains into the 
Korean Strait.   In the mountainous region, rivers are generally winding with swift 
currents, while in the lowlands they are sluggish, silt-laden, and usually navigable 
for small craft throughout the year. 

Temperature varies widely between summer and winter, and there is great 
regional diversity.   In the mountainous northern interior the winters are bitterly cold; 
along the southern coast average monthly temperatures are above freezing.   Frost- 
free days vary from 130 in the northern interior and 170 in the central region around 
Seoul to 226 in the South around Pusan.   Summers are generally hot and humid and 
show less regional variation than the winters.   Most of the rainfall occurs during the 
summer months throughout the country varying from 25 to 60 inches a year.   Climatic 
conditions also reflect the presence of wann and cold currents in tho waters which 
surround the Peninsula on three sides. 

Except tor more rain in mid-summer and drier winters. South Korea's climate 
resembles that of the American eastern seaboard. The climate on the east coast is 
conditioned by the Sea of Japan, with mild winters and relatively hot, wet summers. 

The parts of the country well-suited to agriculture are the coastal plains and the 
wide inland river valleys. Most arable land in the country has been under cultivation 
for decades.   It is estimated that £3 percent of all land in South Korea is arable. 

South Korea's total acreage is only 24. 3 million acres.    More than half of the 
5 million acres of arable land is paddy: the rest are dry fields on uplands and mountain 
slopes.   Half of the total land under cultivation lies in three provinces: Kyonggi-do, 
where the city of Seoul (and Osan Air Base) is located: Kyongsang-pukto, the largest 
province; and Cholla-namdo.   In the mountanious centers are small pockets of plains- 
like land, creating upland areas of diversified farming. 

The plains areas support the largest and most closely located communities.   Farm 
houses are typically grouped into a compact village, surrounded by fields and usually 
close to a stream or river.   There are communities in the river valleys of the uplands, 
but since the quality and quantity of arable soil decrease In the mountains, the villages 
become smaller and the houses more widely spaced.   In the mountainous areas, the 
houses are scattered about the fields and are not banded together in villages. 
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7.2.2  (U)  (Continued) 

The village is a cooperative unit reflecting Korean family values and way of life on 
a larger scale.   Often all the inhabitants of a village have the same family name. 
Traditionally, each unit of six or seven adjacent families in the villages has a chief, 
the panjang, who represents his group before the my on (township) officials.   This 
cooperative existence makes it extremely difficult for an agent to penetrate.   Korean 
National Police uses this situation to their advantage, requiring villagers to report 
any and all strangers. 

7.2.3 (C)   Political Environment 

The unpleasant experience that many South Koreans had with the North Koreans and 
their sympathizers during the periods of occupation and the close contacts with the 
millioni- of refugees from the North have made it difficult for the North Korean agents 
to gain support. 

Communist efforts have also been hampered by the effectiveness of the South Korean 
security agencies.   The National Police, the Counterintelligence Corps of the Army, 
and the South Korean Central Intelligence Agency, working in cooperation with United 
States security forces have been able to limit, to a high degree, the activities of 
Communist agents. 

An important feature of North Korea's subversive efforts is the large number of 
residents in South Korea with close relatives in the North.    Many South Korean political, 
military, and other leaders have parents, brothers, and other relatives in the North. 
While generally unpublicized, the possibility of pressure or actual physical harm to 
these relatives cannot be ruled out as a means of facilitating the activities of the threat. 

The South Korean peasants, although anti-communist, arc still considered by the 
threat as a potentially fertile field for communist subversive efforts.   Many of them, 
living in abject  poverty,  are susceptible to communist propaganda which stresses the 
theme that their plight is brought upon them by "corrupt and incompetent" government 
officials.    Despite North Korean efforts, open manifestations of peasant dissidence 
have been virtually negative since the signing of the truce in 1953. 

Members of the military and police forces arc among the most reliable elements 
in South Korea.   The military, nevertheless, continues to be a major target for North 
Korean subversive efforts.   The North Korean regime has announced that preferential 
treatment would be give-, tn South Korean servicemen who came over to the North, 
individuallv or in groups, for the "honor of the nation" and for the "unification of the 
fatherland*'. 

Policemen were promised the same consideration as military servicemen. 
However, despite these communist efforts, defections have been few, and it is doubtful 
that North Korean offers of special treatment are effective. 

7.2.4 (U)   National Police 

The National Police, under the rigid regime of President Rhec (1948-1960), was 
built up to a strength of some 40, 000 to 50, 000 men.   During the frequent periods when 
martial law was imposed, the police, in addition to their customary duties, were used 
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7.2.4 (U)  (Continued) 

In conjunction with military forces to maintain the regime in power by suppressing 
political opposition.   This created animosity toward the National Police. 

Since the overthrow of President Rhee, governmental efforts toward separating the 
police system from political influence have met with widespread approval.   Moreover, 
the police force has been reduced to approximately 30, 000 and much of its former 
arbitrary authority has been curtailed.   A^ of mid-1964, the principal police missions 
included the maintenance of law und order, the enforcement of laws and regulations 
pertaining to public health, public safety, smuggling, the protection of life and property, 
cooperation with civil authorities in civil defense matters, the administration of 
conscription laws, the control of refugees, and action against guerrilla or subversive 
groups. 

The National Police, since mid-1954, has functioned under the Ministry of Home 
Affairs, through a headquarters culled the Public Security Burearu. 

7.2.5  (C)   Militär,' Forces 

The South Koreans (HOK's) have an army of 040,000 men supported by a 23,000-man 
Air Force and a 55,000-man Nan'.    In addition, the l.S. Army fields 50,000 troops 
and a 5, 000-man Air Force. 

The North Koreans have 1^ infantry divisions, comprising nearly 400,000 men, 
a 20,000-man Air Force, and an 8K(000-man Navy which includes 180 torpedo boats 
and "agent" boats:   fast craft disguised as fishing vessels, for landing infiltrators on 
South Korea's coasts. 

Military planners in South Korea have agreed that the greatest threat to air bases 
in South Korea is this 20,000 man Air Force with its rouRhlv 1000 airplanes.   The 
planners, therefore,  relied heavily on anti-aircraft for base defense and minimized 
the threat of a Rocket, Artillery and Mortar (RAM) attack.   The rationale behind this 
decision is based on the inabilitv of the communists to move unobserved in the South, 
especially in vicinity of air bases.   This, they feel, would make it \irtually impossible 
for the threat to infiltrate a force capable of launching a standoff attack against an air 
base without detection.   This may or may not be a valid appraisal of the situation.   The 
fact remains that North Korea has arrayed 1H0, 000 troops along the northern trace of 
the DMZ, many of whom make regular forays into the South.   In 1966, North Korean 
Premier, Kim n Sung, declared an all-out effort to establish guerrila bases in South 
Korea.   He has since carried his promise into action.   In 1967, his agents intruded 
566 times; in 196R, this figure nearly doubled.   He has also positioned a 2,400-man 
commando force just north of the DMZ which sends small teams deep Into South Korea 
bent on sabotage and terrorist activities. 

The North Korean military planners have learned from the war in Vietnam that the 
gravest threat they face in the event of a resumption of hostilities is from air attacks. 
They have also witnessed the effectiveness of the North Vietnamese RAM attacks on 
U.S. bases and It must be assumed that the North Koreans are Integrating similar 
tactics Into their scheme of maneuvers. 
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7.2.6  (U)  Weapons 

The North Koreans will have available to them any weapon in the communist bloc 
inventory.   It must be assumed, however, that the unique situation in South Korea 
which denies the threat a source of porters will limit the weapons he would use for a 
standoff attack to those that are man-portable.   Some of these are shown in Figure 7-1. 

7.3   (C)   SCENARIOS 

Two air bases, Osan Air Base and a hypothetical one, Samyong Air Base, will 
be used in this study to illustrate ivpical scenarios which are encountered in Korea. 
The location of these air bases is shown in Figure 7-2.   The reason for choosing 
a hypothetical air base was to illustrate conditions other than those found at 
Osan Air Base. 

7. 3. I  <C)  Osan Air Base 

7..'{. 1.1   (Cj   Physical 

Osan Air Base, the layout of which is shown in Figure 7-3, is located 42 miles 
south of Seoul and 13 miles inland from the Yellow Sea.   Approximately 65 percent of 
the area is flat and intermingled with rice paddies.   The southeastern portion of the 
base is dominated by two hills which extend approximately 150 to 225 meters above 
the runwav level.    The on-base ammunition storage area (see Figure 7-3) surrounds 
another steep,  100-meter hill.    The northern and western areas outside the perimeter 
are relatively flat with minor vegetation which does not obstruct the line-of-sight. The 
southeastern portion of the base is surrounded by villages.   In the case of the ammuni- 
tion storage area, the village dwellings look down into the storage sites.    A concrete 
block wall is being constructed as a perimeter harrier between the village and the base. 
There Is an off-base ammunition storage area located approximately three and one-half 
miles from the base.    The ("hinwi River forms the northern boundary and the Korean 
National railway traces the eastern limits of the base.    Figure 7-1 shows a view looking 
north from the Osan Air Force Hase. 

7.3.1.2 (C)   Mission 

Osan Air Rase is the headquarters of the 314th Air Division and is a key installa- 
tion for the F.S. Air Force in Korea,   other operational units with headquarters at 
Osan are:   (1)   Det I, 347th  Tactical Fighter Wing which provides a deterrent capability 
c^s well as air defense,    (2)   the ft4th Fiphter Interceptor Squadron which provides air 
defense for Osan and central Korea,   (3)   Det fi, 556th Reconnaissance Squadron which 
provides support for air ooerations in Korea, and   (4)   the 6314th Support Wing which 
provides transportation, logistics, and personnel responsibility for all ISAF units In 
Korea.   In short, Osan Air Base serves as the center for tactical defense and air 
operations throughout Korea. 

7.3.1.3 (C)   Aircraft 

The following types of aircraft are based at Osan Air Base: 

F-106 F-4C T-33 Helicopters 
C-130 C-47 U-6 
C-123 T-2n 
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Figure 7-2   (I).    Map Showing Air Bases used in Scenarios   (U) 
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7.3.1.4   (U)  Soil Data 

The soil consists primarily of sand, clay, and rock down to 2 feet, followed by a 
foot of sand then clay to the water table at 7-1 '2 feet.   The maximum frost depth is 
40 inches.   The entire area is open and offer*» few concealed routes of approach. 

7.3.1.5  (U)  Climatology 

During all seasons of the year, there exists the possibility of fog moving off the 
Yellow Sea and obstructing visibility.   The problem becomes a major one during late 
winter, spring, and the early months of summer.   Storm centers passing through 
central Korea frequently lower the ceiling to 1,000 feet or less.    Low cloud cover 
oftens prevails for as long as two hours during which time the visibility is lowered 
to 1/2 mile.   Because of the absence of heavy industry in the urea, smoke pollution 
is limited and seldom restricts visibilities to less than three miles.   A Climatology 
Chart of (Jean Air base is presented in Table 7-1. 

7..'i. I.«   (C)   Threat Kstimate 

üsan Air Base is not particularly vulnerable to a standoff type of an attack.   The 
5-15 mile annulus around Osan Air Base includes single family dwellings, villages, 
rice paddies, heavily traveled roads, a railroad, and some high ground to the southeast 
and west.    The proximitv of the base to the Seoul metropolitan area ensures a heavy 
concentration of security force« and an enforced curfew in the area.   A stranger in the 
area would immediatelv become suspect and a group with weapons and munitions of 
sufflcient size to constitute a threat to the base would find it extremely difficult to 
reach launch sites unobserved.    However, the possibility of a HAM attack exists to 
some degree for every militarv installation in South Korea.    Kven Osan Air Base is 
vulnerable to an attack from a determined, well-trained enemy.   A terrain analysis of 
the area around Osan Air Base indicates Osan Air Base is most vulnerable to an attack 
from the West.   The attack, which would probably use a combination seaborne/overland 
approach to firing points, would he launched from one or more launch sltee on the high 
ground approximately 8 km west of base perimeter.   The fire team, using launch sites 
In this area, would be able to take advantage of the long axis of the target and would 
have observation of the target.    A more detailed discussion of how such an attack may 
be executed and how the WARS subsystem might be deployed to obtain an early warning 
of the impending attack is covereti in Section 7. 5. 

7. 3. 2  (U)  Samyong Air Base (Hypothetical) 

7.3.2.1   (U)   Physical 

Samyong Air Base is situated on the east coast of the Korean peninsula bordering 
the Sea of Japan.   It is approximately 100 miles south of the eastern terminus of the 
DMZ south of the villages of Sam Chok and Pukpyong.    The air base is relatively flat 
and lies in a 6-mile-wide valley that extends 25 miles northeast to southwest.   The 
base is dominated on the west by the 1353 meter Tut-a-san mountain, on the south by 
the 1263 meter Tog-ye mountain and on the east by the 500 meter Hamaum plateau. 
A view of the Tut-a-san Mountain is shown in Figure 7-5.   The Yong-Dong railroad 
(Seoul to Kangnung), parallels the western perimeter fence at the base of the 
Tut-a-san mountain. 
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7.3.2.2  (U)   MiBBlon 

Samyong Air Base is the home base of:   (1)  Det 2, 347th Tactical Fighter Wing 
which provides a deterrent capability and air defense;  (2)  99th Fighter Interceptor 
Squadron which provides air defense for eastern Korea, and  (3)  620th Troop Carrier 
Squadron which provides the air lift capability for the 173rd Airborne Brigade located 
40 miles to the south.   The base also provides logistical support for a 120-man ROK 
Army security force located in temporary billets atop the Hamaum plateau. 

7.3.2.3 (U)  Aircraft 

The following types of aircraft are based at Samyong Air Base: 

F-106 

F-4E 

C-130 

Helicopters 

7.3.2.4 (U)   Soil Data 

The soil on the valley floor consists mainly of reddish-brown latosols on basalt- 
derived parent materials.   The rugged Tabaek Mountains are characterized by steep 
limestone rocks which have a minimum of soil cover.   Basalt crags jut into the Sea of 
Japan at the mouth of the valley.   Extensive agriculture has been crowded into the 
valley and partially on the slopes of the surrounding hills. 

7.3.2.5 (U)  Climatology 

The east coast of Korea enjoys relatively mild winters due to the warmer currents 
in the Sea of Japan.   The mountains which generally parallel the coast are snow covered 
from November through February.    A Climatology Chart for Samyong Air Base is 
shown in Table 7-2. 

7.3.2.6  (U)   Trails 

There are relatively few parallel trails traversing the Taebaek range from north 
to south.   The main route follows a general course along the creast, meandering some- 
what to bypass major obstacles.   Cross-trails, usually leading to the valleys, intersect 
where connecting ridges join the main ridge. 

The major trails range upward to one meter from a width of 14 inches, and are 
narrowest where they weave around boulders and pass through crevices.   The trail 
surface is rooky as a result of the top soil eroding from centuries of travel.   In wet 
weather, however, a fine layer of soil on this rocky base makes the trails extremely 
slippery.   In places where the terrain rises or descends sharply, steps have been cut 
or worn into the limestone.   Water coursing down some of the trails has caused trail 
erosion creating treacherous footing.   Many of the trails lead to abandoned mine 
shafts.   Recent usage of these trails could indicate a weapons cache in the mine. 
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7.3.2.7  (U) Vegetation 

Rather mild winters in the Samyong areas is conducive to the growth of short 
(4-10 meter) deciduous trees together with a squat thorny underbrush.   A tough wiry 
grass 12-24 inches high grows in the more open areas.   The foothills and lower slopes 
of the mountains are under cultivation, usually rice and beans.   All available land in 
the valley supports paddy rice.   Heavier forest areas are found at higher elevations 
in the Taebaek range. 

7.3.2.8  (U) Background 

Samyong was constructed during the Korean War (1952), and served as an Air 
Force logistical base to support U.N. Forces operating in the eastern portion of Korea. 
It was deactivated in 1956 and assigned to ROKAF control.   The ROKAF stationed a 
caretaker unit at Samyong and made no attempt to improve or maintain the defense 
fortifications. 

In 1970, the base was reactivated as a USAF installation and work commenced 
immediately on repair of buildings and facilities.   Hasty revetments consisting of 
earth filled oil drums were replaced by reinforced concrete domes.   An 8 fool chain 
link fence topped with barbed wire was erected around the perimeter.   For the 
present, open storage Is being utilized.   The Nillagers of Samchok and Pukpyong resent 
the reopening of the base, claiming the aircraft noise is detrimental to fishing in the 
area. 

In 1967, the ROK Navy destroyed :i North Kore;ui coastal vessel which was caught 
unloading agents and munitions two miles south of Samchok.   Twenty-three agents 
were apprehended and nine escaped.   The South Korean CIA has estimated that approxi- 
mately 80 agents have crossed the I)MZ and cstabllshod scenarios In the Taebaek 
Mountains west of Samyong air base.   ROK Army operations have failed to locate 
these sanctuatlres. 

The United Nations commander has recently tasked the USAF Combat Security 
Police with the responsibility of gathering and correlating Intelligence out to 30 km 
from the base. 

7.3.2.9  (U)  Threat Estimate 

Samyong Air Base is vulnerable to either land-based or sea-borne standoff attack. 
For the purpose of this scenario, only the land-based attack will be considered. 

7.3.2.9.1  (U)  Sea-Bome Attack 

The numerous small boats fishing in the waters off the coast of Samchok-Pukpyong 
and the obvious hostility of the local fisherman offer the North Koreans a golden oppor- 
tunity to Infiltrate rocket-equipped "fishing boats" close enough to shore to cause 
considerable damage to the air base.   The troop billets and base headquarters are well 
within the range of recoilless rifles and mortars.   The aircraft parking areas, ammuni- 
tion and POL storage areas, communications buildings, TACAN, and control towers 
are all likely targets for a rocket attack.   Following a sea-borne attack, the threat can 
either beach his craft and move to the Taebaek sanctuaries or move out to sea. 
Figure 7-6 shows a view of the coastal area near Samvong Air Base. 
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F'tRurt' '!-*•■   (It.    View of Coastal Area Near Samyonß Air Base   (I') 

7. 3. 2.9.2   (D   [.antl-nascH Attack 

The lotiK axes of the targets at Samvong Air Base run northwest and southwest as 
shown in Figure 7-7. Floth axes »ill allo%v the threat to launch a standoff rocket attack 
from concealed firing points on the upper slope« of the Tacbaek Mountains. Pin-point 
or specific targets such as the POL and ammunition storage area?, TACAN pites, and 
individual aircraft could he attacked with shorter range weapons (mortars, recoilless 
rtfles), from the lower slopes of the Taebaek range. 

7. 3.2.9. .1  (U)   Likely Avenues of Approach 

Threat sanctuaries in the Taehaek mountains will allow earning parties and fire 
teams to move via covered routes to firing points.    Supply points and caches may 
alreadv have been established and firing positions need onlv be prepared in the vicinity 
of launch sites.    Figure 7-1* indicates some possible firing points and likely avenues of 
approach for Samvong Air Base. 
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Figure 7-7   (U).   Samvong Air Base Showing Long Axep of TargetF 
and Possible Firing Points   (U) 
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7.4  (C)  AN OVERALL ASSESSMENT OF THE THREAT 

7.4.1 (C) ACftWSltee 

Most vulnerable, but not necessarily the most disabling, Air Force targets are 
the Aircraft Control and Warning (AC&W) sites.   The requirement for positioning 
these sites on high ground dictates that many of them be located in remote areas. 
This permits the threat to move to within range of the site with considerably less 
chances of being detected than would be found in the more populated areas.   The 
physical location of the site on dominant terrain, plus the distinctive sUe, shape and 
color of the radomes, readily identifies these targets.   The threat, by taking advantage 
of cross-corridors and rugged terrain could launch an attack and then withdraw rapidly 
via a relatively secure route to his sanctuaries.   Figure 7-9 shows a typical Aircraft 
Control and Warning Site. 

7.4.2 (C)  Air Bases 

At the present time, the two U.S. host air bases in South Korea, Osan and Kunsan, 
are reasonably safe from a Vietnamese-type RAM attack.   Both bases are located in 
densely populated rear areas which do not support communist attempts at infiltration. 
Nor does the terrain in the vicinity of the base lend itself to guerrila-type operations. 
An attack of sufficient magnitude that could be considered other than a harassment, 
will require the movement of men earning distinctive appearing weapons and munitions 
for great distances through an antl-communlst population heavily saturated with 
security forces.   Suitable firing points are few and far between and are subject to 
constant surveillance.    It would be practically impossible to establish long-term caches 
within the 5-15 mile annulus as emisioned under the WARS concept, because of the daily 
lnch-by-lnch coverage of the area by local farmer».    Figure 7-10 shows typical farm 
coverage In the vicinity of air base» in South Korea. 

Kunsan and, to some extent, Osan are vulnerable to a sea-borne attack. Kunsan, 
abutting as it doc» on the Yellow Sea, could be attacked by North Korean torpedo boats 
running the gauntlet of ROK Naval patrol boat». It could also be »ubjected to a rocket 
attack from high speed PT-type boat» disguised a» fishing boat». 

The situation is not quite the same for Osan Air Base. There the threat would 
need to disembark firing teams and ammunition bearers from boat» and then move 
Inland to firing points prior to an attack. 

If the situation in Korea deteriorates to a point where the United States Commander 
directs the establishment of additional host base», the situation may change.   (This was 
discussed in Section 7. 3.2).   In this event, the new air base» a» well as additional 
AC&W sites could become subject to RAM attacks. 

7.5   (U)  USE OF WARS CONCEPT IN KOREA 

7. 5.1 (C) General Assessment 

Full scale WARS application is not considered appropriate for implementation 
around existing U.S. Air Force bases In Korea without some modification.   A compara- 
tive analysis of the tactical situation and threat capabilities that now exist in 
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7.5.1  (C)  (Continued) 

South Vietnam and South Korea reveal that the two have little in common.   In Vietnam, 
for example, the threat haa available a source of manpower to transport weapons and 
munitions, firing points which have secure routes of approach and withdrawal, and a 
chain of supply points.   Furthermore, people Indigenous to the suspected area would 
not advise the Government of any observed attack preparations, because of their 
constant fear of retaliation.   This all comes about because there are no battle lines 
with secure flanks in Vietnam as there are in South Korea where every front-line 
divlsioa has its own rear-area security forces. 

In the event of a resumption of hostilities In Korea, the conflict would be more 
conventional.   Flanks would be secure along the entire Forward Edge of the Battle 
Area (FEBA), from the Yellow Sea to the Sea of Japan.   Coastal defenses could be 
Intensified and enemy infiltration held to a bare minimum.   Support areas and known 
guerrilla sanctuaries can be isolated and kept under constant surveillance.   The 
populace, already anti-communist, vdll be mobilized and alerted with the imposition 
of martial law.   The relatively small number of guerrillas now in hiding in South Korea 
will find It difficult to exist, let ulone conduct overt attacks on nir bases. 

Nevertheless, some harassrntnl can be expected.    Convoys traversing roads in the 
vicinity of guerrlla sanctuaries may be attacked.    Sabotage and even suicidal sapper 
attacks may be launched against the air base proper.    This type of enemy action, 
however, does not fall Into the category nf a MAM attack. 

In general then, It mav be said that at the present time, the most valuable asset 
the U.N. force« in Korea have Is the strongly anti-communist population of South Korea. 
The villages and farm» are the sensors.   The ptyjple themselves are the processors. 
A need exists, however, for a rapid means of transmitting this Information from the 
people to the TSC PI).    A scaled-down WARS subsystem could be used vjulle effectively 
In many areas, for example, on the restricted routes of approach to AC&W sites and 
In sections around the Samvong type of air bases.   It could also IK» used to monitor the 
approaches to Osan Air Base from coastal attacks.    The Wide Area concept would be 
reduced more to a Selected Area concept with these areas not necessarily restricted 
to the 5-15 mile annulus.   The emplacement of sensor arrays on selected routes leading 
to and from the Taebaek, Chirl-San and Holla Mountain Sanctuaries, especially during 
summer months, would be effective in monitoring threat movements directed toward 
these air bases or ACt-W sites.   Sensor arrays on parallel ridgellne routes In the 
vicinity of AC&W sites would provide earlv warning of threat movements and intentions. 

The strategic emplacement of ground sensors reporting during curfew hours to an 
airbase CSCPD or its counterpart at an ACftW site would greatly reduce the chance of 
a surprise North Korean RAM or ground attack being launched against these installa- 
tions.   A hamlet communications system tied into the district National Police net would 
also provide a wealth of information which could aid both the Combat Security Police 
and the KNP In spotting Infiltrators before they could move to launch sites. 

7. 5. 2  (C)  An Example 

Timing is of utmost Importance to the threat In an attack against Osan Air Base. 
His seaborne approach must coincide with outward-bound, local fishing vessels. His 
movement through the Punyang-man inlet to landing points must be timed to take 
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7.5.2  (C) (Continued) 

advantage of the tide, athenvise. he could be stranded on mud flats for hours. His 
cross-country approach, attack, and withdrawal must be accomplished in sufficient 
time to allow him to mingle with local fisherman returning with their catches. 

There are four likely landing points west of Osan where the threat could disembark 
and start hi» overland movement.   These are shown in Figure 7-11.   From these four 
points, numerous trails lead to the first of two 100-plus meter hills.   Suitable firing 
point* are located along the entire 6-kin length of the westernmost hill mass, however, 
best firing p&ints are located at bench mark (BM) 135 (north), and BM 112 (south).   Of 
these two firing points, BM 112 would probably be the one selected because of Ite 
accessibility and rapid routes ot withdrawal.   The high ground at BM 120 und BM 155 
mask the other firing points on the western hill mass disallowing the fire team the . 
opportunity w observe their fire.   The most likely method of attack the threat might 
take is estimated to be as follows: 

An agent boat with an 1»-2U man strike team would lay offshore until the local 
South Korean fishing fleet moves out al dusk for their fishing grounds.   The agent boat 
would then move into the Pun;,ang-man inlet and discharge the strike learn at Won Mok. 
The team, with ö rockets ami one or two launchers would then move via Route 4 along 
relatively hij^h ground from Won Mok to Highway ."17, then proceed north to firing 
point* at BM 112.    From thl» launch area, the t«';un would have a clear view of 
Owan Air Base and will have the long axis of the target available to them.    The move- 
ment from Won Mok to BM 11_' should take no more than two hours.    Prior reconnais- 
sance would have located exact launch sites, thus minimizing the time for on-site 
preparation.    Following the attack, which should not exceed one hour including prepara- 
tion of the firing position, the team would use the most direct route back to their boat 
(approach Route 'tt.    The w|th<!r;iwal would (>»• executed as rapidly an poss'ble in order 
to get beyond Route  UT before .i reaction force from < )san Air Base making use of 
Ilighw iv n2 and Kighwav 'UT, could establish blocking positions to Intercept the fire 
team before it reaches the tx)at.    if lime allows, the threat would probably mine the 
bridge on Monte .12 at coordinates 220018.    Allowing approximately one hour for 
withdrawal from the firing point.« to the boat, only four hours will have elapsed from 
the time the team disembarked until it was back aboard the escape boat.   This four-hour 
period, depending on the tides, would probably IK' from midnight to 4:00 A.M. 

Sensor arrays with diurnal switches strategically cmplaced along the approach 
routes would provide ;in carlv warning to the CSC PI) during curfew hours.   Fence 
arravs around the possible firing points would alarm as the fire term moved into the 
area and started preparing the firing position.   7"his advance warning would permit 
the CSC PI) to dispatch * reaction force before the threat could carry out the attack. 
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Section 8 

CONCLUSIONS AND RECOMMENDATIONS 

8.1  (C)  CONCLUSIONS 

This study reached the following conclusions: 

a. The threat, in preparing a standoff attack, exhibits unique characteristics 
which are detectable by the proper choice of sensing techniques, the judicious 
placement of sensors, and the careful analysis of alarm information. 

b. The deployment configurations and type of sensors required for Wide'Arca 
surveillance is dependent upon: 

(1) The type of threat information to be derived from alarm data, i.e., 
threat direction of movement, speed, group size, and load carried. 

(2) The terrain features of the monitored area. 

(3) The sensor characteristics, e.g. , detection range and pattern, 

(4) The environment as it affects sensor deployment and operation. 

(5) The temerity of the threat (enemy) in  (1)  launching an attack on the 
air base and,   (2)   in locating and destroying the sensors. 

c. Wide areas were redefined as circular areas normally having a radius of 1km. 

d. Local processing increases the adaptability of this system to many diverse 
situations and is cost-effective for small and medium size bases. 

e. The use of foliage penetration RADAR looks promising for launch site 
monitoring. 

f. Message interference within the WARS communication system will not be 
serious.   In the worst case, a 10-15^ loss can be expected.   Computer 
analysis has shown this to be tolerable. 
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8.1  (C)  (Continued) 

g.    System Characterlstict» (Baseline) 

(I)   Surveillance Syatem 

Sensing TechniqueB 

Primary 

Auxiliary 

Alarm Kate 

Maximum Tolerable 
Mean False Alarm Rate 

Distribution of 
False Alarms 

Detection Pattern 

Detection Hange (Personnel) 

Seismic 

Hadar, IK, Magnetic, etc. 

1 every 4 seconds 

1 every 40 seconds 

Approximately Polsson 

Approximately Circular 

Trail Array Approxirm 

Fence Array Approxim: 

Sensors Per Array 

Trail 5 

Fence s 

Arrays per Wide Area 1 to S 

Estimated No. of Wide 
Areas for 360 CoveraRC 

Average 90-110 

Maximum 180 

Estimated No. of Sensors 
for 360   Coverage 

Average 1600-2400 

Maximum 4000 
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8.1  (C)  (Continued) 

System Characteristics (Baseline) 

(2)   Comnutnicatlons System 

Mode of Operation 

Frequency Range 

Channels Required 

Channel Width 

Channel Separation 

Modulation 

Information Hit Hate 

Message Length 

»it Krror Probability 

Tran.sniittcr Power 

S T 

R/H 

Transmitterand I..n. 

P"rcf|uency Stability 

Receiver Sensitivitv 

Real-Time 

138-172 MHz 

2 

60 kHz 

:! m\z 

Split-Phase PSK 

10 kbps 

■n Hits 

2 x 10""1 

50 mw and 5 mw 

1 watts and 0,4 watts 

-130 PPM 

-109 DBM 

h.     Useful life (one year nominal and fi months at -20rC). 

i.     Modular packaging best fits the many possible applications and allows 
orderly upgrading of the system. 

j.     A 15 man WARS team will be able to handle the installation and checkout 
of the equipments, the maintenance of the equipment and the operation 
of the system. 
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8.2  (C)  RECOMMENDATIONS 

Based on the resdlts of this study, the following recommendations are made: 

a. Proceed with the development of the hardware specified for the 
Baseline System. 

b. Incorporate local processing Into overall WARS concept. 

c. Incorporate a receiver module and alarm accumulator Into the WARS concept 
that will allow DCPG sensors to be used with WARS.   The receiver will be 
located with receiver/interface unit.   This will provide compatibility with 
existing sensor systems, particularly air deliverable devices. 

d. Investigate the feasibility of Incorporating IFF capability into WARS to aid In 
identifying friendly groups passing through Wide Areas as opposed to threat 
groups. 

e. Conduct an additional study of the applicability of world wide use of the 
WARS concept.   This study would include Central/South America, the 
Mideast and Western Kurope. 
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appendix A 

OreRATION> - CHAHACTERISTICS OF WARS 

A.l   (C)   DEPLOYMENT AND OPERATION OF THE WARS SYSTEM 

A. 2   (C)   TASKING AND ORGANIZATION 

There are a number of diätinet taskb which must be performed in order to install, 
mulntain, and operate a WARS System for a large base.   It is felt that a WARS team 
will be needed to efficiently perform ihese tasks.   Such a team might be organized 
In the following way: 

a. Heceiving Section (\i men) 

Orders,  receives, issues, and ships VyARS equipment for the base, 
Maintains the records of equipment inventory, equipment on order, etc. 

b. Assembly and Checkout Section (2 men) 

Assemhles, checks, and maintains WARS equipment as directed. 

c. Operations Section (1 men) 

Maintains overall supervision of the WARS effort.    Conducts planning for 
future WARS activities.    Issues installation orders.    Maintains records 
on status of WARS system. 

d. Installation Section (.") men) 

Completes detailed planning of installation missions.   Coordinates and 
conducts installation missions. 

e. CSC Section (7 men) 

Operates the Central Securitv Control.   Reports detected activity.    Maintains 
awareness of WARS System status through equipment tests. 

It is expected that, since the team will be relatively small, most team members will 
be cross-trained to allow considerable flexibility within the organization. 
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A. 3 (C)   PLANNING AND CONDUCTING A WARS OPERATIUN 

A. 3.1  iC)  Operational PI:tnniiH{ 

Operational Planning begins with a detailed threat analysis.   From this analysis 
comes a determination of which avenues of approach, methods of attack, etc. are 
likely to be used by the threat.   The information from the threat analysis plus an 
assessment of the friendly situation enables the planner to establish priorities for 
surveillance.   Consideration is g,1ven to the "arious methods of survt4llance available, 
and an overall aurveillance plan is formulated. 

For those areas where the aurveillance plan calls for WARS equipment, detailed 
planning must be dont to provide for good detection and communications.   Array 
locations are chosen with the objective of effectively detecting and reporting the 
threat with a minimum amount of equipment.   Trail and road networks are examined 
for "choke-points" which may not be easily avoided by an infiltrating enemy.    The 
terrain Is analyzed to determine the best locations for relays.   Code and frequency 
assignments are made in such a way that information may be read-out in an orderly 
fashion.   Consideration is given to the problems of system expansion and maintenance. 

Once the planner has arrived at a system deployment which he is confident will 
give coverage of the assigned areas, an implementation timetable is prepared and the 
actual Installation begins. 

A. 4   (C)   CONDUCTING A MISSION 

A.4. 1   (C)   Mission Preparation 

Mission preparation begins when an order to cmplace WAHS equipment is received. 
A map study and/or aerial surveillance is conducted and a detailed plan is formulated 
for completing the mission.    Kquipment is obtained, checked-out and assembled. 
Coordination is made with supporting groups (escort troops, transportation, etc.) to 
assure their availabllty for the mission.   A test procedure is developed by the 
monitoring section and installation section to provide for final field tests of equipment. 

A. 4. 2  (C)   Mission Accomplishment 

The actual mission begins with the movement of the installation section, equipment, 
and escort forces to the WARS sector.   The area is secured and communications are 
established with the monitoring section at the CSC.   Installation is accomplished by 
first Installing an RI/LRT unit and checking its operation, then installing subordinate 
R/R units and checking, and, finally. Installing arrays and checking.   Operability is 
confirmed by checking with the CSC at each stage of the installation.   After completing 
and camouflaging the installation, the forces withdraw from the area.   The same 
procedure is repeated in other areas if multiple installations are made on a single 
mission.   After all Installations are complete, the forces return to base and the 
installation team Is debriefed.   Records are updated from the information obtained 
in this debriefing. 
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A. 5  (C) INVENTORY ANÜ TEST FACIUTIES 

A. 5,1  (C) Inventory 

It will be necessary to maintain a local inventory at bases where a WARS system 
is deployed.   The inventory will provide the means for quickly replacing inoperative 
equipment, will make it easier to conduct routine system maintenance, and will allow 
immediate upgrading of the system if a particular vulnerability or threat is recoguized. 
A typical local Inventory (2 weeks supply) for a large air base might be as follows: 

EQUIPMENT 
(less batteries) BATTERIES 

Sensor Transmitters 80 100 

Receiver Relays 16 20 

Processors 4 - 

Receiver Interface 5 6 

A. 5. 2  (C)  Test Facility 

A «Ingle test facility und ussemblv area will be required and will Include: 

a. 10' x 12' test area with work bench 

b. One Go/No/Go Tester 

c. Miscellaneous test equipment and tools 

A.6  (C)  REPLACEMENT PROCK1XRK 

A replacement procedure must be devised which permits effective maintenance of 
the WARS System.   There are at least two distinct maintenance requirements which 
may arise: 

a.    Routine Maintenance 

Nominal battery life is one year for system components In the field.   It Is 
therefore expected that maintenance will routinely be required approximately 
on an annual basis.   All equipment In a given area should be replaced or 
refurbished on this annual maintenance trip. 

Before discussing how the maintenance should be accomplished, several 
factors should be mentioned: 

(1) Equipment which has been hidden for a full year will generally be 
difficult to relocate. 

(2) Security forces as well the installation team are required throughout the 
time during which any search for equipment is conducted. 
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(3) There is a very real danger that threat forces will recognize the 
pattern of returning for WARS equipment and booby-trap any such 
equipment (or the area around the equipment) that they might find. 

(4) Considerable time must be allowed for the recovery of any equipment 
where booby-trapping is a possibility. 

(5) The probability of the threat's finding equipment is greatest for that 
equipment located near the trails, i.e. , the sensor/transmitters are 
more likely to be discovered than the K/R's or R/I - LRT's. 

After considering the factors just listed, it was decided that attemps to 
recover equipment should normally be limited to the R/R or R/I - LRT 
units.   Old R/R's or R/I - LRT's should be recovered for later refur- 
bishing and replaced with new units.   Sensor/transmitters should generally 
be left In place and new units should be Installed.   (There will doubtless be 
exceptions to this rule.    For example, it may prove economical to recover 
sensor/transmitters used near a perimeter,)   By Installing S/T's with new 
codes and using appropriately programmed R/R's and R/I - LRT's, it 
should be possible to avoid any ambiguities arising from old S/T's left in 
the area. 

b.    Maintenance Requirements due to Equipment Failure or Loss 

Occasionally it Is to be expected that equipment will cease to function 
before the end of Its one year life.   If the lost unit Is a single sensor/ 
transmitter, it is probably not a critical loss and action may not be taken. 
Loss of several S/T's in a given area may be justification for rescheduling 
the annual maintenance and completely replacing the equipment in the area. 
Loss of an R/R becomes a more Important matter, and a judgment as to 
the Impact of the loss must be made.   If a trip is made to an area to replace 
an R/R, consideration should be given to rescheduling maintenance and re- 
placing all equipment in the area.    Loss of an R/I - LRT will almost cer- 
tainly require prompt action to restore communications from the affected 
sensors. 

A. 7   (S)   VULNERABILITY/SUSCEPTIBILITY AND COUNTERMEASURES 

A. 7.1   (S)   Introduction 

Several vulnerabilities/susceptibilities of the WARS system should be recog- 
nized.   Three of the system vulnerabilities are listed here and possible counter- 
measures are suggested. 
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A. 8   (S)   SUSCEPTIBILITIES 

A. 8.1   (S)  Jamming 

The system is susceptible to jamming, and jamming may have a significant 
effect upon the system if more than 30% of the messages are lost during an intrusion. 
Jamming may be difficult to recognize if it occurs at the R/R or R/I level. 

A. 8.2   (S)   Spoofing 

Spoofing may be attempted if the threat develops a capability to receive and 
retransmit or simulate WARS transmissions.   Successful spoofing might result in 
the waste of U.S. materiel and/or a loss of system effectiveness. 

A. 8. 3   (S)   Location ot Equipment 

Equipment may be located and thus lose its effectiveness if the threat develops 
direction-finding capabilities and/or an effective physical search technique.   The 
loss of higher-echelon equipment such as the R/I - LRT would be especially serious. 

A. 8.4   (S)   Sensing Communication of Alarms 

Arrays of sensors may be located within 200 meters by listening on a small 
insensitive radio for the transmissions of the alarms from the sensors.   A lead- 
man would be able to warn a following group to take an alternate route when he 
passed an active sensor array. 

A. 9   (S)   COUNTER-COUNTERMEASURES 

A. 9.1   (S)   Jamming 

A possible method for countering jamming at the R/R or R/I levels is to incor- 
porate the ability to detect jamming at these units and report this information to the 
CSC. 

A. 9.2   (S)   Spoofing 

Several countermeasures may be employed against spoofing.    The RSDCS with 
a polling mode may be used.   Any attempts at spoofing must then be synchronized 
with the polling.   CSC procedures may be adopted to verify transmissions before 
reporting or engaging a suspected intruder. 

A. 9. 3   (S)   Location of Equipment 

Two susceptibilities were mentioned, a susceptibility to direction-finding and 
the susceptibility to physical search techniques.   The former may be countered by 
using local processing to significantly reduce "on air" time and thus limit the 
threat's opportunities to df.    The latter may be countered by using good camouflage 
and installation procedures.   A further technique is suggested  n Section A. 9. 4 
below. 
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A. 9.4   (S)  Sensing Communication of Alarms 

The ability of an intruder to sense the communication of alarms can be greatly 
reduced if the transmission of the alarm is delayed.   A delay of 300 to 400 seconds 
in the transmission of alarms would allow an intruder column to pass entirely through 
the array before an alarm was transmitted.   The effectiveness of the array would be 
only slightly reduced, since the alarms would provide an operator with the ability to 
predict the current location from alarms 300 to 400 seconds in the past.   The delay 
mechanism can be easily constructed from a 4-second astable multivibrator and a 
100 bit serial shift register which can be obtained in one integrated circuit.  The 
alarms would be entered into the shift register as they occurred.   One hundred 
counts or 400 seconds later the alarm would emerge and could be used to trigger 
the encoder-transmitter. 
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Appendix B 

INTEGRATION OF DCPG SENSORS INTO THE WARS SYSTEM  (U) 

B1.0   (C)   INTRODUCTION 

DCPG has under development or in production a series of seismic, acoustic, 
magnetic, IR and related sensors.   These sensors all have the same basic alarm 
transmitter format, a 300 baud FSK transmitter operating in the 162 to 174 MHz fre- 
quency band.   The paragraphs below discuss the Phase III code format, the types of 
sensors available, their applicability to WARS, and a proposed receiver for convert- 
ing the DCPG sensor information to the WARS format. 

B2.0   (C)   DISCUSSION 

B2.1   (C)  Phase III Data Characteristics 

The Phase III system is an outgrowth of the Phase I and Phase II programs. 
Problems with a shortage of available frequency channels (there were 31 channels 
spaced 375 kHz apart) and identification codes (27 were available and composed of a 
combination of 19 kHz, 25 kHz and 32 kHz tones) forced consideration of a narrow band 
format system.   The system which evolved is a series of channels spaced 18,75 kHz 
apart each coded at 300 baud rate, FSK code with 3 kHz deviation.   Sixty-four possible 
identification codes are available for each frequency.   Only alternate channels are 
utilized in order to provide adequate guard bands.   The use of a 75 baud data rate and 
channel spacings of 6.25 kHz with the appropriate increased transmitter frequency 
stability are planned for the future. 

The message format is as shown in Figure B-l for real-time (or non-commandable 
sensors) as well as commandable sensors.   For the Type I message the first 8 data 
bits are all O's and are referred to as the preamble.   The ninth bit is a one and is the 
frame marker.   The tenth and eleventh are the message ID which for real-time units 
are O's.   The twelfth through seventeenth bits are the sensor identification codes while 
the eighteenth bit is parity, which is odd and selected on the basis of bits twelve 
through seventeen.   The Type II and III messages are only appropriate to commandable 
sensors.   They will not be discussed further within this report except to say that 
certain sensors do have a commandable capability and may operate as real-time or 
non-real-time sensors.   In non-real-time, the alarm data is stored until the sensor 
is interrogated and the data read out.   This type of sensor also has an analog mode 
where analog data can be listened to and analyzed on a real-time basis.   However, 
since no command system is planned for WARS, it is the non-commandable (real-time) 
systems which are of prime interest. 
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I * PREAMBLE 

8    "0" FRAME 

MARKER "1 

MESSAGE SENSOR ID 

D PARITY 
M 

r>PE ii 

TYPE 1 MESSAGE 9 A) ?1 n a 24 

STATUS OR EVENT COUNT 

TYPE ill TYPE I WES SAGE 

ANALOG INFORMATION 

■ ONLY APPLICABLE TOCOMMANDABLE SYSTEMS 

Figure B-l   (C),    Phase III Signal Format   (U)    <CONHI,w"*1) 

B2.1   (C)   (Continued) 

The alarm response of the real-time sensor is the Type 1 message and it is this 
that will be transformed into the WARS format by means of the special receiver.   The 
alarms or real-time trans miss ions/Type I format will be received, demodulated and 
decoded at the R/I as discussed in Section B2.3, 

B2.2   (C)   DCPG Sensors 

There are several basic sensor types:   seismic, magnetic, electromagnetic, IR, 
and acoustic with the magnetic and IR normally worked in conjunction with the seismic 
type.   Table B-l is a summary of various DCPG sensors.   The early ADSID, FADSID, 
etc., are being phased out in favor of the new series of Phase III sensors.   Another 
type sensor not listed is the noiseless button bomblet (NBB) which transmits an RF 
signal when moved.   NBB units look like rocks or other jungle litter and are strewn 
along a trail.   Their signal is picked up by a relay (ARFBUOY) and transmitted.   One 
other major sensor which should be mentioned is PSID.   It is a small seismic sensor, 
four of which report to a centrally located receiver to protect a patrol on localized 
camp.   It is not readily adaptable into the WARS reporting scheme, but rather is 
mentioned here for completeness. 

The hand Implanted seismic sensors are implanted along trails or used in perim- 
eter defense to track traffic or protect a base camp.   The information is then received 
on a Phase III Portatale (AN/USQ-46) for local use or received by an orbiting aircraft 
for relay back to the Infiltration Surveillance Center (ISC). These sensors, 
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..._Name 

MINJSID Ill 

MICROSID 01 

D81D 

MAGID 

PIRID 

CommOD Module 
Prop-am 

AD810 10 

EMID Ill 

Acoubuoy 

AD81D, 
AD81D Sbort, 
FADSID, 
HELOSIO, 
HANDSID 

COifiiiiiiAL 
Tllble 8-1 (C). Summary of DCPG Seaaora (U) 

S..or Type 

Selamlc 

Selamlc 

Selamlc 

Mapetlc 

IR 

Multiple 

Commeau 

R•l-tlme UDlt, baDd lmplut, makea uae of 
commoa modulea. 

Lilbtwelpt, amall, real-time unit, barld 
impluted. 

Low coat, baDd lmpluted, real-time Wllt. 

Haod implanted, uaed iD cOQjunctlon with tbe 
MINISIO. 

Hand implanted uaed iD cODjunctlon with 
MIN !SID. 

Adaptable to many type aeuon, plumed to 
allow uae of commandable and non­
commaDdable seuors of various 
cODflgur&tiOftl. 

Seismic Air delivered, prime common module seuor. 

Electromapetlc II and implanted, used for waterway surveil­
lance u well u personnel aod vehicle 
detecti.Jn. 

Acoustic Hung up in trees, outp'owtb of sonobuoy. 

Seismic Pbue I and II eeuors, not compatible with 
Pbue Ill alarm format. 

82.2 (C) (Coatlmaed) 

if lmplaated lD an area adjaceDt to a WARS aite, could fuDDel in additional information 
by u.e of tbe Pbue 01 Reeeiver Interface Wlit. The mapetlc &Del IR seuora (MAGID 
&Del PIRID) would be particularly useful in tdeDtlfytaclarp metallic objecta (rocketa, 
ammUDltlon.pack howltzen) aod/ or trucb or motorized vehicle• movtacimo a WARS 
area or toward a WARS proteeted area. 

The alr delivered UDita can be dropped when haDd implaatatlODll uat .. ible or 
extremely dlfftcult (from helicopter or ldP-apeed aircraft). The ADSID IIIla aimllar 
to tbe ortpMl Plaue I ADSID except lt 11 compatible wltb the Pllue Ill system. This 
Ia t1ae major alr delivered MIIIOr. 
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B2.2   (C)   (Continued) 

The ADSII) III, MIN1SID 111, M1CRÜ6ID HI and DSU) sensors all have essentially 
the same processing scheme.   A simple threshold crossing detector plus counting/ 
timing circuitry is utilized.   Detection ranges would be comparable with the WARS 
sensors.   A shortcoming of all these units is the high false alarm rates for the high 
gain operation needed for the greater detection ranges.   DCPG has been investigating 
alternate processing schemes to reduce false alarms while maintaining adequate detec- 
tion ranges. 

The Acoubuoy is an air delivered sensor which is hung up in trees.   They are 
capable of detecting trucks at ranges of 300 to 500 meters.    They are particularly 
useful in helping locate truck parks and storage areas as hoods and doors are closed 
and supplies moved.    Two other acoustic devices, the ACAD and HYDAD, are being 
developed.   The ACAD Is a hand-emplaced unit designed to detect the exhaust burst 
from a sampan motor.   The exhaust [xilse is converted to an electrical signal which 
resembles a damped sine wave.    The frequency is approximately 200 Hz repeated at 
intervals determined by the rpm of the engine.   The HYDAD is implanted in a stream 
and waterway and listens for the unique hydroacoustic signatures of a motorized 
sampan. 

The last ^roup of sensors which is of interest is the gun delivered type.   These 
are relatively new but hold high promise.   The MODS, an HI mm mortar emplaced 
sensor, utilizes electronics similar to the ADSID.   This system is in the test phase. 
A 155 mm howitzer system,  MAUDS, is in the early development state.    Because of 
the accuracy of gun fire and no jeopardy of personnel during emplacement, this tech- 
nique should replace air delivered sensors in many areas. 

In summary, there are two basic implant methods used:   hand implanted and air 
delivered, with a third method, gun delivery, under development.   Seismic processing 
is the basis for the majority of sensors with more interest in 1H, magnetic, electro- 
magnetic, and acoustic being generated as new techniques become available.    By 
means of the Phase III Hecelver Interface units the information from ADSID III, 
MINISID III,  MlCROSin HI, DSID, MACH), PHUI) and any other Phase III system 
which is developed will be readily adaptable to the WARS format. 

B2.3   (C)   Phase HI Receiver Interface 

The purpose of the Phase III Receiver Interface unit is to allow conversion of a 
Phase III sensor's code into the WARS code format.   The alarm message of the Phase 
HI DCPG sensor will be received, demodulated, and decoded by the Phase HI Receiver 
Interface.   After parity is checked, the sensor identification will be encoded in the 
WARS format with the three sensor identification bits and the bits normally used for 
auxiliary sensor, status, and alarm type utilized to convey the information.   A separate 
receiver unit will be used for each Phase III channel employed. 

The receiver is crystal controlled and will be depot   set at any frequency in the 
162 to 174 MHz range.   It is a single conversion superheterodyne receiver with two 
stages of RF amplification and an 8-pole crystal filter in the 21.4 MHz IF amplifier. 
A schematic diagram of this receiver is shown in Figure n-2.   It is basically the same 
receiver used in the base-line R/R and R/I units. 
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82.3 (C) (CODttlllled) 

Tbe modlflcatiou to the bue-line receiver which will be implemented in order to 
meet tbe Phaae m req\lirementa are listed below: 

a. Reduce the IF budwidth to 40 kHz at the -6 db pointe. 

b. IDcorporate an 8-pole crystal filter to provide a (BW) 60 dB = 1•
1

8 , with 
leaa than 0. 5 dB peak-to-peak ripple in the (BW) 6 dB 
pusband. 

c. Incorporate a crystal-controlled local oscillator to operate at one-half the 
LO injection frequency of 140.6 to 152.6 MHz. The frequency tolerance over 
the environment ranee must not exceed x 30 ppm. 

d. Incorporate a signal-to-noise detecting squelch circuit to pte off power to all 
decoding stages when the signal-to-noise ratio at. the IF output is less than 

10 dB. 

e. Provide for opera• ion over the WARS temperature range. 

A block diagram of the proposed receiver is shown in Figure B-3. The RF ampli­
fiers will consist of two common base amplifiers with high Q single-tuned interstage 
coupling and matching networks. lbe input matching network will also be single-tuned 
and designed to match the input of the receiver to 50 ohms with less than 2:1 VSWR. 
The mixer will be active, with emitter injection of the LO and base injection of the 
signal. The output of the mixer will be matched directly to the 8-pole crystal IF filter 
at 21.4 MHz. The limiting IF amplifier will consist of four cascaded cascode pairs 
with synchronously tuned single-pole bandpass interstage coupling networks. The 
bandwidth of this amplifier, without the crystal filter, will be 0.5 MHz. 

The squelch circuit, shown in Figure B-4, is a signal-to-noise ratio detector 
which examines the power distribution at the output of a linear AM detector following 
a bandpass limiter. The noise suppression effects of such a bandpass limiter combi­
nation allow S/ N decisions for squelch operation. 

The Phase Ill Decoding and Format Couversion Circuitry will receive and validate 
the Phaae Ill messages, and convert the data bits into the WARS format for retrans­
mission. In a stancl>y mode, power is turned off to minimize power drain. 

The presence of carrier turns on power to the Phase Ill Decoding and Format 
Converaion Circuitry (Figure B-5) by way of the receiver squelch output. The demod­
ulated receiver output is processed to reconstruct the original message and to recover 
clocking Information. The message ls consequently shifted into the 24-bit shift register. 
Once the Phue m message preamble is qualified, additional clock pulst.•f!i are inhibited. 
At thta time, the data bit parity ls determined and compared to the parity bit ln the 
meaaage. Validation~ the message wtll permit the data information to be converted 
Into a WARS format by way of the tnnafer gttes and a Load Command. 1be remaining 
WARS meaaage (Barker Code Preamble, etc.\ ls alao loaded into the format shift 
repater at this time. Once the message is validated and loaded Into tbe WARS format, 
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Figure B-5   (U).   Receiver/Decoder-Coder Block Diagram   (U) 
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B2.3  (C)   (Continued) 

the Response FUp-Flop is set to enable the clock,   live clock shifts the WARS message 
Into the Encode Gates and subsequently into the Combine Logic.   The number of clock 
pulses are counted by the Bit Counter.   After the counter has reached 23, the Decode 
Gate resets the Response Flip-Flop which turns power off and thereby completes the 
cycle. 

The Combine Logic is functionally an OR Gate which will accept either a converted 
Phase III channel message or a WARS channel message. 

B3.0   (C)   SUMMARY 

With the use of the Phase III Receiver Interface, the DCPG Phase 111 sensors can 
be used to supplement the WARS sensors.   Of particular interest is the air-deployed 
ADSID 111 which can be dropped in otherwise inaccessible areas.   The MAG1D and 
PIR1D sensors are quite useful to supplement the seismic sensors.   One Receiver 
Interface unit is needed for each Phase III channel employed. 

Typical situations involving 0-12 DCPG sensors in the vicinity of a given WARS 
would require only one channel for tolerable data loss. 

It should be noted that MAGID and PIRID sensors can be interfaced directly into 
the WARS systems as auxiliary sensors. 
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Appendix C 

BESS EVOLUTION SCENARIO 

C.l   (C)   INTRODUCTION 

The following scenario discusses briefly the development of a hypothetical air base 
and its associated Base Exterior Security Subsystem (BESS).   The air base is assumed 
to initially exist as a minimum base installation and to expand to a complete air base 
with ammunition dumps, POL, a number of high performance aircraft, etc.   Its appeal 
to the enemy as a lucrative target for standoff attacks is assumed to grow in direct 
proportion to the growth of the air base. 

C.2   (C)   AIR BASE AND BESS DEVELOPMENT 

PHASE I (Figure C-l) 

A base with a short airstrip was established in the vicinity 018117 to provide a 
means of airlifting supplies to Free World Military Forces (FWMF) operating in the 
area. 

WARS fence arrays were deployed in a perimeter role around the base and trail 
arrays were deployed along avenues of approach in the immediate vicinity of the base. 
Arrays were also used to detect any attempt to destroy the bridges on Highways 10 and 
12 since loss of these bridges would limit the usefulness of the base by restricting the 
movement of supply vehicles. 

Because of the close proximity of the sensor arrays to the base, they were able to 
communicate directly to a receiver/interface unit located at the base, thus eliminating 
the need for RSDCS hardware at this stage of development.   A local processor was used 
at the R/I unit to process incoming alarm data.   Therefore, the CSC required was 
simply a message decoder and a simple display. 

PHASE IT (Figure C-2) 

As activ ty within the area increased, the base was enlarged.   The storage of POL 
and munitions on base plus the increased number of aircraft on the ground caused the 
enemy to launch occasional standoff attacks against the facility. 

Additional fence arrays were necessary to protect the expanded base perimeter, 
and additional trail arrays and fence arrays were strategically located in the areas 
that could be used by the target to launch his standoff attacks.   This expansion in the 
number of arrays necessitated the incorporation of RSDCS equipment into the BESS, 
due to the fact that many of the new arrays were deployed far out into the area 
surrounding the airbase. 

Local processing at the Receiver/Interface was still utilized, so that expanding the 
CSC facilities only amounted to adding RSDCS receivers and additional receiver/ 
interfaces with local processors and displays. 
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Figure C-l (C). Air Base and BESS Development, Phase I (U). 
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Figure C-2 (C).   Air Base and BESS Development, Phase II (U). 
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C.2 (C)  (Continued) 

PHASE III (Figure C-3) 

During Phase III of the air base expansion the airstrip was lengthened and improved 
to permit high-performance aircraft to operate from the base.   This increased activity 
at the base made it an extremely desirable threat for stand-off attacks. 

In response to more frequent attacks, the BESS was expanded to full WARS area 
coverage.   This expansion amounted to an approximately 100'^ increase in the number 
of required Wide Areas.   Therefore, it was deemed desirable to incorporate a 
centralized alarm data j^rocessor and associated display at the CSC.   The Wide Areas 
deployed in the expansion were required with pre-processor units to reduce the data 
flow to the CSC. 

^ i 

PHASE IV (Figure C-4) 

An AC&W site was installed on Hill 431.   A perimeter system and intensified 
surveillance on approach routes to the site were deployed.   The AC&W site was 
equipped with a Receiver/Interface (with processor), and a display so that activity in 
the Immediate vicinity of the site could be monitored by site personnel.    Processed 
alarm data from these additional sensor arrays was also relayed by a long range 
transmitter (LRT) to the air base so that the complete BESS status could be accessed 
at the CSC. 

C.3   (C)   DISCUSSION 

The inherent modular design of the WARS System made it easily adaptable to each 
phase of the air base and associated BESS development.   Initially, a receiver/ 
interface and simple information display met the needs of the small facility.   As the 
base expanded, RSDCS equipment was easily incorporated into the BESS and, at full 
expansion, the complete CSC data processing and management system was added. 

C.4   (C)   CHANGES WHEN THE RELAY DOES NOT HAVE A PROCESSOR 

Consider the development process if a modular system had not been used.   In the 
first phaf.e of development, the base would either have used no automatic data processing 
at all or used automatic data processing equipment that was much too elaborate for the 
situation.   With no data processing, operators would have performed all the analysis of 
alarm signals, and several well-trained men would have been required.   In Phase II, a 
data'processing capability would surely be required.    The data processor would be 
installed at the CSC and would be adequate for handling the system expansion under 
Phase II and Phase III.   Servicing the AC&W site installed In Phase IV would be 
awkward without local processing.   Either a separate RF link from the central station 
back to the AC&W site or manual readout at the site would be required. 
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Figure C-3 (C),   Air Base and BESS Development, Phase III (U). 
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Figure C-4 (C).   Air Base and BESS Development, Phase IV (U). 
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C.5  (C)  CONCLUSIONS 

Substantial advantages are obtained during system development by using a modular 
system with processors In the receiver/interface.   In addition, the local processor 
permits installation of small systems without a large investment in trained manpower 
tor monitoring a full, poorly utilized, CSC processor unit.   An orderly transition from 
local processing to a complete CSC data processing and management system may be 
achieved.   There is no degradation of system effectiveness during the change-over. 

Both local processing and central processing have a distinct place in the WARS 
System.   Both capabilities are necessary to provide a flexible, cost-effective system. 

i 
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UNCUSSIFIED ABSTRACT 

WARS system requirements  in terms  of the problem it will  in part solve have been 
defined.    Unique  characteristics exhibited by the enemy durinR preparaHon  for stand- 
off attacks  on Air Force  installatl or» have been  identified.    WARS  pygtems   analysis 
and systems  design,  including surveillance and  intra-wide area communications, have 
been specified.     A modular design approach that will be taken in designing the WARS 
hardware has been developed.    Added features that are felt necessary in making the 
WARS system adaptable to world-wide use and to the wide variety of possible Air Force 
applications have been identified.    These  features notably include local alarm data 
piocessing units  that will reduce the data load on the RSDCS and the complexity of 
the CSCPD.    The applicability of WARS to the Korean situation and how WARS could best 
be utilized in that situation has been outlined.    Overall conclusions and recommenda- 
tion.«  are put forth.     In general, it is concluded that the WARS concept is  feasible, 
practical and cost-effective.    In brief appended information, the organiiation and 
duties of the WARS team are tentatively stipulated, the susceptibilities/vulnera- 
bilities of the WARS system are discussed, a scenario of the build-up or development 
of an air base and the parallel development of BESS is described, and a brief outline 
of how certain DCPG hardware could be integrated into the WARS system is giren. 
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Wide Areas 
South Vietnam 
Air Bases 
Reaote Sensors 
False Alarm 
Jungle Terrain 
Avenues of Approach 
Stand off Attack 
Launch Points 
Probability of Detection 
Communication Links 
Link Vulnerability 
Equipment Configuration 
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